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THE

GENTLEMEN

| Key Findings

e The Gentlemen is a ransomware-as—-service (Raas) collective active since at
least September 2025 that publishes victim data on its dark web-hosted blog. As
of April 2026, The Gentlemen has conducted at least 346 attacks, averaging 43
per month.

e The Gentlemen is almost certainly financially motivated; neither its dark web leak
site nor its public statements on dark web forums, social mediq, or covert
communication channels indicate any political stance, ideological messaging, or

affiliation with a specific cause.

e The Gentlemen employs a double extortion model with a silent encryption mode,
as indicated by the file encryptions and ransom notes in confirmed attacks. The
group actively solicits initial access brokers (IABs) for Virtual Private Networks

(VPNs) and botnets and purchases targets’ data from infostealer logs.

e The collective’s target pool has included a national human rights institute, a
university, and the healthcare sector, suggesting the group or its affiliates do not
exclude public sector organizations despite their typically lower ransom-paying

capacity.

e ZeroFox assesses that The Gentlemen is likely a technically mature threat actor
group based on its observable Operations Security (OPSEC) posture, which
presents a mixture of defensive security measures and credibility-driven

self-exposure.
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First Observed September 9, 2025
m Russian Federation/Commonwealth of Independent States (CIS) (high

confldence)

Financial gain

- Manufacturing

- Healthcare

- Professional services
- Financial services

- Technology

- Education

Targeted Industries

- Indonesia

- Thailand

- Philippines

- Malaysia

- United Kingdom
- Italy

- Spain
Targeted Nations - Germany

- France

- Colombia

- Mexico

- Brazil

- Argentina

- United States
- Canada

Proprietary, custom-built ransomware

_ Note: This list should not be treated as exhaustive.

The Gentlemen overview
Source: ZeroFox Intelligence
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| History

The Gentlemen is a Raas collective active since at least September 2025 that publishes
victim data on its dark web-hosted blog. Since claiming its first attack, the collective has
remained consistently active. As of April 2026, The Gentlemen has conducted at least
346 attacks, averaging 43 per month.
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The Gentlemen’s incidents per month (September 2025-April 2026)

Source: ZeroFox Intelligence

e The Gentlemen claimed its first known victim on September 9, 2025. In February
2026, the collective began publicly advertising its affiliate program, placing
operational onset approximately five months before public affiliate recruitment
began.

e The group operates a dedicated Tor-based leak site and has advertised its
affiliate program on at least two Russian-language dark web forums (TlerOne
and Rehub). As of writing, the group’s leak site and any clearnet mirrors were
occasionally inaccessible, likely indicating limited online persistence capabilities.

e The Gentlemen'’s forum posts and its affiliate communications are written in

Russian. The group explicitly prohibits attacks targeting CIS countries, a

© 2026 ZeroFox, Inc. All rights reserved.
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long-standing convention among Russian-language cybercriminals to avoid

domestic law enforcement exposure.

Victims added to The Gentlemen'’s leak site on May 5, 2026

Source: ZerofFox Intelligence

| Motivations and Victim Profile

The Gentlemen is almost certainly financially motivated; neither its dark web leak site nor
its public statements on dark web forums, social media, or covert communication
channels such as Telegram indicate any political stance, ideological messaging, or
affiliation with a specific cause. The collective’s CIS exclusion clause is likely, and
conventionally interpreted as, aimed toward risk management rather than an
ideological statement.

© 2026 ZeroFox, Inc. All rights reserved.
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e The collective’s RaaS model is almost certainly consistent with profit-driven
criminal activity and includes a 90/10 percent revenue split in favor of the
affiliates, a USD 1,500 onboarding deposit refunded after first successful payment,
and a stated willingness to purchase access from IABs on a
percentage-of-ransom basis.

e As of April 2026, The Gentlemen updated its offer to a 97/3 percent split
(offiliate/operator) for data-only targets (exfiltration without encryption), likely to
adapt to market conditions and attract affiliates who prefer lower operational risk.

The group has compromised organizations across multiple countries and sectors. The
collective's target pool includes a national human rights institute, a university, and the
healthcare sector (including hospitals and provider clinics); this suggests the group (or
its affiliates) does not exclude public sector organizations despite their typically lower

ransom-paying capacity and likely indicates The Gentlemen's disregard for ethical
hygiene.

Tlerone

The Gentlemen, Feb 1

v DLS / BLOG
GENTLEMEN http://tezwsse5czl
The Gentlemen

ksib7cwp65rvnkdoobmazti2znn42idsbjdid2pragkad.onion

Member Mpyrnawaem K COTpyAHMYECTBY KOMaHAB! 1 MHAUBNAYANbHbIX MEHTECTEPOB.

B 3anucKe KOTopyio IpOM3BOANT NOKEp yKa3aHbl Bal AaHHble - Tox , Session , etc.
BbI NONHOCTBI0 KOHTPO/IMPYeTe NPOLECC NePeroBopoE C LieNbio.
MuHUMa/bHas MHPACTPYKTYpa ceparca (DLS + Tox) rapaHTUpYeT 6e30nacHOCTb ad(UIMaTOB M COKpaLLaeT aTakyeMyto MoBepXHOCT|

LOCKER / UNLOCKER
VICIONb3YETCH MPOBEPeHHbIH B PearbHbIX Keiicax OKEp, areHTCTBA M0 BOCCTaHOBIIEHHIO AaHHbIX 6ECCHTbHI.
JelnppoBKa HEBOIMOXHA 663 MIPUBATHOO KITIOYa, KOTOPbIi BLUUT TONIKO B AEKPHITTOpe.

KpoccnnaThopmMeHHOCTb + efuHbIi unlocker base ana Windows v Linux. Linux decryptor build MoxeT paclungpoBaTts haiinbl sawwmdp

AAbik: Go

- MmépnaHas kpuntorpad@us XChaCha20 + Curve25519, aCHXPOHHOE LW1(ppOBaHUe
- YHUKaNbHbIN 3heMepHbIi KNod Ha Kaxablid daiin, KpunTomapkep

- ABTOMAaTMYECKMiA BbI6OP PeXUMa LiMhpoBaHUA (YacTMyHoe/NonHoe)

- F6KMeE peXXMMBbI CKOPOCTH WMdpoBaHus (win/lin/esxi):

—fast 9%

—-superfa:

~ultrafast 1%

The Gentlemen'’s original recruitment post on TlerOne, dated February 16, 2026. The listed
features include dedicated leak site (DLS) link, 90/10 affiliate split, locker/unlocker
decryption, and Windows/Linux/NAS/BSD platform list with Go-based encryptor details.
Source: ZerofFox Intelligence
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The Gentlemen targets victims across a wide range of industries, with a notable

concentration in the following sectors:

e Manufacturing

e Healthcare

e Professional services
e Financial services

e Technology

e Education

Additional affected sectors include:

e Government or public sector
e Retail
e Transport

e Energy

Geographically, the majority of The Gentlemen'’s victims span South East Asiq, including
Indonesia, Thailand, Philippines, and Malaysia. The group has also targeted organizations
operating in Western Europe, predominately in the United Kingdom, Germany, Spain,
France, and Italy. In addition, The Gentlemen'’s victims have been identified across
regions in South America, North America, the Middle East, and Africa, indicating a very
broad global targeting scope.

© 2026 ZeroFox, Inc. All rights reserved.
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Other
Middle East/Africa
Asia-Pasific
North America
South America
Europe

The Gentlemen’s incidents by region
Source: ZerofFox Intelligence

| Tactics, Techniques, and Procedures (TTPs)

The Gentlemen employs a double extortion model with a silent encryption mode, as
indicated by the file encryptions and ransom notes in confirmed attacks. The group
actively solicits IABs for VPNs and botnets and purchases targets’ data from infostealer
logs—likely indicating its systematic use of credential markets as its sourcing channel.

e The double extortion approach involves both encrypting the victim’s files and
exfiltrating sensitive data from compromised systems. Victims are provided with
instructions on how to initiate contact with the group to negotiate ransom
payment.

e The Gentlemen claims that the silent encryption mode enables the following
capabilities: file names and time stamps are unchanged, ransom notes are
dropped only in domain and local admin folders, and wallpapers are not
changed. Notably, ZeroFox has not observed this same evasion approach in
competing Raas offerings.

© 2026 ZeroFox, Inc. All rights reserved.



Profile | The Gentlemen

P-2026-05-07a
TLP:CLEAR

(¥) ZEROFOX

- PeXvMbl paboTbl (Win):

--system TONIbKO NoKanbHble Aucky (0T SYSTEM)

--shares TonbKO ceTeBble Wapbl 1 mapped drives

—full pByxdasHbIVi pexxuM: cHayana nokanbHble Aucku (o1 SYSTEM), 3aTeM Bce ceTeBble pecypcbl B paMKax Ceccum ro3epa.

- MHoronoTo4Hasa paéota

- [leMoHu3auua — paéoTa B poHe

- 3awuTa Kaxaoro 6unga naponem (M Ans KpUNTopa, U ANA AeKpUNTopa)

- BO3MOXXHOCTb yKa3aTb JIOKasibHbI UW CETEBOW NYTb ANA TOYEYHOro/MPUOPUTETHOMO WN(POBAHUA

- ABTOMau4eckoe BK/OYEHUE CETEBOrO 06HapyeHus (B T.4. Ha Windows 11)

- LUndppoBaHme BCcex AOCTYMHbIX CETEBbIX LUAp B AOMEHE/CETU NOCNE NIOKaNbHbIX AUCKOB U CMOHTUPOBaHHbIX PECYPCOB

- MpUHYANTENbHbIA AOCTYN K Nankam U AUPeKTOpPUAM

- MpoayMaHHbI CUCOK UCKKoYeHUt (Hanpumep, Program Files u Program Files x86 OTCyTCTBYIOT, Tak Kak YacTo coaepxaT SQL-6a3bl)

- PaclumpeHHbIii CNUCOK MPOLIECCOB U CEPBUCOB AN 3aBEPLLEHNS, 6IOKUPOBKA MOBTOPHOrO 3anycka

- BOo3MOXXeH 3anycK oT 06bI4HOro nosnb3oBatens (6e3 npaB agMUHUCTpaTopa). PekoMeHAyeTcA 3anyckaTb OT aAMUHUCTpaTopa AAOMeHa.
- PaspeLUéH 3anycK HECKONbKUX KOMUiA JIoKepa Ha OfHOW MalLMHe — NMPOoLecChbl He MeLLaloT ApYr ApYry, He noBpexaatoT dainbl. 3awmTa oT race condition /
- Mocne 3aBeplieHns — cmeHa wallpaper. Co3aaHue readme.txt ¢ UHCTPYKLUUAMMN

- MonHoe CaMOYHNYTOXEHNE, MaKCUMasibHas O4UCTKa CeA0B, JIOrOB, TEHEBbIX KOMWA U Ap.

- Pa6oTa co BCeMU CKpbITbIMM Mount TOMKaMU U KnacTepamu AaHHbIX (Hyper-V csv KnacTtepbl U T4).

- Tavimep

- Cnpep (MHOXXECTBO BapuaHTOB pacnocTpaHeHUs B eAAWHOM pnare)

- MO. PacnocTpaHeHue ¢ NOMOLLbIO FPYNMNOBbIX NONMUTHK AAOMeHa. MpaBuNbHblIe TPUITEPbl AN KOPPEKTHOM pa6oThbl.

- ABTomMaTU4eckui nepesanyck Ha cny4yan cut-off , reset'a . Peanu3auusa yepes schtasks u peectp.

- Silent pexxuM Npu KOTOPOM HE N3MEHAKOTCA Ha3BaHUA (aitoB U AaTa UX USMEHEHUS OCTAeTCA OPUrMHaNbHOM. 3anUCKX APONatoTCA TONbKO B NanKu AoMe]

MeHstoTes wallpapers.

The Gentlemen'’s TlerOne thread (Part 2). The listed features include, but are not limited to,
operating modes, process kill list, silent encryption mode, and self-deletion.
Source: ZeroFox Intelligence

Exfiltrated data is hosted on The Gentlemen’s dedicated leak site or, per its affiliate terms,
uploaded to a public cloud or agreed resource prior to encryption. The operator offers
spam-to-inbox delivery to corporate mailboxes with open tracking and phone-based
victim contact, with call recordings provided; the group likely runs or contracts out a
multi-channel extortion support service.

e The group appears to utilize a disclosure delay, as observed in confirmed attacks;
this likely serves as a deliberate hold period during negotiations before data is
made public, which is consistent with extended re-extortion attempts prior to
posting any data.

e However, the use of double extortion ensures that victims remain exposed even if
they independently restore their systems or recover encrypted files through
backups. If the ransom demand is not paid, The Gentlemen maintains the ability
to publish the illicitly obtained data on its dark web blog.

© 2026 ZeroFox, Inc. All rights reserved.
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| Operational Security

ZeroFox assesses that The Gentlemen is a technically mature threat actor group based
on its observable OPSEC posture, which presents a mixture of defensive security
measures and credibility-driven self-exposure. All aoffiliate contact is handled entirely
through Tox, ransom note metadata includes only affiliate-controlled contact data (Tox
and Session), and the infrastructure surface is deliberately minimal.

e The Gentlemen claim that its USD 1,500 affiliate deposit and the requirement to
provide a pre-encryption target date before receiving a build are
countermeasures against law enforcement infiltration.

e This likely indicates the collective’s awareness of defensive measures for OPSEC
and enables the group to frame these efforts as a security feature for affiliates.

However, The Gentlemen has also self-linked to three clearnet security vendor reports
and a ransomware tracking aggregator within its public advertising post. While this is
likely intended to signal credibility to prospective dffiliates, it reduces the group's
obscurity and confirms that the actors monitor or are aware of their own public
coverage.

e As of writing, the group’s leak site and any clearnet mirrors were occasionally
inaccessible, likely indicating limited online persistence capabilities that can be
attributed to instability, takedown activity, or routine maintenance.

In the beginning of April, a Bedrock Safeguard decryptor publication surfaced as the first
known public decryptor for The Gentlemen’s ransomware—which was reportedly
assessed as cryptographically unbreakable prior to the publication.

e On April 22,2026, The Gentlemen publicly responded to the publication of the
Bedrock Safeguard decryptor—a significant and observable OPSEC event from the

group.
e The Gentlemen’s issued a timely, technically detailed rebuttal and deployed a

same-day defensive patch. This indicates the collective’s development cycle is,
and will very likely continue to be, responsive to cybersecurity researchers, which

© 2026 ZeroFox, Inc. All rights reserved.
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has direct implications for the durability of any recovery tooling developed

against The Gentlemen’s ransomware family.

Bedrock Safeguard Inc. ony6nvWKoRanu MeTof BOCCTAHOBAEHUA KNKiYed The Gentlemen 13 faMNOB NaMATH ( /fgithub.cor
MNp13HaEM Ka4ecTBO NCCIEA0BAHMA, HO YTO4YHMM KOHTEKCT: X MeTof, paGoTan ToNbKe MpW Hanuyuu Aamma NaMATH NPOLECCa B OMPefeeHHbIX YCIoBNA
v Keicax.
GENTLEMEN
The Gentlemen TexHWKa Tpe6yeT faMn NaMATM BO BPeMA paboThl NePBUUHOIO W POBaHNA aHHbIX. He nocne oKoHYaKUs paBoThl, CHAR HOBbIA famn , nony4ue fonyd
Member YHUKanNbHbIA ephemeral KAy Ha KaxAbIA Hhain. EDR WK HaLeneHHbIA 3apaHee Ha Bac procdump S0MXHbI 6biTh aKTHBHBI, KOPPEKTHO HACTROEHLI HA 06!
: Ha AMCK A0 3aBepLUeHns npoLiecca. B peanbHOCTH NpoLiece 3aBepILAeTCA A0 PeakLiK 3aLyMTHbIX CUCTEM - XXepTBbl HaXOAAT 3allMdpoBaHHble ainbl, cn
BEPOATHOCTL NOMYHUTE NPUrOAHBIA AaMn COcTaBAAeT oMM NPOLIEHTOB.
A EDR Y Hac He J0NT0 MUBYT.

Mocne ny6nMKauun BHe peHa AONONHWTRNBHARA 3aLLHTA: HEMBANIEHHOE 3aHYNeHHE KIIDYEH NOCTe UCNONb30BAHUA Ha KAAOM ¢aine, nepesanuch hed
ru6epHaLMK, JKECTHOE 3aBeplUEHUe NpoLjecca, NPHHYAUTENbHOE Y6HeHHe NPOLECCOE, NbITAOLLHXCA CHATE memory dump.

EgnHcTBEHHbIH OCTaBIINACA BekTop - live-gamn Bo BpemA WW(POBaHWA - ABNAETCA GyHRaMeHTaNbHbIM OrpaHYeHUem aGCconioTHO BCex ransomware ce
KOTOPbIE Mbl YK€ MPUMEHUITH, HO BCE e 9T0 OCHOBA KpUNTorpagnu.

Bedrock TecTUpoBany B HBSOPBTODHI:IX ycnoeuax. PesynbTaT BEpOATHO TEXHUYECKW KOpPeKTeH, Ho NpUMEHKM TONLKO Korja famMn ecTh - 4TO HE BCTpeYal

1 BOBCE MPaKTUYECKHM HEBO3MOXHO. OHW CO3Aa/M KauecTBeHHbIN procf-of-concept, paciumpue paéoty Agpuana MvuHe (WannaCry, 2017) . Xopowas akape

ClieHapHA B BaKyyMe, KnTophIﬁ Tenepb 3aKpbiT }]DHOIIII“TEHHHOI:I SBILI'MTDH.

The Gentlemen’s response to Bedrock Safeguard decryptor and announcement of
defensive patch with details of updated features
Source: ZerofFox Intelligence

© 2026 ZeroFox, Inc. All rights reserved.
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| Recommendations

e Develop a comprehensive incident response strategy.

e Deploy a holistic patch management process, and ensure all IT assets are
patched with the latest software updates as quickly as possible.

e Adopt a Zero-Trust cybersecurity architecture based upon a principle of least
privilege.

e Implement network segmentation to separate resources by sensitivity and/or
function.

e Ensure critical, proprietary, or sensitive data is always backed up to secure,
off-site, or cloud servers at least once per year—and ideally more frequently.

e Implement secure password policies, phishing-resistant multi-factor
authentication (MFA), and unique credentials.

e Configure email servers to block emails with malicious indicators, and deploy
authentication protocols to prevent spoofed emails.

e Proactively monitor for compromised accounts and credentials being brokered in
deep and dark web (DDW) forums.

e Lleverage cyber threat intelligence to inform the detection of relevant cyber
threats and associated TTPs.

© 2026 ZeroFox, Inc. All rights reserved.
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| Appendix A: Traffic Light Protocol for Information

Dissemination

WHEN SHOULD  Sources may use

IT BE USED? TLP:RED when information
cannot be effectively acted
upon by additional parties
and could lead to impacts on
a party's privacy, reputation,
or operations if misused.

HOW MAYIT Recipients may NOT share

BE SHARED? TLP:RED with any parties
outside of the specific
exchange, meeting, or
conversation in which it
is originally disclosed.

WHEN SHOULD  Sources may use

IT BE USED? TLP:GREEN when information
is useful for the awareness of
all participating organizations,
as well as with peers within the
broader community or sector.

HOW MAYIT Recipients may share

BE SHARED? TLP:GREEN information
with peers and partner
organizations within their sector
or community but not via
publicly accessible channels.

Sources may use

when
information requires support
to be effectively acted upon
but carries risks to privacy,
reputation, or operations
if shared outside of the
organizations involved.

Recipients may ONLY share

information
with members of their own
organization and its clients, but
only on a need-to-know basis
to protect their organization
and its clients and prevent
further harm.

Note that

restricts sharing to the
organization only.

'd

. Clear

Sources may use
TLP:CLEAR when information
carries minimal or no risk

of misuse in accordance

with applicable rules and
procedures for public release.

Recipients may share

TLP:CLEAR information
without restriction, subject
to copyright controls.

© 2026 ZeroFox, Inc. All rights reserved.
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| Appendix B: ZeroFox Intelligence Probability Scale

All ZeroFox intelligence products leverage probabilistic assessment language in analytic
judgments. Qualitative statements used in these judgments refer to associated
probability ranges, which state the likelihood of occurrence of an event or development.
Ranges are used to avoid a false impression of accuracy. This scale is a standard that
aligns with how readers should interpret such terms.

Almost Roughly
Very " Very Almost
No Unlikely Even Likely , :
Chance Unlikely T Likely Certain
1-5% 5-20% 20-45% 45-55% 55-B0% BO-95% 95-99%
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