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Scope Note

ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source accesses,
vetted social media, proprietary data sources, and direct access to threat actors and groups through covert
communication channels. Information relied upon to complete any report cannot always be independently verified. As
such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and includes caveat
language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our
assessments and recommendations. All sources used in this particular Intelligence product were identified prior to 12:00
PM (EDT) on July 13, 2023; per cyber hygiene best practices, caution is advised when clicking on any third-party links.
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> Key Findings

The Black Sea Grain Initiative is once again set to expire on July 17, 2023. Since the last
60-day extension was agreed to on May 18, Russia has warned it will not consent to
another renewal past July 17 unless the West removes sanctions that Russia claims harm
its agricultural sector. Ukrainian President Volodymyr Zelensky met with Turkish President
Recep Tayyip Erdogan to discuss the initiative on July 7, after which both leaders
expressed their hope the agreement would be extended. Discussions between Turkish
and Russian officials are also ongoing.'

| Analyst Commentary

Russia has refused to inspect ships inbound to Ukraine since June 26. Just six ships have
left Ukrainian ports throughout July, leaving 29 ships waiting to be inspected in the
Bosphorus Strait.” Russia has blocked all ships headed for the Pivdennyi port—one of the
three ports covered under the initiative—for two months. This blockade has effectively
halted all exports from Pivdennyi since May.®
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ZeroFox's Geopolitical Working Group assesses the Black Sea Grain Initiative will likely be
extended for another 60 days; however, the possibility of a Russian withdrawal remains.
Despite its complaints, Russia actually benefits by destroying the initiative from within
rather than quitting it outright. Since May 2023, Russia has significantly reduced its pace
of ship inspections required for the vessels to leave port, which in turn has reduced
Ukraine’s exports—but has maintained the public perception that Russia is cooperating.

Vessel Movements

Ukraene
-

Black Sea Grain Initiative Vessel Movements
Source: hxXps://www.un[.Jorg/en/black-sea-grain-initiative/vessel-movements

Russia likely knows it could still sell its grain without a deal but does not want to risk
retaliation elsewhere, likely through financial sanctions, if it ends the agreement. By
slowing inspections of Ukrainian grain to a crawl while continuing to sell its own, Russia
can have the best of both worlds. Through this furtive sabotage of the initiative, Russia
can continue to receive international recognition for remaining within the deal while
limiting Ukraine’s exports. Russia has thus been able to capture a higher share of the
global wheat export market by forcing lower Ukrainian wheat exports. The U.S.
Department of Agriculture predicts Russia will hold 21.9 percent of the global wheat
export market compared to Ukraine’s 4.9 percent during the 2023/2024 season. This
marks a significant shift from 2022, when Russia held 16.3 percent and Ukraine 9.3
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percent of the market.* Meanwhile, Russia’s threats of withdrawal each time the deal is
up for renewal align with its role as a global disruptor; such rhetoric keeps the West,
Ukraine, and global grain markets on edge.
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| Appendix: Traffic Light Protocol for Information Dissemination

WHEN SHOULD Sources may use

IT BE USED? TLP:RED when information
cannot be effectively acted
upon by additional parties
and could lead to impacts on
o party's privacy, reputation,
or operations if misused.

HOW MAYIT Recipients may NOT share

BE SHARED? TLP:RED with any parties
outside of the specific
exchange, meeting, or
conversation in which it
is originally disclosed.

WHEN SHOULD  Sources may use

IT BE USED? TLP:GREEN when information
is useful for the awareness of
all participating organizations,
as well as with peers within the
broader community or sector.

HOW MAYIT Recipients may share

BE SHARED? TLP:GREEN information
with peers and partner
organizations within their sector
or community but not via
publicly accessible channels.

Sources may use

when
information requires support
to be effectively acted upon
but carries risks to privacy,
reputation, or operations
if shared outside of the
organizations involved.

Recipients may ONLY share

information
with members of their own
organization and its clients, but
only on a need-to-know basis
to protect their organization
and its clients and prevent
further harm.

Note that

restricts sharing to the
organization only.

. Clear

Sources may use
TLP:CLEAR when information
carries minimal or no risk

of misuse in accordance

with applicable rules and
procedures for public release.

Recipients may share

TLP:CLEAR information
without restriction, subject
to copyright controls.
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