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‘New Raa$ Project Dubbed ‘Mallox’ Announced

Untested threat actor “Mallx” announced a new ransomware-as-a-service
(RaaS) project, dubbed “Mallox,” on the Russian language Dark Web forum
‘RAMP.” The actor said they would prefer to work with affiliates who have
already established initial network access to companies. Features of the
RaaS project include:

Written in C++

Controlled via web panel

Chat functionality to negotiate with victims
Leverages strong encryption (ECC and ChaCha20)

The actor offered to split any successful ransom payments 80-20 in their
favor, which is typical of most RaaS projects.

ZeroFox researchers assess the number of ransomware attacks will likely
increase continue to grow in 2023, since the arrival of new Raa$S projects, like
“‘Mallox”, emerged on the criminal underground, just weeks into the new year.
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New RaaS Project Dubbed ‘Mallox’
Announced (Cont.)

Nov 12, 2022
Messages
Reaction score

Points

Saturday at 10:39 PM

Kpuntonokep Mallox uwiet neHTectepoB B KOMaHAy

Ecan Yy BacC eCTb cobCcTBEHHbIN Martepuan, TO Mbl roTOBbI NPeANOXUTb KauecTBEHHbIN CO¢T 1N noaaepxky

OcobeHHocTU:

Yuctoin C++ koa

Beb-naHenb ¢ perynmpoBKOW LEeH ANA KANEHTOB N YaTaMu
LUndpoeaHue annnntnyeckune kpusble + yaya20

YcnoBus:
80/20
HeakTuBHbIX Byaem co BpeMeHeM OTKArouaThb
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Service Develops Custom Cyber-Attack
Infrastructure

New and untested threat actor “XORacle” advertised a new service that
develops custom cyber-attack infrastructure on the English language
Dark Web forum “CryptBB” and the predominantly Russian language
Deep Web forums “XSS” and “Exploit.” This is significant because the
service would likely lower the barrier to entry for most threat actors,
allowing individuals of any skill level to launch more sophisticated
attacks, if they can afford it. The actor said they can program multiple
tools, including:

Custom malware

Command and control (C2) panels
Phishing pages

Automated scripts

Malicious web browser extensions
Exploits for unpatched vulnerabilities

ZeroFox researchers assess the actor is likely legitimate because
several peers have already vouched for the service, noting the actor’s
professionalism and their below-market pricing. Additionally, the actor
agreed to use an escrow service, which would require them to utilize a
forum administrator or middleman to complete any transactions.
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K.Ilegec.l Data Breaches Impact Various Tech &
Financial Services Companies

Untested threat actor “Hyeuene” announced data
breaches impacting two large data centers in Southeast
Asia on the Russian language Dark Web forum
‘RAMP.” The alleged datasets contain the personally
identifiable information (PIl) of more than 2,000
employees from multiple high-profile, undisclosed tech
and financial services companies. This is significant
because a threat actor can likely use this information to
launch spear-phishing attacks or malware campaigns
against the target organizations.

Compromised data includes:
+  Full names

+  Phone numbers

+  Email addresses

+ Hashed passwords

+  Employers

« Job titles

« ID card numbers

The actor charged $175,000 USD for the complete
datasets.

Jul 11, 2022

Wednesday at 5:47 PM

Hello,

| sell DBs of 2 major data centers in South East Asian. DBs contain customer information, can be used for phishing, access of cabinets, monitoring of orders and
equipment, remote hands orders. Price - negotiate.

Key fields:

- email

- password (hash)

- organization

- lastname

- firstname

- cell

- job title

- 1D card (used for verification)

Who can assist with targeted phishing and payload (Windows) - welcome. Customers are large enerprises, ideal for crypt (financial services, tech companies). Please,
contact in PM with serious topics only. | used some targets, but unable to handle as total number of companies is over 2,000 - or i look for partner.

Price for both : 175,000$ (XMR - preferable)
Escrow accepted.
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Automated Telegram Service Offers Botnet
Logs For Various Domains

Untested threat actor “omegarequest” advertised a new

automated Telegram service, dubbed “Omega BOT

REQUEST,” that offers public and private botnet logs for

various domains on the predominantly Russian

language Deep Web forum “Exploit.” The_bot allows ] Request BOT - your request from my base [ URL:LOGIN:PASS ]
threat actors to query a database containing more than S 5 omoereauest,

759 million sets of compromised account credentials for

different services. After purchase, the bot deletes these

records from the database, preventing the resale of omegarequest

credentials. This is notable because most automated i [YOUR REQUEST FROM LOGS

bOtnet |Og ShOpS On Telegram and S|m|lar p|atf0rmS :\fo\llllli:l“[ i:?:,:?:ieo:ihje:xe their own request . Also for those people whose request requires unique logins or a phone number.
typlca”y rese” emall and password Comblnatlons from ICSX\?ELS:co7nst:i:slaGlIBulszrLiir:fifJ:t?o?qudsieR:\;szs}:’ezaa;iicazctjtii]zation data from these sites

public botnet logs for a limited number of domains, often You tell us your request

making it more difficult for threat actors to successfully e ™

compromise target accounts. Joined e s

Activity

There was a flat fee of $25 USD for the service. The
actor charged an additional $0.01 to $0.25 per set of
credentials, depending on the order quantity.



