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Scope Note

ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source accesses,
vetted social media, proprietary data sources, and direct access to threat actors and groups through covert
communication channels. Information relied upon to complete any report cannot always be independently verified. As
such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and includes caveat
language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our
assessments and recommendations. All sources used in this particular Intelligence product were identified prior to 9:00
AM (EST) on January 19, 2024; per cyber hygiene best practices, caution is advised when clicking on any third-party links.
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| Citrix Vulnerabilities Continue to Be Exploited

On January 16, 2024, Citrix released a security bulletin urging consumers to update
Netscaler ADC and Gateway appliances to mitigate against actively-exploited zero-day
vulnerabilities CVE-2023-6548 and CVE-2023-6549, which impact the Netscaler
management interface.

● If unpatched, the former enables an attacker to conduct remote code execution,
and the latter can be leveraged in denial-of-service (DoS) attacks.

According to Citrix, the following versions of Netscaler ADC (formerly Citrix ADC) and
Netscaler Gateway (formerly Citrix Gateway) are affected by the vulnerabilities:

● Netscaler ADC and Netscaler Gateway 14.1 before 14.1-12.35
● Netscaler ADC and Netscaler Gateway 13.1 before 13.1-51.15
● Netscaler ADC and Netscaler Gateway 13.0 before 13.0-92.21
● Netscaler ADC 13.1-FIPS before 13.1-37.176
● Netscaler ADC 12.1-FIPS before 12.1-55.302
● Netscaler ADC 12.1-NDcPP before 12.1-55.302
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CVE-2023-4966, also known as “Citrix Bleed,” is also very likely still being targeted by
threat actors. An article published as early as January 14, 2024, in primarily
Russian-language dark and dark web forum xss is very likely indicative of a significant
number of networks comprising Citrix Netscaler and Gateway appliances remaining
unpatched and susceptible to the critical vulnerability.

The article is translated from an existing Russian publication and advises readers on:

● Finding and studying potential targets via open source search engine Shodan;
● Subsequently exploiting them via the use of “Choccapikk”—a tool readily available

on developer platform GitHub; and
● Automating and replicating the attack process in order to exploit as many targets

as possible.

The article was posted by a well-regarded threat actor in xss known as “Overlord9001”
and received significant acclaim from both English and Russian-speaking actors.

● The notably positive reception of this article very likely indicates that threat actors
still seek to exploit CVE-2023-4966.

● Despite its prominent reputation within deep and dark web (DDW) forums, many
threat actors likely experience difficulties in leveraging the vulnerability to conduct
subsequent attacks, such as gaining access to data centers associated with Citrix
Netscaler appliances.

Screenshot of the article’s introductory paragraphs
Source: ZeroFox Intelligence
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CVE-2023-4966 is a critical-severity, remotely-exploitable security flaw that enables
attackers to retrieve authentication session cookies from vulnerable Citrix Netscaler ADC
and Gateway appliances. This can lead to the bypass of multi-factor authentication
protocols and session hijacking, allowing subsequent network attacks to take place.

It was discovered and patched by Citrix on October 10, 2023, though significant
exploitation took place both before its discovery and in the months following the patch's
release. The vulnerability almost certainly continues to appeal to a variety of threat
actors, including:

● Initial access brokers (IABs);
● Advanced Persistent Threat (APT) groups, such as FIN8; and
● Financially-motivated ransomware collectives, such as LockBit, MedusaLocker,

and ALPHV—all of which have almost certainly exploited CVE-2023-4966 to
conduct digital extortion campaigns.

Guidance on process automation
Source: ZeroFox Intelligence
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The article contains information that is likely intended to appeal particularly to
ransomware collectives, due to the detail provided on delivering malicious payloads
after gaining initial network access.

● This likely highlights continued interest in the Citrix Bleed vulnerability from
ransomware and digital extortion (R&DE) collectives.

● There is a roughly even chance that newer, highly-active R&DE collectives
observed during 2023, which are likely comprised of some less-experienced
operatives of a lower technical sophistication, will benefit the most from guides
such as these.

One aspect of the original article is not included in the translation. The missing section
advises potential attackers on how to deal with an SSL error returned by Citrix Workspace
upon attempting to connect to a remote desktop, which is noted as an effect of the
successful implementation of the guide. The actor claims that, if the attack is conducted
on operating system Linux, the process to circumvent this error is as follows:

● Obtain an SSL certificate in PEM format via an open source search engine;
● Change its extension to [.]crt;
● Copy it into a recognized/opt subfolder (i.e., the directory that contains

non-default software packages); and
● Update the certificate store used by the Citrix client—a readily available and

effective solution that could enable further attacks via Citrix Bleed.

© 2024 ZeroFox, Inc. All rights reserved.
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Guidance upon encountering SSL error
Source: ZeroFox Intelligence

The recent security bulletin from Citrix is very likely indicative of the continued targeting
of Citrix Netscaler ADC and Netscaler Gateway appliances via the exploitation of
CVE-2023-6548 and CVE-2023-6549. The publication is likely to prompt some
consumers to install the latest security patches, but it is likely that additional attacks will
continue.

Should the article guiding the exploitation of CVE-2023-4966 prove intuitive and
effective, it is likely that associated attacks will continue during the short term. Citrix
Bleed is very likely to appeal to newer, financially-motivated R&DE collectives that
previously lacked the technical expertise to exploit this vulnerability, as well as larger
groups seeking to capitalize upon the likely sizable number of networks that have not
been patched with the latest software.

| Mass Access Sale to Retail eCommerce System

On January 15, 2024, well-regarded threat actor “isabellavonbiz” announced the sale of
the source code, business operations data, and documentation of an unspecified
eCommerce Content Management System (CMS) services vendor on the predominantly
Russian-language dark web forum exploit[.]in. The actor claimed that the CMS is used by

© 2024 ZeroFox, Inc. All rights reserved.
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470 vendors, totalling in excess of two million orders per month and a combined annual
revenue of more than USD 2.5 billion. The package includes:

● The source code of all online retailers with which the CMS has business
relationships;

● Approximately 1.7 terabytes of documentation; and
● Persistent root shell to the main server of the CMS. The threat actor claimed that

the buyer would be able to observe the entire supply chain.

Exploit[.]in post advertising the CMS data and access sale
Source: ZeroFox Intelligence

The entire package was instantly purchased (or “blitzed”) by guru-level actor “s4l0_” for
USD 6,000, leaving no chance for any competition. S4l0_ is a highly competent and
popular threat actor, with additional intelligence indicating they are buying and
potentially hoarding access to as many online shops as possible.

● In January 2024, ZeroFox observed a mass access sale featuring access to nearly
a dozen U.S. WooCommerce online retailers.

● S4l0_ blitzed this deal as well, an hour after its announcement.

The access sale is likely indicative of an impending large-scale attack against the
widely-used eCommerce CMS provider and may be part of a broader operation against
retail targets. Since the start of 2024, ZeroFox has observed a continued high frequency
of mass access sales targeting online retailers.

© 2024 ZeroFox, Inc. All rights reserved.
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● GIven the highly-specific targeting, it is likely the threat actor will seek to initiate a
criminal financial scheme.

● This is most likely to take the form of a large-scale carding operation involving
cashing out as many stolen credit and debit cards via the compromised shops’
payment processors.

● It is also possible access will be leveraged by or sold to ransomware and digital
extortion collectives for mass targeting of retailers.

| Likely Increased Threat fromAndroidMalware Strain

On January 7, 2024, esteemed English-speaking threat actor “Red3vl” announced on
DDW forum xss that they have obtained source code associated with an Android botnet
called Octo Botnet, which first appeared as early as 2021 and was reported on by the
information security industry by April 2022.

Access to Octo Botnet has previously been sold publicly in individual cases in which the
developer—well-regarded Russian-speaking threat actor “goodluck” (aka
“thearchitect”)—responded to queries in the exploit[.]in DDW forum that were posted by
those seeking Android botnet services.

● Such incidents were observed in October 2022, at which time the botnet was
operational. Therefore, it is likely that Octo Botnet is currently between two and
three years old and functioning semi-privately in order to prevent source code
leaks and reverse engineering attempts.

Threat actor goodluck claiming to possess a private Android bot
Source: ZeroFox Intelligence

© 2024 ZeroFox, Inc. All rights reserved.
7



| Brief | The Underground Economist: Volume 4, Issue 2
B-2024-01-19a
TLP:CLEAR

On November 24, 2023, goodluck announced in exploit[.]in that the Octo project would be
canceled due to leaks of the source code by “entrepreneurs”, following the likely
discovery of a vulnerability in the Octo admin panel. However, the actor claimed that
production of Octo Botnet 2 had started, suggesting its expected appearance in January
or February 2024.

● The actor also revealed information alluding to the functioning of “crypting
services” on the DDW, which are able to steal privately-owned malware strains
and reverse engineer them before exploiting any vulnerabilities discovered.

Threat actor goodluck claiming to have started development of Octo 2
Source: ZeroFox Intelligence

Should the actor be credible, which is likely based upon their reputation and previous
activity, this post is likely indicative of two separate threats:

● It is likely that multiple, competent attackers now have access to a
previously-private Android botnet following its source code leak. This poses an
increased risk to global Android devices.

© 2024 ZeroFox, Inc. All rights reserved.
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● Octo 2 is soon to be released in DDWmarketplaces, as goodluck will likely be
trying to compensate for losses created by the source code leak of its
predecessor. Octo 2 will likely pose a severe risk to Android devices and
consumers, particularly considering the significant demand for reliable Android
botnet malware observed in DDWmarketplaces.

| DarkWebActors PromotingMaritime Data

On December 27, 2023, threat actor “APTlord” announced on dark web forum RAMP that
they were selling source code and other information owned by marinetraffic[.]com,
which was allegedly obtained by the theft of backup data from web-based Git repository
GitLab. Marinetraffic[.]com is an open-source analytics platform that provides real-time
information on maritime vessels and activity around the globe. Some of the information
available includes:

● The geographic positions of vessels (accuracy and update frequencies vary
between vessels);

● Vessel details (such as photographs, country of operation, speed, design, and
other physical attributes);

● Journey details (such as originating locations, destinations, and expected arrival
times); and

● Information relating to maritime infrastructure (such as port locations, capacity,
traffic statistics, and weather conditions).

© 2024 ZeroFox, Inc. All rights reserved.
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RAMP post advertising the sale of source code owned bymarinetraffic[.]com
Source: ZeroFox Intelligence

Then, on January 13, 2024, threat actor “Drechsler” announced on the same RAMP forum
that they had dumped the source code of Maritime Situation Inconsistency Analysis
(ANAIS), a software used for the analysis of maritime space by the French Navy. ANAIS
aims to aggregate and process maritime data more efficiently, especially in regards to
suspicious or dangerous vessel behavior, in order to facilitate intervention decisions.
ANAIS also allegedly features innovations in maritime research and intelligence
pertaining to the development of maritime AI, among other things.

© 2024 ZeroFox, Inc. All rights reserved.
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RAMP post advertising the sale of source code for ANAIS software
Source: ZeroFox Intelligence

On the same day, Drechsler also published another French military-related leak of
management software “Les alpps," which is used by the 27th Mountain Infantry Brigade.
The software aims to facilitate mountain training operations and improve reaction time
in the event of an accident during such operations.

RAMP post advertising the sale of French Army training software Les alpps
Source: ZeroFox Intelligence

© 2024 ZeroFox, Inc. All rights reserved.
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RAMP post advertising the sale of French Army training software Les alpps
Source: ZeroFox Intelligence

In the first hack on December 13, 2023, APTlord asserts that some of the website's
research areas—such as interactive information systems design, design of databases
providing real-time information, and correlation of the collected information with
weather data—can be exploited. However, the price requested for the data is USD 8,000,
and the threat actor claims that the information will only be sold to a single buyer. This is
at odds with most disclosures on the DDW, where profit-seeking is the primary motive.

In the two attacks on January 13, Drechsler does not mention a price but claims the ANAIS
software itself is worth USD 1 million. However, ZeroFox assesses that the value of the
leaked source code in terms of the ability of the purchaser to profit is close to zero.
Rather, the value of these leaks may be ideological, and threat actors selling or
purchasing the data may be inspired by other attacks on maritime targets.

It is unclear how this information could be directly leveraged to facilitate attacks against
maritime targets—especially given the abundance of maritime data already publicly
available. However, Houthi rebel attacks in the Red Sea region since mid-November have
had significant impacts on international trade and demonstrate the vulnerability of
international shipping.

© 2024 ZeroFox, Inc. All rights reserved.
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● About half the vessels that normally transit the Red Sea have decided to take a
longer and more expensive journey around southern Africa instead, adding 10
days to the journey and millions in additional costs.

● The cost to ship from Asia to Northern Europe has increased by 176 percent in one
week ending January 11.1 The cost of the Asia-to-U.S. East Coast route, which also
traverses the Red Sea, has increased 50 percent in a week.

● There have also been cost increases on routes that avoid the area. The Asia-U.S.
West Coast route has seen a 50 percent jump in costs due to more companies
using it as an alternative supply chain.2 There are also the added costs of
delivering goods by truck or rail from the U.S. West Coast to their intended
destination on the East Coast.

Threat actors may view the success the Houthis have had at disrupting global trade
along a key supply chain that handles 12–15 percent of global trade3 and attempt to
apply it elsewhere. Possible targets include the Malacca Strait between Indonesia and
Malaysia, which handles 28 percent of global trade; the South China Sea, responsible for
30 percent; and the East China Sea, which handles 21 percent.4

Recent data leaks on the RAMP forum do not align with the typical profit-making
schemes on the DDW. However, geopolitically-engaged threat actors may nevertheless
see value in such leaks if they can be used to achieve their goals or harm their
adversaries. The increasing regularity of these sorts of leaks could be tied to the growing
convergence of geopolitical tensions and cyber threats.

4

hXXps://www.bloomberg[.]com/opinion/articles/2024-01-14/supply-chains-canals-aren-t-the-biggest-shipping-c
hokepoints

3 hXXps://www.bbc[.]com/news/business-67980256

2

hXXps://www.supplychaindive[.]com/news/ocean-freight-rates-continue-climb-red-sea-crisis-Suez-Canal/70438
6/

1 hXXps://www.freightos[.]com/january-10-2024-update/
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| Recommendations
● Adopt a Zero-Trust cybersecurity architecture based upon a principle of least

privilege.
● Implement network segmentation to separate resources by sensitivity and/or

function.
● Implement secure password policies with phishing-resistant multi-factor

authentication (MFA), complex passwords, and unique credentials.
● Leverage cyber threat intelligence to inform the detection of relevant cyber

threats and associated tactics, techniques, and procedures (TTPs).
● Ensure critical, proprietary, or sensitive data is always backed up to secure,

off-site, or cloud servers at least once per year—and ideally more frequently.
● Develop a comprehensive incident response strategy.
● Configure email servers to block emails with malicious indicators and deploy

authentication protocols to prevent spoofed emails.
● Deploy a holistic patch management process and ensure all IT assets are

updated with the latest software updates as quickly as possible.
● Proactively monitor for compromised accounts being brokered in deep and dark

web forums.
● Configure ongoing monitoring for Compromised Account Credentials.

© 2024 ZeroFox, Inc. All rights reserved.
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| Appendix A: Traffic Light Protocol for Information
Dissemination
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| Appendix B: ZeroFox Intelligence Probability Scale
All ZeroFox intelligence products leverage probabilistic assessment language in analytic
judgments. Qualitative statements used in these judgments refer to associated
probability ranges, which state the likelihood of occurrence of an event or development.
Ranges are used to avoid a false impression of accuracy. This scale is a standard that
aligns with how readers should interpret such terms.
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