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> Key Findings
● Since its announcement on December 22, 2023, a “political asylum” service

claiming to assist Russians with fleeing to France has been gaining traction on the
Russian-language deep web community WWH-Club.

● Although not overtly advertised as such, the service is most likely targeting those
seeking a legal means to avoid forced conscription into the Russian army (also
known as mobilization) as the Russia-Ukraine war continues.

● ZeroFox can neither confirm nor deny the authenticity of the service or the claims
made by the actor. At the time of writing, no successful deals have been recorded.
While there are positive indicators the service may be credible, it remains
plausible the actor is attempting to scam or unmask citizens in Russia, Ukraine,
and Kazakhstan that are attempting to dodge mobilization drafts.

| Details
Since its announcement on December 22, 2023 , a “political asylum” service claiming to
assist Russians with fleeing to France has been gaining traction on the Russian-language
deep web community WWH-Club. “AsylumHelp”, a positive-reputation actor, started the
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“Political Asylum/International protection” thread in December 2023, claiming that the
process is entirely legal.

This latest post likely follows rumors of a new, large-scale mobilization looming in Russia.
Following Russia’s invasion of Ukraine, ZeroFox has observed numerous posts in
Russian-language deep and dark web (DDW) communities by threat actors seeking to
avoid being implicated in mass mobilization.

● The service is not overtly advertised as a means to avoid forced conscription into
the Russian army but rather as “helping everyone who needs legal protection
today.”

● The post claims to help Russian citizens against whom a criminal case has been
opened as, according to the actor, 99.7 percent of these cases end with
imprisonment.

● The actor claims that the only way to avoid this is to receive asylum by moving
abroad.

WWH-Club post advertising the political asylum service
Source: ZeroFox Intelligence

The post offers numerous incentives to threat actors seeking to purchase the services,
with AsylumHelp claiming that the fees an asylum seeker needs to pay will be nullified by
the benefits attained.

● AsylumHelp did not specify a price in the post, claiming instead that the exact
price would follow a consultation. The actor claimed to accept escrow.
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● The actor claimed that, if successful, Russian asylum seekers will be entitled to EUR
1,200 per month in addition to “real estate provided to our wards.” Additionally,
buyers could expect social privileges, such as free insurance and free travel.

● AsylumHelp is likely based in France, given they promote themselves as a group of
“renowned advocates” who are easy to find in databases and legal registers in
France.

Since the original post, AsylumHelp has added additional services to the offering.

● AsylumHelp recently claimed the service also operates in Ukraine, likely to enable
males of conscription age to leave the country.

● On January, 19, 2024, the actor announced additional legal services, such as
procuring a talent visa for France, which is usually issued to exceptionally-skilled
individuals and grants the recipient a permit to reside in France.

● On January 28, 2024, AsylumHelp offered an evacuation service in problematic
cases, such those with debts or of conscription age in Russia, Ukraine, and
Kazakhstan. This likely means the threat actor has contacts in these countries
able to provide emergency transport and a means to leave these countries.

Updated post offering additional services,
including talent visa procurement and evacuation

Source: ZeroFox Intelligence
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ZeroFox can neither confirm nor deny the authenticity of the service or the claims made
by the actor. If credible, the service has significant implications for the streamlining of
immigration from Russia to Europe by finding and utilizing recognized legal mechanisms,
such as asylum-seeking and talent visa procurement. There are factors that support its
credibility, including:

● The actor’s positive reputation.
● AsylumHelp deposited the sum required to start doing business on the forum–in

this case, USD 1,000.
● The actor has been regularly adding information to the thread and answering

questions posted by interested actors.

However, it remains plausible AsylumHelp is seeking to scam or unmask citizens in
Russia, Ukraine, and Kazakhstan that are attempting to dodge mobilization drafts. No
successful deals have been recorded, and no public evidence was presented to affirm
that the alleged “group of advocates'' is authentic.
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| Appendix A: Traffic Light Protocol for Information
Dissemination
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| Appendix B: ZeroFox Intelligence Probability Scale
All ZeroFox intelligence products leverage probabilistic assessment language in analytic
judgments. Qualitative statements used in these judgments refer to associated
probability ranges, which state the likelihood of occurrence of an event or development.
Ranges are used to avoid a false impression of accuracy. This scale is a standard that
aligns with how readers should interpret such terms.
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