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Scope Note

ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source accesses,
vetted social media, proprietary data sources, and direct access to threat actors and groups through covert
communication channels. Information relied upon to complete any report cannot always be independently verified. As
such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and includes caveat
language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our
assessments and recommendations. All sources used in this particular Intelligence product were identified prior to 9:30
AM (EDT) on June 6, 2025; per cyber hygiene best practices, caution is advised when clicking on any third-party links.

| Assessment | FIFA Club World Cup

| Executive Summary

The Fédération Internationale de Football Association (FIFA) Club World Cup (CWC)
soccer tournament is due to take place across the United States from June 15 to July 13,
2025. While technically a new tournament, there have been other iterations of the
quadrennial event, which serves as a precursor to the FIFA World Cup due to take place
in the United States in 2026. This year's event is the first-ever 32-team CWC (up from
seven), which has caused controversy for placing what some see as “excessive”
logistical and scheduling constraints on soccer clubs during what is traditionally the
pre-season for most of them. Like other major tournaments, the FIFA CWC comes with
myriad logistical issues due to the influx of fans from across the globe attending 63
matches across 11 cities. The controversy surrounding this tournament could impact
attendance, and U.S. public transportation, accommodation, tourism, and security
services will be put to the test. Tournament organizers are likely also concerned about
anti-FIFA demonstrations, as well as protests related to the U.S. political
atmosphere—particularly the perception that the country has become less accepting of
immigration. FIFA CWC attendees may also experience issues related to crime and cyber
scams targeting spectators at the matches and related events.

| Tournament Specifics and Background

CWC will run from June 15 to July 13, 2025, with teams from across the globe. The bulk of
the matches will take place during the group stages, when all 32 participating teams will
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play three games across 12 stadiums in 11 cities. This contrasts with the 48 teams due to
participate in the 2026 World Cup but matches the 32 teams at the 2022 World Cup and
surpasses the 24 teams that participated in EURO 2024 in Germany.

e The group stages run from Sunday, June 15 to Sunday, June 27, 2025, with (on
average) four games per day.

e Sixteen teams will then proceed to the Round of 16 held from June 28 to July 2,
2025, followed by the Quarterfinals featuring eight teams on July 4 and 5, the
Semifinals on July 8 and 9, and the Final on July 13!

While the stadiums have different levels of security technology depending on the
resources, they all adhere to basic security standards customary across U.S. sports
venues, including X-ray scanning and clear bag policies. Some of the larger stadiums will
have more cutting-edge technology, like advanced weapons detection systems (Evolv

Express) and magnetometers.”

Eleven cities across the country will host matches. Eight of the stadiums are located
along the U.S. East Coast, while there are two stadiums in the central United States and
two on the West Coast. Some stadiums—notably the Atlanta, Seattle, and Washington,
D.C., locations—are situated in areas with elevated crime rates.

The frequency of petty crime generally correlates with the level of tourist activity in the
host city, and this pattern is anticipated to continue during the CWC matches. Increased
law enforcement and security staffing at the matches and fan gatherings will likely result
in faster-than-normal response times and deter potential criminal acts on match days.

e Pickpocketing and related scams will remain a threat at stadiums and around fan
zones or hotels.

e Thieves are also known to operate on public transport.

Public drunkenness is common at international soccer tournaments, and there are
thousands of arrests for disorderly conduct. This could range from public intoxication to

acts of vandalism, as well as violent physical and sexual assault.

" hXXps:/[www.fifa[.Jcom/en/tournaments/mens/club-world-cup/usa-2025/scores-and-fixtures
%> hxXps:/[evolv].Jlcom/resources/press-releases/evolv-technology-helps-mercedes-benz-stadium-fans-stay-safe/
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While large U.S. venues are typically surrounded by lots where attendees can park, these
can also be inconvenient and add significant time to attending and leaving matches.
ZeroFox has also observed at least one unaffiliated organization attempting to sell
parking at CWC matches.

‘ dd s Menus Happy Hour  Private Events  Metlife Park & Ride  Contact & Login / Register

Restaurant & Blergarten

FIFA Club World Cup - Semifinal 1 Parking

July 8 s16.00-$95.97

Third-party entity selling FIFA CWC semifinal parking
Source: hxXps.//reddsrestaurant[.Jcom/event/fifa-club-world-cup-semifinal-1-parking/

Redd'’s Restaurant & Biergarten is currently selling FIFA CWC parking tickets for select
matches on its website. ZeroFox is unable to confirm at this time whether the restaurant is
authorized to sell parking for the semifinals matches.

East Coast CWC Locations

Atlanta, Georgia: Mercedes Benz Stadium
e Capacity of 75,000
e Hosting six matches
e Located near Vine City, which has a violent crime rate of 22.04 per 1,000
residents—over 450 percent higher than the national average. Crimes such as
assault, robbery, and homicide are more prevalent in this area.®

® hXXps://freedomforallamericans|.]org/areas-to-avoid-in-atlanta/
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Charlotte, North Carolina: Bank of America Stadium
e Capacity of 75,000
e Hosting four matches
e Neighborhood is generally well-patrolled and safe

Miami, Florida: Hard Rock Stadium
e Capacity of 65,000
e Hosting eight matches, including the opening match
e Was the scene of a violent clash during the 2024 Copa América final, when
ticketless fans bum-rushed the stadium.

East Rutherford, New Jersey: MetlLife Stadium
e Capacity of 82,500
e Hosting nine matches including the final
e Final will include a Super Bowl-like halftime show featuring Doja Cat and curated
by Coldplay’s Chris Martin®

Orlando, Florida: Camping World Stadium

e Capacity of 65,000

e Hosting four matches

e Stadium has a reputation for being understaffed and having underdeveloped
logistics

Orlando, Florida: Inter&Co Stadium
e Capacity of 25,000
e Hosting two matches

Philadelphia, Pennsylvania: Lincoln Financial Field
e Capacity 69,000
e Hosting eight matches

Washington, D.C.: Audi Field
e Capacity 20,000
e Hosting three matches

* hxXps:/[africa.espn|.]Jcom/football/story/ _[id/45478991/ club-world-cup-doja-cat-j-balvin-tems-play-half-show
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e Some visitors have expressed concerns about safety when walking to and from
the stadium

e The nearest metro station is nearly a mile away, and surrounding areas may feel
unsafe (especially at night). Many opt for ride-share services despite occasional
challenges with pick-up locations.

Central Region CWC Locations
Cincinnati, Ohio: TQL Stadium
e Capacity of 26,000
e Hosting four matches
e On game days, several streets around the stadium close approximately three
hours before kickoff and reopen about one hour after the event to manage traffic
and pedestrian flow.

Nashville, Tennessee: GEODIS Park
e Capacity of 30,000
e Hosting three matches

West Coast CWC Locations
Los Angeles, California: Rose Bowl Stadium
e Capacity of 88,500
e Hosting six matches
e Parking is limited and distant from the stadium.

Seattle, Washington: Lumen Field
e Capacity of 69,000

e Hosting six matches
Ahead of the tournament, security officials have proposed expanding security perimeters

around the stadium to control access and prevent unticketed fans from clustering near
entry points, a concern highlighted by issues at the 2024 Copa América final in Miami.

© 2025 ZeroFox, Inc. All rights reserved.
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FIFA Club World Cup Host Cities
Source:
hxXps.//www.fifa[.Jcom/en/tournaments/mens/club-world-cup/usa-2025/articles/stadium-guid

e-venues-named

Ticketing and Scams

Major international soccer games have been impacted by ticketless fans attempting to
enter stadiums. Ahead of the Copa América final between Argentina and Colombia at
Hard Rock Stadium in Miami last year, tens of thousands of fans without tickets breached
security gates, overwhelming police and stadium staff. Fans jumped over railings and
rushed entry points, delaying the match by over an hour. Despite deploying over 550 law
enforcement officers, the stadium and local authorities were unable to handle the crowd

surge.

e During the Euro 2020 Final (which was held on July 11, 2021, because of COVID-19),
thousands of England supporters without tickets were able to overwhelm security

© 2025 ZeroFox, Inc. All rights reserved.
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at Wembley Stadium, breach barriers, and access the event. Violent clashes
between fans and stewards led to some victims being crushed, but there were no
fatalities.’

e This likely led to overzealous policing at the next major soccer event: the
Champions League Final between Liverpool and Real Madrid held in Paris in May
2022. French police clashed with thousands of Liverpool supporters, whom they
accused of having fake tickets, delaying the match.®

While the prospect of a similar fan rush or fake ticket scandal at the CWC is very unlikely,

it cannot be ruled out.

FIFA is the only authorized seller of CWC tickets, with tickets available on the official CWC
website or FIFA[.Jcom and its foreign-language websites. Participating clubs’ websites
also link their supporters to these websites. Previous large soccer tournaments like EURO
2024 or World Cup 2022 in Qatar had dedicated apps, and national team federations
were also selling tickets. This may be contributing to the type of ticket scams ZeroFox has
observed for the CWC.

e The Facebook post below is likely a scam. It is using unofficial methods like
WhatsApp and direct messages to sell FIFA CWC 2025 tickets, likely leading to
revenue loss. The page is not verified, and the excessive hashtags may be an
attempt to appear legitimate.

5

hxXps://news.sky[.Jcom/story/euro-2020-final-fans-could-have-been-killed-after-mindless-thugs-stormed-wemb
ley-report-finds-12485182
6

hxXps://news.sky[.]com/story/liverpool-fans-compensated-over-chaos-at-2022-champions-league-final-in-paris
-13100320
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Fifa Club World Cup 2025's post X
Fifa Club World Cup 2025 vee
7 April - Q
All tickets are available, Send us a message now to purchase your FIFA Club World Cup Match

Tickets @

Tickets are still available in all categories for all matches, kindly send us a direct message now to
book and purchase your tickets to be sent directly to your ticket app or the digital tickets will be
sent to your email address given to us. Kindly do well to disregard and report any scampage to us
and any page impersonating us, thank you.

Click on the link on our bio to join our WhatsApp channel and contact us on WhatsApp for fast
booking with our FIFA live agents @ +1 (838) 213-1141

FIFA Club World Cup 2025 #FIFACWC #FIFACLUBWORLDCUP #FIFACWC2025
#FIFACLUBWORLDCUP2025 #FIFACWC2025MATCHES
#FIFACLUBWORLDCUP2025MATCHES #FIFACWC2025UPDATES
#FIFACLUBWORLDCUP2025UPDATES #FIFACWC2025TICKETS
#FIFACLUBWORLDCUP2025TICKETS #FIFACWCTICKETS #FIFACLUBWORLDCUPTICKETS
#FIFA #FIFAWorldCup #TakeitToTheWorld

FIFA CLUB WORLD CUP 2025

LUMEN FIELD METLIFE
LoaEN GEODIS PARK TQL STADIUM e
NASHVILLE CIN INATI
NEW YORK NEW JERSEY

:v Write a comment... @ © ©

Scam page on Facebook claiming to sell FIFA CWC tickets
Source:

hxXps://www.facebook|.Jcom/permalink.php?story _ fbid=pfbid02ViaxmBQfVHprtim54UujUmYPjd

W8p8kjBNy4bF9ctkJv7J8CVMSW)XvZi2q4yx3xI&id=61575227480427

e The post advertises FIFA CWC 2025 tickets through direct messages, which raises

concerns about the authenticity of the offer. Although the group admin requests ticket

verification, the lack of official sales channels warrants caution.

© 2025 ZeroFox, Inc. All rights reserved.
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FIFA CLUB WORLD CUP 2025 TICKETS EXCHANGE

3 Joi
Q Public group - 3.3K members A Share M

Discussion People Events Media Files Q
#, Mohamed Hamed Ashour vee About
19 May at 21:19 - @
Hello Everyone FIFA club World Cup 2025 tickets are now available for: O Public .
Anyone can see who's in the group and what they

Al Ahly vs. Inter Miami (Miami,FL Hard Rock Stadium Sat Jun 14 8:00 PM) post.

Real Madrid C.F. v. Al Hilal (Miami, FL Hard Rock Stadium Wed Jun 18 3:00 PM) ..

© Visible

Please DM for more info Anyone can find this group.

O 3 comments

dY Like ¢ Send 2> Share

Most relevant «

Learn More

Chats

An admin turned off commenting for this post.
FIFA CLUB WORLD CUP 2025 TICKETS

Join
. Tengo dos entradas para Boca Bayern y do...
@ John Lee Admin

Mohamed Hamed Ashour Admin here, send me a message to get

Requests for admins
your tickets verified or your post will be deleted ]

Join
An admin, moderator or host removed Gab...

1w Like Share

See all

Facebook admin request director messages to verify tickets
Source:
hXxXps://www.facebook|.Jcom/groups/948199710744695/permalink/1032513828979949/

e A website called “fanpass” claims to sell tickets for the tournament. However, it does
not appear to have any official authorization to do so. Moreover, ZeroFox Intelligence
observed that the platform has a negative online reputation.

e Another website that appears to lack official authorization, “FootballTicketNet”, also
appears to be selling tickets for FIFA CWC.

© 2025 ZeroFox, Inc. All rights reserved.
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g fanpass SPORT  CONCERT SiGNIN 2|
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SPORTS
Filters
SPORT
Al
>
‘
Football R
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_ 18 JUNE - 12H0O 18 JUNE - 15H00 19 JUNE - 18HOO0
fennis CLUB WORLD CUP 2025 : CLUB WORLD CUP 2025 : REAL CLUB WORLD CUP 2025 : PSG
Others MANCHESTER CITY V WYDAD MADRID V AL HILAL PARIS SAINT GERMAIN V
AC United States | Florida BOTAFOGO
COMPETITION United States | Pennsylvania United
All v

GiftCard Biog ContactUs FAQs Terms & Conditions _Afate Program SN € WEEAN  cumevcy - R Engish -
g

FootbaliTicketNet
Guarancee Your Sasfacion

HOME TEAMS TOURNAMENTS INTERNATIONAL STADIUM TOURS MOST POPULAR

Football Ticket Net Is The World's Leading Football Secondary Ticket Marketplace. Prices Are Set By Sellers & May Be Above or Below Face Value.

Home / Tournaments / Club World Cup 2025 / Bayern Munich / Bayern Munich Vs Auckland City

©Whatsapp  * Post s Lie 0 Share

v‘ Quantity v || Split Type v‘ Fan Side v‘ Reset All
Category o Twe  Quany
Category 3
y v e -
e Write a messag
Best Avallable
Single Seats .
o8 LEL Buy Now
Clear vew
g Category 4
Pairs Guaranteed - . —........]

Seemingly unauthorized FIFA CWC ticket sales
Sources:
hxXps://www.fanpass|.|net/
hxXps.//www.footballticketnet[.Jcom/club-world-cup-2025/bayern-munich-vs-auckland-city

DDW Impacts on Fraudulent Ticket Sales, Years Later

ZeroFox uncovered a dataset containing 1,048,576 records of people who allegedly
attended the 2018 FIFA World Cup circulating on the deep and dark web (DDW). On
December 2, 2023, a Russian-speaking member of the vetted DDW forum xss, “Dominion”,

© 2025 ZeroFox, Inc. All rights reserved.
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sought the dataset, which was originally published on the currently defunct forum
BreachForums. The name of the thread in BreachForums is “Database of Visitors to the
2018 FIFA World Cup.”

e This dataset can likely be leveraged by capable actors to disseminate spam and
phishing letters to potential CWC attendees. Dominion’s post also highlights how
threat actors seek out information available on the DDW to use in current scams,
sometimes years after the original breach.

AVATAR

MLLY AaHHyr G hitps:/breac

December 2, 2023, comment seeking 2018 FIFA attendee list

Source: ZerofFox Intelligence

| Physical Security Preparations

U.S. security forces are charged with protecting millions of fans and players at 12
stadiums and fan zones. CWC is expected to draw on a significant number of local, state,
and federal public safety partners to ensure a safe atmosphere for event attendees and
participants. ZeroFox assesses that the increased presence of public safety personnel will
likely help deter criminal activity at the stadiums and in the immediate surrounding
areas. However, the risk of crime and physical attacks against large-scale public events

can never be ruled out.

e FIFA has placed a strong emphasis on stadium safety and security for the CWC.
According to its website, FIFA is working closely with host cities, local authorities,

© 2025 ZeroFox, Inc. All rights reserved.
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and emergency services to ensure coordinated security efforts both inside and
outside stadiums.’

e The influx of international fans and high-profile teams increases the risk of crowd
surges, public order incidents, and opportunistic crime near stadiums.

e All stadiums have similar security requirements, wherein attendees will be
required to pass through metal detectors prior to entering the venue, with
additional wait times likely. A bag restriction policy will be in place at all stadiums,
limiting patrons to one bag of various sizes (clutch, wallet size, or around 12” x 6" X
6"). Prohibited items include backpacks, firearms, knives, pepper spray, and
weapons of any kind. In addition, noisemakers, umbrellas, coolers, signs, banners,

flags, poles, and animals are prohibited.®’

| Terrorism

ZeroFox has not identified any specific terrorism threat to the CWC. However, the risk of

terrorism, both from domestic and international terror groups, remains.

The ongoing Israel-Hamas war likely increases the probability of an attack. On May 2],
2025, a gunman shot dead two Israeli diplomats in Washington, D.C.” Later, an attacker
threw firebombs at a vigil in Colorado held for Israeli hostages still captive in Gaza."

e Groups like Al-Qaeda (AQ) and the Islamic State (IS) are using the Israel-Hamas
war to increase calls for violence.”

In terms of potential methods, a terrorist attack on a match would likely involve the use of
easily accessible materials such as bladed weapons, firearms, or improvised explosive

7

hxXps://inside fifa[.Jcom/organisation/president/news/safety-security-workshop-atlanta-club-world-cup-united-2
6

& hxXps:/ [www.visitpasadena[.]Jcom/events/annual-events/rose-bowl-game/

° hxXps:/[usebouncel.]Jcom/guides/pasadena/rose-bowl-stadium/visitor

" hXXps:/ [www.aljazeera[.Jcom/news/2025/5/22/shooting-occurs-outside-jewish-museum-in-washington-dc

n

hxXps:/ [www.pbs|.]Jorg/newshour/nation/victims-of-boulder-firebombing-attack-honored-with-vigil-as-suspects-
family-fights-deportation

12

hXXps:/ [www.euronews[.]Jcom/my-Europe/2023/12/05/huge-risk-of-terrorist-attacks-in-the-European-union-home
-affairs-chief-warns

© 2025 ZeroFox, Inc. All rights reserved.
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devices (IEDs) rather than a coordinated assault. In addition, according to the U.S. State
Department, endogenous (lone-actor) attacks pose the most significant current threat.”

e While unlikely, vehicles could be used as a weapon to target spectators, related
events, or associated facilities, as occurred when a likely IS-inspired attacker
conducted a vehicular assault on a New Year's Eve celebration in New Orleans on
January 1,2025."

The primary concern for CWC organizers is mainly radicalized individuals, known as lone
wolves or lone actors, who have become indoctrinated online rather than individuals or

groups who have received training and instruction from IS and AQ.

e Lone-wolf attacks are difficult to identify and mitigate due to the limited circle that
has knowledge of the attack planning.

e Following such attacks, terrorist organizations will frequently claim the attack as
their own to garner additional publicity and outwardly portray their strength.
Further investigations later call into question the claimed affiliation.

e Alone wolf terrorist attack would most likely involve the use of easily accessible
materials, such as bladed weapons, firearms, or rudimentary IEDs. It is also
possible that vehicles could be used as weapons to target spectators or related
events that are not protected by road closures.

Given the current politically charged atmosphere in the United States, there is an unlikely
chance that domestic terrorists could target the FIFA CWC. Again, attackers will likely act
alone, as was the case with the arson attack on the Governor’'s Mansion in Pennsylvania
on April 13, 2025.”

| Boycott and Protest Activity

While no specific physical protests have been officially announced for the CWC, ongoing
legal disputes, institutional opposition, and political criticisms create a context wherein

® hxXps:/ [www.state[.]gov/reports/country-reports-on-terrorism-2022/france/

“ hxXps:/ [www.reuters[.Jcom/world/us/police-probe-motive-new-orleans-truck-rampage-2025-01-02/-25

15

hXXps:/ [www.usatoday[.]Jcom/story/news/politics/2025/04/14/governor-josh-shapiro-fire-trump-political-violence/
83079041007/
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protests or demonstrations could occur, especially in host cities. Physical security teams
should remain alert to potential spontaneous or organized actions related to these

controversies.

Anti-FIFA Protests

Players union FIFPRO Europe strongly opposed the CWC in an already overloaded
calendar because the tournament expands from seven to 32 teams and is scheduled for
June-July 2025, effectively eliminating the traditional offseason for many
players—especially in Europe.

e Critics argue that the extended season will cause physical and mental fatigue,
increase injury risk, and disrupt players’ personal lives. FIFPRO has initiated legal
action against FIFA."

e The tournament's timing in the summer compresses players’ rest and preseason
preparation, raising concerns about early-season injuries.

e England’'s Premier League and Spain’s La Liga have threatened to boycott the
tournament and have demanded rescheduling or legal action, reflecting
institutional opposition that could inspire protests or fan actions.” European
leagues and player unions have petitioned the European Commission, alleging
FIFA’s misuse of its dual role as commercial organizer and regulator.

e Llegal challenges are underway in courts such as the Brussels Court of Commerce
and potentially the European Court of Justice, focusing on player rights and

calendar management.”

Critics accuse FIFA of prioritizing revenue generation instead of player safety.

e Despite FIFA's claims of a USD 1 billion prize pool and significant profits, critics say
the actual revenues and payouts to clubs will likely fall far short of expectations.

Most financial benefits are predicted to concentrate with the 12 European clubs,

16

hxXps:/ [fifpro[.]Jorg/en/who-we-are/fifpro-members/fifpro-europe/player-unions-and-leagues-file-complaint-to-
european-commission-over-fifa-s-imposition-of-international-match-calendar

17

hxXps:/ [www.goal[.]Jcom/en/lists/explained-why-premier-league-and-la-liga-clubs-boycott-club-world-cup-202
5/blt45fle4c38al9c4a7

® hxXps:/ [www.bbc[.Jcom/sport/football/articles/c981203e61qo
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which could receive approximately 70 percent of the shared revenue, while the
other 22 teams share the remainder.”

e Players from CWC participant Seattle Sounders wore shirts reading “Club World
Cas$h Grab” and “Fair Share Now” before a match, protesting the low prize money
they are being offered compared to European teams.”

Domestic Political Protests

Recent nationwide protest activity in the United States throughout 2025 has been
extensive and largely focused on opposition to President Donald Trump’s second
administration and related policies.

One day ahead of the CWC opening match, anti-government protesters are planning a
nationwide event called “No Kings” to coincide with a large military parade Trump is
hosting in Washington, D.C., on June 14.” The military parade will also close Washington,
D.C.’s Reagan National Airport for several hours.”

e Recent protests, which have devolved into clashes with immigration authorities
around Los Angeles,” are very likely to encourage greater attendance at the No
Kings protests planned for June 14, 2025.

The largest protest movement thus far has been the Hands Off movement, which has
held several large Saturday protests starting in early April 2025. They have held events in
over 1,400 locations across all 50 states with an estimated three to five million

participants.

" hXXps:/ [ cultureofsport.substack[.]com/p/inside-fifas-125-billion-club-world

20

hXXps:/ [www.cbssports[.]Jcom/soccer/news/seattle-sounders-fifa-club-world-cup-protest-explained-mls-side-ac
cuse-governing-body-of-cash-grab/

? hxXps:/ [www.mobilize[.]Jus/nokings/

*hxXps:/ [wjlal.]Jcom/news/local/dca-travel-june-14-reagan-national-airport-flying-out-military-parade-army-25
Oth-anniversary-president-donald-trump-birthday-party-flight-delays-traffic-security-restrictions-washington-dc
-faa-suspend-aircraft-flyovers-rebooking

% hxXps:/ [www.cbsnews|.]com/news/california-los-angeles-immigration-protests-trump/
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e The protests oppose Trump administration policies such as global tariffs, federal
workforce cuts led by Elon Musk, immigration raids, rollbacks on LGBTQ+ rights,
Social Security changes, and healthcare funding cuts.*

e There have been other unaffiliated large-scale protests related to immigration
and deportations in major cities, including Atlanta, Miami, New York, and Seattle.”

e Demonstrations have included public blockades and traffic obstructions.

Similarly, the 50501 movement (50 protests, 50 states, 1 movement) has organized
hundreds of protests nationwide opposing Trump administration decisions, deportations,
and workers’ rights. Its May Day event saw thousands protest in cities like Miami, Los
Angeles, Philadelphia, and Washington, D.C.*° which are likely locations to hold protests
during CWC as well.

Other individual protests have also occurred surrounding issues like budget cuts, the war
in Gaza, and Tesla Takedown activists who target Tesla founder Elon Musk.?’*®

e Human Rights Watch and other organizations have expressed concerns about the
U.S. hosting major FIFA tournaments, citing the aforementioned political issues
surrounding deportations and U.S. border policies.”® While this criticism is focused
more broadly on FIFA and the 2026 World Cup, it could contribute to a politically
charged atmosphere around the FIFA CWC events.

There is a roughly even chance that some of the anti-Trump protest groups will use the
CWC to promote their causes. Their tactics typically include peaceful marches, rallies,
general strikes, and some instances of civil disobedience, such as traffic obstruction.
They often take place in major urban centers, requiring security teams to monitor
multiple locations and prepare for large crowds.

Another possible source of protest activity is related to the Israel-Hamas war. However, at
the time of writing, ZeroFox has observed no evidence of a coordinated effort by

** hxXps://www.cnn[.Jcom/2025/04/05/us/hands-off-protests-trump-musk

% hxXps:/[www.npr[.]Jorg/2025/04/19/nx-s1-5369483/anti-trump-protests-50501-tesla-takedown

*® hxXps:/ [www fiftyfifty[.|one/

7 hxXps:/ [www.dw[.]Jcom/en/us-sees-widespread-anti-trump-protests/a-72290717

8 hxXps://www.reuters|.]Jcom/world/us/thousands-protesters-rally-against-trump-across-us-2025-04-19/

* hxXps:/ [www.politico[.]eu/article/donald-trump-fifa-world-cup-2026-gianni-infantino-us-canada-mexico/
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pro-Palestinian activists to disrupt the CWC. Since the war started in October 2023, there
have been several notable pro-Palestinian protests targeting major U.S. events. With the
war escalating just ahead of the start of the CWC and violent attacks on Israeli and
Jewish entities escalating, there is a roughly even chance of a resumption in protests,
which have been more subdued following the dismantling of university protest camps in
May and June 2024.*°

Other politically motivated protest groups may use the matches to promote their
causes; this could include protests in support of or against aid to Ukraine,

immigration-related protests, or protests related to the cost of living.

| Transportation and Travel

The immigration and deportation policies of the current U.S. administration, including
stricter visa rules, long processing delays, and a perception that the country has become
less accepting of immigration, have become a key focus for FIFA—especially for teams
from the Middle East, who are concerned that some of their fans or players will not be
able to attend matches.

e In 2017, when the United States was bidding to host the FIFA World Cup in 2026, the
head of FIFA, Gianni Infantino, warned that U.S. travel bans jeopardized the U.S. bid.

In June 2025, the United States announced stricter immigration controls for individuals
from 19 countries.” This follows earlier proposals, yet to be implemented, of a tiered visa
restrictions relating to 43 countries.*? No CWC participating teams come from countries
that fall into the most severe category and are facing a full visa suspension. However,
some do fall into the third tier, which is also a visa suspension unless the teams’ home
governments meet specific U.S. requirements. These restrictions will likely prevent not
only players and coaches but also fans and officials from entering the country, although
the June 2025 ban has exemptions for athletes.

30
hXXps://www.nbcnews[.]com/news/us—news/police—dismontle—encampments—college—cqmpuses—us—graduqtions

-approach-rcnal51648
¥ hxXps:/ [www.reuters[.Jcom/world/americas/here-are-countries-targeted-trumps-new-travel-ban-2025-06-05/
¥ hxXps:/[www.nytimes[.Jcom/2025/03/14/us/politics/trump-travel-ban.htm|
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e Reportedly, at least 10 Egyptian supporters of Al Ahly, eight Tunisian supporters of
Esperance, and one Saudi fan of Al Hilal have been denied visas to attend the
CWC, even though some had already purchased tickets. Some claim their social
media posts in support of Palestine were behind the visa rejections.®

Even some fans that make it to the United States will likely face issues. The U.S. Embassy
in Cairo issued a statement that immigration authorities will “continuously check visa
holders to ensure they follow all U.S. laws and immigration rules — and we will revoke

their visas and deport them if they don't.”**

For example, raids in Nashville, Tennessee, prompted members of the Nashville SC
supporters group “La Brigada de Oro” to skip their team’s home match against Charlotte
FC.* Not only would any issues like these occur on a bigger stage during the FIFA CWC,
they would also very likely be widely covered by international media, which could
exacerbate and politicize any response.

| Cybersecurity Threats

As one of the world’s most anticipated and viewed sporting events, the FIFA CWC
presents various opportunities for financially motivated threat actors.

In the weeks leading up to the event, threat actors have likely been registering new
domain names, likely hoping to impersonate FIFA and the tournament. ZeroFox
investigated 28,000 domain names registered between May 29, 2025, and June 1, 2025,
for any instances of potential impersonation.

e Most of the domains listed below are considered “parked”; however, ZeroFox
assesses there is a roughly even chance these domains can be acquired by
capable actors that intend to use them as infrastructure to perform attacks.

¥ hxXps:/[newlinesmagl.]Jcom/argument/what-happens-to-the-world-cup-when-the-world-cant-attend/
¥ hxXps://www.facebook|.]com/100064887904118/posts/1076448007861453/?_rdr
% hxXps:/[nashvillebanner[.Jcom/2025/05/12/latino-supporters-boycott-nashville-sc-game/
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Fifaclubworldcup2025.live - inaccessible

Fifaworldcup2025.top - parked

fifaclubworldcup2025.net - parked

fifaworldcup2026.xyz - parked

fifabiportal.live - contains a login portal, not associated with official Fifa resources.
alphaMountain.ai marks it as ‘malicious”

List of newly registered domain names related to FIFA

Source: Zerofox Intelligence

Fifa[.]Jcom and Fifa[.]org Email Addresses Available in
Info-Stealing Logs Traded in DDW

On the automated DDW marketplace Russian Market, ZeroFox Intelligence identified 28
unique corporate email addresses using the fifa[.Jorg email domain, as well as 15 unique
corporate email addresses using the fifa[.Jcom email domain present in logs derived
from compromised systems infected with info-stealing malware.

e Russian Market is similar to other botnet automated marketplaces but also offers
compromised carding data, remote desktop protocol (RDP) instances, and
credential-stuffing malware in addition to botnet logs.

Threat actors that purchase this data from underground marketplaces potentially gain
access to the entirety of a victim'’s login credentials and cookies, allowing them to
emulate the victim'’s browser session and user agent to achieve unauthorized access in

account takeover attacks.

e The presence of this data for sale increases the likelihood of lateral movement,

privilege escalation, phishing, spam, and other types of attacks.

ZeroFox extracted all affected email addresses, which are partially obfuscated, along
with corresponding screenshots. The most recent log affecting fifa[.Jorg dates back to
March 24, 2025, and contains data associated with four unique fifo[.]org email
addresses. The freshest log which affects fifa[.Jcom dates back to May 1,2025. Thereis a
roughly even chance that the email addresses of interest were used for logging in to
third-party services as well as internal infrastructure.

© 2025 ZeroFox, Inc. All rights reserved.
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Screenshot depicting the listings affecting fifa[.]org email addresses
Source: ZerofFox Intelligence

© 2025 ZeroFox, Inc. All rights reserved.
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1. alel™*236@FIFA[.Jcom
2. yous****909@fifa[.Jcom
3. vbg****vbg@fifa[.Jcom
4. c41****c41@fifal.Jcom
5. azhe*™**022@volunteer fifa[.Jcom
6. Mous***655@fifal.]Jcom
7. bdjz****jzz@account.fifa[.Jcom
8. Seit***233@login.fifa[.Jcom
9. Anib***738@fifa[.Jcom
10. cuec****cas@fifa[.Jcom
11. admi*™**min@fifa[.Jcom
12. phu****phu@fifal.]Jcom
13. e rr@fifal.Jcom
14. agil*™**085@fifa[.]Jcom
15. bao****bao@fifal.]Jcom

List of fifa[.]com email addresses discovered in info-stealer logs sold in Russian Market
Source: ZeroFox Intelligence

Exposed Fifa[.]Jcom and Fifa[.]org Records on Telegram

ZeroFox observed and exported 1,005 compromised login credentials utilizing fifa[.]org
corporate email addresses from the private Telegram channel “GoldPack.” The threat
actor who operates the Telegram channel compiles data from various undisclosed
sources. The Telegram channel publishes data with passwords in both plaintext and
hashed formats. In addition, ZeroFox identified and obtained more than 207 instances of
compromised logins containing corporate email addresses using the fifa[.Jcom email

domain.

e The Telegram channel is operated by the well-regarded threat actor “Chucky”,
who is also the administrator of the compromised data-focused forum LeakBase.

e Capable actors may attempt to access internal infrastructure using the exposed
email address and plaintext password combinations directly or may perform
credential-stuffing attacks.

© 2025 ZeroFox, Inc. All rights reserved.
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Russian-Speaking Threat Actor Sought Fifa[.]Jcom Accesses to
Corporate Mailboxes

Since June 2024, a Russian-speaking threat actor using the alias “lNMeuHa” has been
searching for cracked fifa[.]Jcom corporate email addresses—and therefore access to
the mailbox of the email address—for undisclosed reasons on the xss forum.

The actor claimed to be ready to pay up to USD 100 for each email address and provided
contact information on the Telegram channel @newgroppp, which is currently
inaccessible. McuHa seeks corporate mail accesses to entities engaged in sport (the
actor published a complete list of entities in which they are interested on
cdn-wl-emails.s3.amazonaws[.Jcom/lotoru/The-list-of-official-websites _RUS _page-00
01%20%282%29|.]pdf). “MeuHa” most recently visited xss in late January 2025.

OVTEOT [Toprc jama » AOCTYTbL: cemw, rdp, wenne, ftp, sqkinj,

MeziyEapolible NepsercTEa DIIDA Kynnio kopn nouTkl oT caiTos
(FIFA)
Eppomnetickne neppencTea YEDA (UEFA)  http/www.vefa.com
Jlira YemmnoHoB CeBepHOI AMepHKI
KOHKAKA® (CONCACAF)

JInTa YeMmnoHoB KOKHOI AMepHKI
KOHMEEBO!T (CONMEBOL)

JIura YemmnonoB Adpukn KA®D (CAF) http://www.cafonline.com

Jlura Yemmnonos Asmi (AFC) http://www.the-afc.com
hittp://www.soccerway.com

B ciyuae OTCYTCTBHA HHOpMaImIL:
http://www.goalzz.com

http://www fifa.com

http://www.concacaf.com

http://www.conmebol.com

Kybok Apabexnx Ctpan, JTira YeMmioHoB
ApadCKIX CTpaH

http://www.pfl az
AsepOaitKan B citytae OTCyTCTBHSA HHQOPMALITIL
http://www.affa.az

Andanm http://www.fshf.org
http:/www . lp.dz
ATDEHD B cyuae OTCYTCTBILT HH(OPMAIIIIL:

http://swww.soccerway.com
http://http://www.uaefa.ae

0AD B cirygae oTcyTCTBHS HHQOPMAITIIL
http:/www.uae2.agleague.ae

CIra

1. MLS 1. http://www.mlssoccer.com
2. USL 2. http://www uslsoccer.com
3. NASL v.nasl.com

4. NWSL .nwslsoccer.com
5. WPSL fwww.nwslsoccer.com

http://www.premierleague.com

Screenshots of thread started by “lMcuHa” on June 3, 2024, and the list of provided targets
Source: ZerofFox Intelligence
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| Conclusion

The 2025 FIFA CWC was already highly controversial due to concerns over player health,
perceived financial motivations, and legal challenges. These controversies have sparked
protests from players and some leagues.*® Visitors are likely also concerned that
heightened U.S. border controls and security measures could impact fans from certain
countries. While there are no confirmed threats or planned protests, the scale of the
event—featuring 32 teams and millions of fans—raises the likelihood of large gatherings,
spontaneous demonstrations, or activism—particularly around issues such as player
welfare, tournament expansion, or U.S. political issues.

| Recommendations

e Purchase tickets from official FIFA outlets only, and be mindful of ticketing scams.

e Arrive at matches well in advance, as parking and going through security take
time.

e Ensure accommodation and travel reservations are made ahead of time to avoid
the risk of not being able to secure bookings closer to the event.

e Ensure accommodation and travel bookings are made on legitimate apps or
websites and not through third parties.

e Limit the amount of personal belongings brought to matches, and keep them
somewhere that they cannot be easily pickpocketed

e Remain cautious of deals that seem too good to be true. Extremely low prices on
secondary markets are often a red flag signaling a scam.

e Be mindful that public drunkenness can turn violent and that these locations are
at an elevated risk for a terror attack and criminal activity.

e For foreign visitors, maintain easy access to visqg, other travel information, and

matchday tickets in case authorities ask for them.

% hxXps://www.bbc|.]Jcom/sport/football/articles/c17lw80kpdvo
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| Appendix A: Traffic Light Protocol for Information

Dissemination

WHEN SHOULD
IT BE USED?

HOW MAYIT
BE SHARED?

WHEN SHOULD
IT BEUSED?

HOW MAYIT
BE SHARED?

Sources may use

TLP:RED when information
cannot be effectively acted
upon by additional parties
and could lead to impacts on
a party's privacy, reputation,
or operations if misused.

Recipients may NOT share

TLP:RED with any parties
outside of the specific
exchange, meeting, or
conversation in which it
is originally disclosed.

Sources may use

TLP:GREEN when information
is useful for the awareness of
all participating organizations,
as well as with peers within the
broader community or sector.

Recipients may share

TLP:GREEN information

with peers and partner
organizations within their sector
or community but not via
publicly accessible channels.

Sources may use

when
information requires support
to be effectively acted upon
but carries risks to privacy,
reputation, or operations
if shared outside of the
organizations involved.

Recipients may ONLY share

information
with members of their own
organization and its clients, but
only on a need-to-know basis
to protect their organization
and its clients and prevent
further harm.

Note that

restricts sharing to the
organization only.

. Clear

Sources may use
TLP:CLEAR when information
carries minimal or no risk

of misuse in accordance

with applicable rules and
procedures for public release.

Recipients may share

TLP:CLEAR information
without restriction, subject
to copyright controls.

© 2025 ZeroFox, Inc. All rights reserved.
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| Appendix B: ZeroFox Intelligence Probability Scale

All ZeroFox intelligence products leverage probabilistic assessment language in analytic
judgments. Qualitative statements used in these judgments refer to associated
probability ranges, which state the likelihood of occurrence of an event or development.
Ranges are used to avoid a false impression of accuracy. This scale is a standard that
aligns with how readers should interpret such terms.

Almost Roughly
Very " Very Almost
No Unlikely Even Likely ’ :
Chancs Unlikely R Likely Certain
1-5% 5-20% 20-45% 45-55% 55-80% 80-95% 95-99%

© 2025 ZeroFox, Inc. All rights reserved.
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