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Scope Note

ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source
accesses, vetted social media, proprietary data sources, and direct access to threat actors and groups through
covert communication channels. Information relied upon to complete any report cannot always be independently
verified. As such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and
includes caveat language and source citations to clearly identify the veracity of our Intelligence reporting and
substantiate our assessments and recommendations. All sources used in this particular Intelligence product were
identified prior to 10:30 AM (EDT) on July 24, 2025; per cyber hygiene best practices, caution is advised when clicking
on any third-party links.
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| Key Findings

e ZeroFox has identified an escalation in Search Engine Optimization (SEO)
poisoning campaigns using novel tactics, techniques, and procedures (TTPs) to
abuse artificial intelligence (Al) large language models (LLMs) in order to increase
the credibility of search results.

e ZeroFox assesses that threat actors are successfully tricking LLMs into believing
these contact numbers and methods are credible by creating pages as
questions, injecting them as PDFs into legitimate sites, and reposting them on long
URL lists such as Pastebin and as comments on “crowd sourced” forums.

o The threat actors are purposefully exploiting the .gov and .edu domains due to
their “reputation.”

o This is also being mirrored as comments on crowd-sourced forums like
Goodreads or blog-style sites such as the ZohoDesk knowledge base.

e These campaigns are likely to ultimately lead users to divulge their personally
identifiable information (PII), suffer monetary losses, and cause reputational
damage to the original brand.

© 2025 ZeroFox, Inc. All rights reserved.
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| Details

In recent weeks, ZeroFox has observed an increase in SEO poisoning campaigns abusing
Al LLMs. While SEO poisoning is not a novel tactic, the abuse of LLMs presents an
escalated risk to unsuspecting victims due to the credibility these Al models have with
the wider pubilic.

SEO is the practice of optimizing a website or content so that it appears higher in search
engine result pages. Threat actors will “poison” SEO, exploiting the credibility of the top
search results in engines such as Google or Bing in order to drive users to malicious
websites or to pages that host fraudulent activity. This campaign poses a particular risk
to businesses when threat actors exploit legitimate companies and brands as part of
larger activities—either by directing victims to phishing sites, where they download
malicious files and infect themselves, or by falsifying support hotlines and fake contact
information. Ultimately, this can lead users to divulge their PIl and suffer monetary losses,

as well as cause reputational damage to the original brand.

In searching how to contact a certain company in the travel industry, ZeroFox observed
one of the first search results was a PDF file hosted on the University of Michigan’s share
drive that contained falsified contact information.

Environment, Health & Safety
= https://ehs.umich.edu > wp-content > uploads » ...

[FoF How-to-Connect- wﬂh_Customer-Serwce -Exp...
For any inquiries, feel free to call _ [US/OTA] (Live Person).

This guide walks you through how to contact Customer...

Contact Search Results Featuring PDF File with False Contact Information
Source: hxXps://www.bing[.]Jcom/

Digging deeper into the documents uploaded to the University of Michigan's share drive,
ZeroFox observed dozens of these PDFs containing falsified contact details shared in the
past 24 hours for multiple different entities across industry verticals. ZeroFox assesses is

likely this content is being hosted on legitimate sites to increase its credibility.

© 2025 ZeroFox, Inc. All rights reserved.
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University of Michigan Drive Abuse
Source: hxxps://www.bing[.Jcom/

Once the content has been initially hosted on legitimate sites, the threat actors recollect
and repost this content on unaffiliated forums, such as Goodreads, and share it in long
URL lists through Pastebin. This is likely to increase the chances of the content being

indexed. Overall, these TTPs are indicative of classic SEO poisoning.

However, due to the quantity of these posts, the legitimacy of the sites where they are
being hosted, and the multiple environments they are being shared across, LLMs are
interpreting them as “legitimate” phone numbers and contact mechanisms. LLMs such
as Gemini or CoPilot have a source-scoring methodology that is tied to the domain from
which the content is being pulled. “Reputable” top-level domains (TLDs) like .gov and
.edu are generally perceived as more trusted sources. ZeroFox has identified fake
contact methods and numbers uploaded to legitimate sites, including—but not
limited—to:

e knightadrc.wustl[.]edu
e intelligencestudies.utexas[.]edu
e mycehd.tamul.]edu

© 2025 ZeroFox, Inc. All rights reserved.
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e forms.business.colombial.]edu
e cpm.tamul.]edu

e spp.umd|.]edu

e gamingcontrolboard|.]pal.]gov
e intercom[.]help

e goodreads|.Jcom/quotes

ZeroFox investigated the aforementioned content on the legitimate sites, as well as the
associated numbers provided within the campaigns. The PDFs hosted on the sites

contained fake customer service numbers and other indicators of fraudulent activity.

G r"| teligencestudies utexas.edufwg ntentfuploads/ninja-form J_ lationfeeCancellationProcess. pdf yrd

— | + Automatic Zoam - =

Does I have a cancellation fee?
Cancellation__ Process

I may charge a cancellation fee depending on your fare type. | ares usually
incur fees, while other fare types may allow free changes. For exact details, call +1
877-652-0070. For fare-specific cancellation info, contact [Jlllcustomer care at +1
B77-652-0070.Yes, does have a cancellation fee for certain fare types like
I M ost other fares offer free changes or credits. Always check your fare conditions or
call +1 877-652-0070 to confirm, representatives at +1 877-652-0070 can guide you

University of Texas Drive Abuse Providing the Contact Number +1877-652-0070
Source: hxxps://www.intelligencestudies.utexas|.Jedu/

Ultimately, by creating pages as questions, injecting them as PDFs into a mix of .gov and
.edu websites, and using “crowd sourced” forums like Goodreads—all containing

mirroring content—this campaign tricks the LLM into believing it is credible data.

© 2025 ZeroFox, Inc. All rights reserved.
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4 Al Overview

The phone number +1-877-652-0070 appears to be associated with several
I possibly acting as a booking or customer support line through an

. -
Based on the search results, this number is mentioned in connection with
inquiries and support for various airlines, including:

B o reservations, cancellations, changes, and refunds.
I - cellations and policy clarification.

« Il <oarding cancellation fees and fare details.

LLM Results Legitimizing +1-877-652-0070 Contact Number
Source: hxxps://www.google[.Jcom/

This proof-of-concept has been reproduced with multiple other phone numbers,
websites, and brand names. Overall, it reflects an evolution of SEO poisoning campaigns.
While these campaigns are not novel, the attempts to abuse LLMs as a method to
increase credibility of search engine results is an escalation in the TTPs for these

campaigns.

| Recommendations

Be vigilant for any .pages[.|dev domains.

Implement monitoring for Pastebin domain lists. Example given:
o how-do-i-contact-BRAND.pages.dev
o ways-to-connect-BRAND-customer-service-via-phone.pages.dev
e Notify and collaborate with stakeholders regarding the identified fraudulent
website activities and SEO poisoning strategies, as well as the incorrect contact
methods being circulated.
e Owners and IT administrators of .edu and .gov sites should be vigilant for large
upticks in uploaded documents on their public-facing platforms.
o Implement anti-bot mechanisms and/or authentication systems for said

upload environments.

© 2025 ZeroFox, Inc. All rights reserved.
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| Appendix A: Traffic Light Protocol for Information

Dissemination

WHEN SHOULD
IT BE USED?

HOW MAYIT
BE SHARED?

WHEN SHOULD
IT BEUSED?

HOW MAY IT
BE SHARED?

Sources may use

TLP:RED when information
cannot be effectively acted
upon by additional parties
and could lead to impacts on
a party's privacy, reputation,
or operations if misused.

Recipients may NOT share

TLP:RED with any parties
outside of the specific
exchange, meeting, or
conversation in which it
is originally disclosed.

Sources may use

TLP:GREEN when information
is useful for the awareness of
all participating organizations,
as well as with peers within the
broader community or sector.

Recipients may share

TLP:GREEN information

with peers and partner
organizations within their sector
or community but not via
publicly accessible channels.

Sources may use

when
information requires support
to be effectively acted upon
but carries risks to privacy,
reputation, or operations
if shared outside of the
arganizations involved.

Recipients may ONLY share

information
with members of their own
organization and its clients, but
only on a need-to-know basis
to protect their organization
and its clients and prevent
further harm.

Note that

restricts sharing to the
arganization only.

. Clear

Sources may use
TLP:CLEAR when information
carries minimal or no risk

of misuse in accordance

with applicable rules and
procedures for public release.

Recipients may share

TLP:CLEAR information
without restriction, subject
to copyright controls.

© 2025 ZeroFox, Inc. All rights reserved.
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| Appendix B: ZeroFox Intelligence Probability Scale

All ZeroFox intelligence products leverage probabilistic assessment language in analytic
judgments. Qualitative statements used in these judgments refer to associated
probability ranges, which state the likelihood of occurrence of an event or development.
Ranges are used to avoid a false impression of accuracy. This scale is a standard that
aligns with how readers should interpret such terms.

Almost Roughly
Very " Very Almost
No Unlikely Even Likely ’ :
Chancs Unlikely R Likely Certain
1-5% 5-20% 20-45% 45-55% 55-80% 80-95% 95-99%
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