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New CryptNet Ransomware-as-a-Service Announced on RAMP

» ZeroFox Intelligence has observed a new ransomware-as-a-service (Raas) on Russian language deep and dark
web (DDW) forum RAMP. On April 8, 2023, threat actor “shrinbaba” posted an advertisement seeking pentesters
to work for their new Raas, dubbed “CryptNet.”

Y» CryptNetis marketed as fast and fully undetectable with various capabilities and features, such as the ability to
delete shadow copies and disable backup services, offline encryption, and a chat panel for negotiations.

» The advertisement states that CryptNet will offer its affiliates a 90 percent profit share from each successful attack.
This represents one of the highest shares seen within the RaaS market, with affiliates typically receiving between 60
to 80 percent from most groups. CryptNet will allegedly provide support during ransom negotiations.

» While the original post states there are no restrictions on countries that can be targeted, after questioning from
another forum member, this claim was subsequently deleted from the original post. This is very likely due to the
original implication that Russia could be targeted, which is typically prohibited on Russian DDW forums.

» ZeroFoxIntelligence assesses that CryptNet is likely to become a notable player within the Raas
ecosystem. “Shrinbaba” is assessed to be credible threat actor, and the strain’s alleged advanced
capabilities and attractive profit share offering will likely swiftly attract affiliates. CryptNet has become
operational, with two victims identified to date—both in late April 2023.
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CryptNet ransomware looking for skilled pentesters with experience in Active Directory Network

-—— What happened? --—-

All of your files are encrypted and stolen. Stolen data will be published soon

on our tor website. There is no way to recover your data and prevent data leakage without us
Decryption is not possible without private key. Don't waste your and our time to recover your fi
It is impossible without our help

By joining to us you will have the fastest ransomware in the world. You will also have
1.Fully undetectable ransomware
2.Unique offline encryption
3.Intermittent Encryption with AES & RSA(fastest encryption in the world)
Dec 15, 2021 4.Deleting shadow copies
5.Disabling backup services
6.Statistics about your dients
Reaction score 7.Chat panel for negotiations
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Messages
-—— How to recover files & prevent leakage? ——

To make sure that we REALLY CAN recover your data - we offer FREE DECRYPTION for warranty.
We promise that you can recover all your files safely and prevent data leakage. We can do it!
Benefits of joining to our team

We have no country restriction.

You will have 90% profit in every payment.
You will have support for negotiations

—-— Contact Us-—

Download Tor Browser — https://www.torproject.org/download/ and install it

Open website: http://cryptr3fmuv4diSuiczofjuypopr63x2gltlsvhur2ump4ebru2xd3yd.onion
Enter DECRYPTION ID: XXXXXXXXXXXXXXXXXXXXXXXXXX

Contact
TOX: D783EBAA73050AFB6A21D4B3DD9551CEC673F8B382F28785F78D3D8512FBF939AA2C8EF849B7
Source:
] hXXps://research.openanalysis[.Jnet/dotnet/cryptnet/ransomw
Source: ZeroFox Intelligence are/2023/04/20/cryptnet.htmi

| Recommendations

Regularly back up critical data, including password-protected backup copies kept offline.
Implement a recovery plan to maintain and retain multiple copies of sensitive or proprietary data and servers in a physically
separate, segmented, secure location (i.e., hard drive, storage device, or the cloud).

Ensure proper network segmentation.

Enable multi-factor authentication wherever possible.
Disable PowerShell wherever possible to limit the possibility of operators employing lateral movement modules.
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