
 

Deep and Dark Web Intelligence Reporting
Here is a curated list of critical incidents and compromised data observed on deep
and dark web ransomware sites, forums, and marketplaces ingested into the ZeroFox
Platform in the past 24 hours.

September 11, 2026

R A N S O M W A R E  /  D I G I T A L  E X T O R T I O N  V I C T I M S 7 incidents

THREAT ACTOR / GROUP VICTIM ORGANIZATION

Akira Ransomware Eagle Construction

GLOBAL SECRET GROUP Ransomware Gudivada Co-Operative Urban Bank

Panzer Ransomware AEMET

INC Ransomware Macro Engineering & Technology

Dark Project Ransomware SpecChem

Dire Wolf Ransomware Sales Boomerang

Dire Wolf Ransomware EMS1R

D E E P  A N D  D A R K  W E B  I N T E L L I G E N C E 3 findings

CRITICAL FINDINGS

CRITICAL
Data Allegedly Associated with FairMoney Leaked

On September 10, 2026, untested threat actor "GoreTerminal" leaked data allegedly associated
with FairMoney on the predominantly English-language DDW forum PwnForums.

Source: PwnForums Actor: GoreTerminal

HIGH
Email Reset Method Targeting Xfinity, Comcast Advertised

On September 11, 2026, untested threat actor "freakshow" claimed to have discovered an email
reset method targeting Xfinity/Comcast accounts, on the predominantly Russian-language
DDW forum Exploit.

Source: Exploit Actor: freakshow

DATA BREACHES & LEAKS

CRITICAL
Data Allegedly Associated with Guro Cham Tuntun Hospital Leaked

On September 11, 2026, untested threat actor "obsoft" leaked data allegedly associated with
Guro Cham Tuntun Hospital, South Korea, on Exploit.

Source: Exploit Actor: obsoft

C O L L E C T E D ,  P R O C E S S E D  D A T A  B R E A C H E S 2 entries

VICTIM SOURCE THREAT ACTOR PROCESSED RECORDS

Juniorassociation[.]org PwnForums misere 22.17K

buyselltext[.]com PwnForums LindaBF 15.2K

P R O C E S S E D  D A T A  S E T  S T A T I S T I C S Past 4 Weeks

549.56M
CAC RECORDS

1.06B
BOTNET CAC RECORDS

1.09K
RANSOMWARE & DIGITAL EXTORTION

PROCESSED DATA BREACH RECORDS

476.88M

36.43M 10.93M 25.33M

Aug 14 - Aug
20

Aug 21 - 27 Aug 28 - Sep
3

Sep 4 - Sep
10

Parsed breach records

INFOSTEALER COMPROMISED DATA

255.19M

348.46M

141.45M

317.43M

Aug 14 - Aug
20

Aug 21 - 27 Aug 28 - Sep
3

Sep 4 - Sep
10

Compromised credentials

Previously Published Threat Actor Profiles

A threat actor profile provides a comprehensive overview of a malicious actor's identity, motivations,
targeted sectors, and operational tactics, techniques, and procedures (TTPs).

Previously Published Monthly Threat Spotlight

The Monthly Threat Spotlight highlights unusual threat actor behaviors and TTPs, as well as significant
operational spikes that deviate from the baseline threat landscape.
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