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Scope Note

ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source accesses,
vetted social media, proprietary data sources, and direct access to threat actors and groups through covert
communication channels. Information relied upon to complete any report cannot always be independently verified. As
such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and includes caveat
language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our
assessments and recommendations. All sources used in this particular Intelligence product were identified prior to 9:00
AM (EDT) on May 16, 2024; per cyber hygiene best practices, caution is advised when clicking on any third-party links.

| Brief | The Underground
Economist: Volume 4, Issue 10

| BreachForums MarketPlace Seized by Law Enforcement

On May 15, 2024, the popular English-language deep and dark web (DDW) forum
BreachForums was seized in an operation likely coordinated by multiple international law
enforcement agencies. At the time of writing, both clearnet and onion domains display a
banner stating that the sites are under the control of the Federal Bureau of Investigation
(FBI) and the U.S. Department of Justice (DoJ). ZeroFox notes the possibility that the law
enforcement operation is ongoing, with the potential for further disruption.

e The FBl and DoJ have allegedly taken control of the domain hosted at
breachforums].]st. Former BreachForum domains hosted at [.|cx, [.]is, and [.]Jvc
were not operational at the time of the disruption.

e The FBI has also seized control of the BreachForums Telegram channel,
announcing to users via a message that a review of the backend data will be
conducted.

e There are unconfirmed reports that an alleged BreachForums moderator,
“Baphomet”, has been arrested.

e The seizure follows a series of posts on the forum by well-regarded threat actor
“IntelBroker” who claimed to have breached a European Intelligence Agency.

© 2024 ZeroFox, Inc. All rights reserved.
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25 breachforums.st

BREACHFORUMS IS UNDER THE
CONTROL OF THE FBI

& BF @

This website has been taken down by the EBI and DOJ with assistance from international partners.

We are reviewing this site’s backend data. If you have information to report
about cyber criminal activity on BreachForums, please contact us:

S0 t.me/fbi_breachforums P4 breachforums@fbi.gov breachforums.ic3.gov

Banner displayed on BreachForums|.]st stating the domain is under FBI control
Source: ZerofFox Intelligence

Since mid-2023, BreachForums has been one of the most popular DDW marketplaces
hosting discussions surrounding malicious network access and exploitation, as well as
the trading of associated goods such as personally identifiable information and personal

financial information.

e A previous version of BreachedForums ran from March 2022 to March 2023 before
being seized by law enforcement following the arrest of the forum'’s creator, an
individual known as “Pompompurin.”

e The forum’s predecessor, RaidForums, was also disrupted by law enforcement in
April 2022.

In April 2024, BreachForums’ surface web domain became unusable for a short period of
time. The site's administrator, Baphomet, posted a subsequent PGP-encrypted message
to the forum’s Telegram channel announcing the suspension of BreachForums|.]cx and

© 2024 ZeroFox, Inc. All rights reserved.
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added that the forum'’s [.]Jonion domain was still functioning. The disruption was claimed
by threat actor “ROOTKIT” in a Telegram post.

e ROOTKIT's involvement was quickly disputed by Baphomet, who instead blamed
“the five eyes network, and various other large nations.” Baphomet also
announced the resumption of the forum on the [.]st Top Level Domain (TLD).

e Given the forum’s short downtime and the lack of subsequent information posted
by ROOTKIT as threatened, it is unlikely that ROOTKIT was involved in the site’s

disruption.

ZeroFox can neither independently confirm nor deny that activity conducted by
IntelBroker initiated law enforcement’s disruption to BreachForums. However, a spate of
recent posts on the forum by the threat actor advertised data breaches allegedly

composed of highly sensitive information.

e In April 2024, IntelBroker claimed to advertise a leaked database associated with
“Space Eyes”"—a geospatial intelligence company that almost certainly works with
the U.S. government. Posts of this nature are not uncommon from IntelBroker;
however, they are not usually advertised in clear web forums such as
BreachForums].]st.

e In May 2024, IntelBroker claimed to have breached a European intelligence
agency and was selling sensitive personal data pertaining to its employees. This

data was reportedly sold by IntelBroker.

| Suspected Attack Planned on Global Shipping Agency

On May 8, 2024, threat actor “g77" stated in a post on the DDW community RAMP that
they were seeking to obtain illicit access into the networks of global shipping entities. The
threat actor did not disclose additional information regarding the requirements or

subsequent intended use of the access.

e ZeroFox has observed previous activity from g77 in the RAMP forum, such as the
organizing of spamming campaigns and Business Email Compromise (BEC)
social engineering attacks.

© 2024 ZeroFox, Inc. All rights reserved.
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Looking for access - Global Shipping companies

Forums »> Market\ /1% » Partners Program\RaaS \ SfEfkfit¥l

Wednesday at 2:38 AM < 0O #1

| am looking for international shipping companies. If you have anything that can be suitable then please send me a pm with a way to contact you. | cannot explain details
here but the money will be very big. 100k + a week and no loosing any access.

10 Like & Reply

Threat actor g77 post on RAMP
Source: ZeroFox Intelligence

G77 stated in the post that profits will be in excess of USD 100,000 per week and that
network access will not be compromised. This claim is indicative of intended data
exfiltration and monetization, rather than a digital extortion attack leveraging
ransomware.

e The advertisement is likely aimed toward employees of global shipping
organizations that are able to provide network access on an ongoing basis.

e G77 did not provide further detail as to how the potential profit would be split
amongst themselves and other participants.

While there are multiple ways in which this access could be exploited for financial
reward, it is unlikely that the advertised profit could be procured for significant lengths of
time while simultaneously preserving network access.

| Fake Tether Cryptocurrency Tokens Announced for Sale

Since the beginning of May 2024, two advertisements for the sale of fake Tether ECR20
have been offered in DDW forums. Such announcements are historically uncommon,
though there is a roughly even chance that demand for these services is increasing.

© 2024 ZeroFox, Inc. All rights reserved.
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Tether is a type of Stablecoin—a cryptocurrency with value that is tied to another asset.
Tether is tied to the U.S. dollar, which enables a stable value in comparison to other, more
volatile cryptocurrencies.

Threat actors seeking to acquire fake Tether ERC20 coins most likely intend to leverage
them in malicious, fraudulent activity such as exchange or investment scams, which are
often conducted via the establishment of a webpage imitating a legitimate
cryptocurrency or investment platform. These will often offer unrealistic exchange rates
or returns. The threat actor will then restrict victim withdrawals and steal the invested
funds.

On May 10, 2024, untested actor “H45H" advertised the sale of fake Tether ERC20 tokens
on the predominantly-Russian language DDW forum Exploit. The actor gave no further
detail and advised interested parties to contact them via their Telegram account.

Fake Tokens ERC20 USDT

By H45H, Friday at 05:55 PM in [Traffic] - traffic, loads, installations, iframe
H45H Posted Friday at 05:55 PM
byte
° If you want high quality fake tokens ERC20 (USDT), you can reach me out on my telegram @FreeMN33

. + h

Paid registration

Exploit post by H45H advertising the sale of fake Tether ERC20
Source: ZeroFox Intelligence

Previously on May 3, 2024, vetted English-speaking threat actor “Churk” announced the
sale of fake Tether ERC20 on the Russian-speaking forum xss. Churk claimed to have “a
few billion fake USDT” for sale, at a cost of 0.5-2 percent of the Tether value. Churk
alleged that the fake cryptocurrency shares common identifiers with its legitimate
counterpart, such as pictures and other attributes. This sale is very likely credible, given

© 2024 ZeroFox, Inc. All rights reserved.
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Churk’s positive reputation within the forum and explicit agreement to use the forum’s

escrow service.

May 3, 2024 mm <
Liena: 2%
KOHTaKTbI: churk@xmpp.xyz

| have few billion of fake Usdt ( Erc20 contract, on Ethereum network ).
Erc20 contract called Usdt, with same picture and description and so on.
ITISNOTA FLASH COIN IT WILL NOT DISAPEAR NEVER | STILL HAVE ONES FROM 2021 CAN NOT DISAPEAR It can not be swapped to other crypto, but is recognized by Coinbase, Metamask, Trustwallet, Phantom...

Probably some other wallets also, this platforms | know for sure is recognized by because | tested it. It can very easilly be used to scam someone Lon 1

Willing to sell it through escrow

Price is 2% of value ( for bulk it can go down to 0.5% )
No free tests

Xss post by Churk advertising the sale of fake Tether ERC20
Source: ZeroFox Intelligence

Churk advised that the fake USDT are not a “flash coin”, claiming to still be in possession
of fake coins from 2021 that are recognized by the cryptocurrency platforms Coinbase,
Metamast, Trustwallet, and Phantom. Churk conceded, however, that the fake USDT
cannot be exchanged for other crypto, though they can be used “easily” in unmediated
1:1 exchange scams.

e Flash coin is a term used to describe fake cryptocurrency that disappears before
its use, often shortly after arriving in a crypto wallet. They can be in a variety of
formats, such as Bitcoin (BTC), Ethereum (ETH), or Ripple (XRP).

On May 13, 2024, positive reputation actor “maximlofl” commented on the thread,
warning potential buyers of multiple issues they had experienced after purchasing 2,500
fake tether tokens at a cost of USD 50. Maximlofl alleged that:

e The fake coin does not automatically appear in a crypto wallet, requiring it to be
added manually. Maximlofl provided an image which suggests that the fake
currency was not recognized.

e The USDT logo does not show on the tokens, resulting in the token appearing

inauthentic.

© 2024 ZeroFox, Inc. All rights reserved.
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Today at 8:41 AM

| paid for 2,500 usdt tokens which cost $50. (He gave me extra 1,000 tokens =)

(2] .
. Well, he sent the tokens but there are some issues | want to let everyone know before you purchase
maximlofl
RAID-maccus . .
1. The token does not automatically show up in your wallet, you have to add it manually from the contract address

) 2. No USDT logo showing on the token so it looks fake

Jul 20, 2022
52 3. The value of the token in dollars in the wallet shows $0.00 as you can see from the screenshot below, but the 3,500 USDT arrived

Just to let everyone know before you make a purchase

Xss post by maximlofl warning potential buyers of Churk’s services
Source: Zerofox Intelligence

@

3,500 Usdt

T J

Send Receive

Tfetster +3,500 Usdt

Xss post by maxim1lofl displaying a crypto wallet balance of USD 0.00
Source: ZeroFox Intelligence

Further discussion followed between several actors as to whether different
cryptocurrency platforms would be more suitable for the fake Tether. Churk advised that

they would address compatibility issues. Another actor, “sed”, pointed out that the most

important feature of the fake Tether is that it does not disappear.

Fake exchange and investment scams are conducted via the threat actor setting

[ ]
up a website imitating a legitimate cryptocurrency site, almost certainly
promising unrealistic high returns and rates. These fake exchanges allow victims
© 2024 ZeroFox, Inc. All rights reserved.
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to deposit funds but then restrict withdrawals, or the threat actors will simply
disappear with the invested money.

These two announcements indicate a roughly even chance of an increased interest in
fake cryptocurrencies within DDW forums. Cryptocurrencies such as Tether are likely to
be continually implicated in this activity, due in part to threat actors’ ability to emulate it,
its general popularity amongst competitors, and the high degree of anonymity that can
be exploited.

If threat actors are continually successful in leveraging fake cryptocurrencies for
malicious purposes, it is likely that additional purchasing options will become available in
DDW forums. This would very likely lead to an increased threat to both individuals and

organizations that are either involved in cryptocurrency trading or accept it as tender.

| Malicious Al-Enhanced Bot Announced for Sale

On May 6, 2024, untested threat actor “Average” started a thread in the
Russian-speaking DDW community Exploit advertising the development of a new
artificial intelligence (Al)-powered one-time password (OTP) bot that can be leveraged
in two-factor authentication (2FA) bypass attacks, as well as other social engineering
activity. The bot can reportedly emulate human conversation by using a “soft woman

voice” and handling interruptions accordingly.

e Inthe post, Average embedded a screenshot of a voice chat log allegedly
portraying conversation between the bot and an unknown victim. The bot
presented itself as a Microsoft Outlook support representative and was allegedly
able to extract an OTP from the victim.

e Average claimed that the bot can also be “trained” to perform a variety of social
engineering techniques. This very likely refers to the bot's alleged ability to update
its knowledge over time, using various learning methods and effectively

responding to prompts.

© 2024 ZeroFox, Inc. All rights reserved.
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Average

megabyte
see This is the begining of long term thread about our upcoming product

Combining classic OTP grabbers + Al + Social Engineering

Example of use case

Logs

Paid registratior

Joined

Activity

Exploit post displaying script of Al bot conversation
Source: ZeroFox Intelligence

An OTP bot is an automated program designed to steal OTPs from users by leveraging
social engineering techniques to impersonate a legitimate service and bypassing any
multi-factor authentication (MFA) protocols in place. By illicitly obtaining a victim's OTP, a
threat actor can gain unauthorized access to the target network and conduct further
malicious activity, such as data theft or deploying harmful software.

According to Average, the bot is still under development, though a beta version is
available to up to three “investors”, whose funds will be used to improve the tool. In
exchange, they will receive lifetime access to the service. This option was purportedly
going live three days after the advertisement was published and is now very likely
available.

e The bot was originally available for pre-order at a cost of USD 300, which allegedly
included access to the service and lifetime support. However, the cost has since

been reduced to USD 150. This is very likely due to a lack of initial interest.

© 2024 ZeroFox, Inc. All rights reserved.
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e Average has offered a demonstration to interested parties and agreed to use the
forum’s escrow service, both of which almost certainly increase the credibility of
Average and the bot service.

The advertisement of this bot is almost certainly indicative of a growing interest in
unrestricted Al tools within both DDW and open web communities. Throughout 2024,
threat actors of varied motives and capabilities are very likely to increasingly seek tools
able to enhance their ability to conduct malicious cyber activity.

© 2024 ZeroFox, Inc. All rights reserved.
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| Recommendations

Adopt a Zero-Trust cybersecurity architecture based upon a principle of least
privilege.

Implement network segmentation to separate resources by sensitivity and/or
function.

Implement secure password policies with phishing-resistant MFA, complex
passwords, and unique credentials.

Leverage cyber threat intelligence to inform the detection of relevant cyber
threats and associated tactics, techniques, and procedures (TTPs).

Ensure critical, proprietary, or sensitive data is always backed up to secure,
off-site, or cloud servers at least once per year—and ideally more frequently.
Develop a comprehensive incident response strategy.

Configure email servers to block emails with malicious indicators, and deploy
authentication protocols to prevent spoofed emails.

Deploy a holistic patch management process and ensure all IT assets are
updated with the latest software updates as quickly as possible.

Proactively monitor for compromised accounts being brokered in DDW forums.
Configure ongoing monitoring for Compromised Account Credentials.

© 2024 ZeroFox, Inc. All rights reserved.
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| Appendix A: Traffic Light Protocol for Information

Dissemination

WHEN SHOULD
IT BE USED?

HOW MAY IT
BE SHARED?

WHEN SHOULD
IT BEUSED?

HOW MAYIT
BE SHARED?

Sources may use

TLP:RED when information
cannot be effectively acted
upon by additional parties
and could lead to impacts on
a party's privacy, reputation,
or operations if misused.

Recipients may NOT share

TLP:RED with any parties
outside of the specific
exchange, meeting, or
conversation in which it
is originally disclosed.

Sources may use

TLP:GREEN when information
is useful for the awareness of
all participating organizations,
as well as with peers within the
broader community or sector.

Recipients may share

TLP:GREEN information

with peers and partner
organizations within their sector
or community but not via
publicly accessible channels.

Sources may use

when
information requires support
to be effectively acted upon
but carries risks to privacy,
reputation, or operations
if shared outside of the
arganizations involved.

Recipients may ONLY share

information
with members of their own
organization and its clients, but
only on a need-to-know basis
to protect their organization
and its clients and prevent
further harm.

Note that

restricts sharing to the
arganization anly.

. Clear

Sources may use
TLP:CLEAR when information
carries minimal or no risk

of misuse in accordance

with applicable rules and
procedures for public release.

Recipients may share

TLP:CLEAR information
without restriction, subject
to copyright controls.
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| Appendix B: ZeroFox Intelligence Probability Scale

All ZeroFox intelligence products leverage probabilistic assessment language in analytic
judgments. Qualitative statements used in these judgments refer to associated
probability ranges, which state the likelihood of occurrence of an event or development.
Ranges are used to avoid a false impression of accuracy. This scale is a standard that
aligns with how readers should interpret such terms.

Almost Roughly
Very : Very Almost
No Unlikely Even Likely , :
Chance Unlikely EREEEE Likely Certain
1-5% 5-20% 20-45% 45-55% 55-80% 80-95% 95-99%
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