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Febran_ded Ransomware-As-A-Service Project
Advertised

Untested threat actor “nebel” advertised what they claim is a new
ransomware-as-a-service (RaaS) project, dubbed “Nevada,” on the Russian
language Dark Web forum “RAMP.” Despite the actor’s claims the project is
new, ZeroFox researchers assess this is likely a rebranded version of an older
Raa$S project, dubbed “Luna,” because the two have nearly identical features,
including:
«  Written in Rust

Uses AES and ECC encryption

Works on systems running Windows, Linux, and ESXI

Controlled via administrator panel

Contains real-time chat to negotiate with victims

Like the old project, the actor refuses to work with English-speaking threat
actors. They also offered to split any successful ransom payments 85 to 15 in
favor of affiliates, which is notable because most ransomware developers
typically offer affiliates a smaller cut of the profits.

ZeroFox researchers assess the actor likely rebranded the initial “Luna” RaaS
project because it failed to attract affiliates, indicating it is highly likely that
there is a lull in interest from threat actors in the current ransomware market.
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Original post from
thrgat acF%or “nebel” [oRaaS] Nevada 85/15

1< & nebel - © Saturday at 3:
advertising what they bel - © Saturday at 3:15 AM

claim is a new "
ransomware_as_a_servic Forums > Market\ /3% > Partners Program \ RaaS \ S{E{k{EitE!l

e (RaaS) project, dubbed
“Nevadap )

Saturday at 3:15 AM

Mpwrnawaem B NapTHEPCKYO NPOrpamMmMy C CaMbiMU BbIrOAHBIMU YCIOBUAMM.
He paboTaeM ¢ aHr10-roBopawmMMM (MOXanyncTa, He TpaTbTe CBOE M Uy>XKOE BPeMs).

Jlokep HanucaH Ha Rust, wudposanune AES + Eliptic Curve.
MynbTunoTtouHbiv, wndpyet dann NOJIOCAMU (uTo AaeT MakCMMaibHYH CKOPOCTb C KAUECTBOM).
BoamoxxHocTb gobaBnaTh Baw ¢yHkumMoOHan.

Dec 21, 2021 MocTosHHas noaaepikka, GMKC BO3IMOXHbIX 6aroB npu nx obHapy>KeHnu.

Messages win/linux/esxi

Reaction score
HO3ep dpeHann agMUH NaHenb A5 NEePEroBoOpOB.

Points Pean-tanm uat ¢ dyHKuMeln "npounTtaHo am Bawe coobuieHme".
KonnuectBo BU3NTOB, AaTa NocaegHero “3axoga” - Bce 3TO Y Hac ecTb.
— OtaenbHbii TOR-goMeH ans nonb3oBaTteniel Hawero codra.
SLIDE / 3 OtgenbHbii TOR-10MEH ANs KIMEHTOR HaLUMX NH06UMUMKOB.
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Actor Sells Access To ATM Management
Software For Unnamed European Bank

In early December 2022, untested threat actor

“theskull77” sold access to the ATM management

software for an unnamed European bank on the Europeanibani kTl rarAgeent aacass

predominantly Russian language forum “Exploit.” The

alleged deal would allow threat actors to exploit a

SQL injection vulnerability to steal sensitive data from theskull77
the backend of the bank’s ATM network, including the B ) A A 0, TV 5 A AT
balances and locations of various ATM machines. The e

actor said that operators can also restart the ATMs, B s

which would likely allow a skilled threat actor to s -
compromise the machines with malware and steal

cash from the devices.

The asking price for the access started at $100,000
USD, indicating the alleged buyer would likely expect
to net a significant return on their investment.

ZeroFox researchers assess the actor is credible
because they agreed to use the forum’s escrow
service, which would require them to deposit funds
before a deal was brokered.
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Threat Actors Abusing Malware Loader
Developed As Penetration Testing Tool

New and untested threat actor “DarkBLUP” advertised a malware loader
dubbed “Ares” on the Russian language Dark Web forum “RAMP.” ZeroFox
researchers assess this loader is likely a legitimate penetration testing tool
that is now being abused by threat actors. This is because of a similar project,
dubbed “Project Ares,” was previously uploaded to GitHub as a
proof-of-concept (PoC) by the well-regarded user and red teamer
“CerberSec.”

The loader mimics legitimate software to trick victims into the executing
malware with administrator rights on their machines.. Additional features of the
loader include:
«  Written in C/C++
Supports 64-bit payloads
Makes it look like malware spawned by another process
Prevents non-Microsoft signed binaries from being injected into malware
Hides suspicious imported Windows APIs
Leverages anti-analysis techniques to avoid reverse engineering

The actor had ten licenses available for $300 USD per month.
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Original post from
threat actor “DarkBLUP”
advertising a malware
loader dubbed “Ares” on

the predominantly Yomaersit e

RU SS | an | anguage D a rk 3pech 6yayT OnMCaHbl AOCTOMHCTBA, NPaBUAA UCTIONIb30BaHMA N10aAePa, KOTOPbIiA Bbl apeHAyeTe.
We b fo rum ! R A P" Ha3saHue npoaykTa: AresLoader.

Nov 14, 2022 MecauHas apeHaa oboiaércs B 300$. Hukakux ckuaok He npeaycMoTpeHo. B ctonmocTs BkatoueHbl: 5 rebuild ( Bkatouas nepebiii ), KaXAblid € YaCTUUHOM YMCTKOW cTaba

( yHuKanuzaums curHatypbl BuHapHuka ). Jlioboi nocnegyrowmia rebuild 6yaet ctouts 50$, 370 MOXeT 3aHATL HEKOTOPOE BPeMms, T.K. JaHHas ycayra oKasblBaeTcs
UCK/IIOUUTENIBHO BPYUHYHO, HO AOATO XAaTh Mbl HE 3acTaBUM.
MomMumo 31010, pyuHOI MOPGWMHT Koaa ( Ans kaxaoro build oH cBoiA ).

Messages
Reaction score

Points

MpuHuun pabotbl AresLoader 3akatouaeTca B TOM, UTO OH BblgaéT cebs kak nerutumHoe MO ( He obasatenbHas GyHKLMA ) U CIeAO0M NOATPYXAaeT NONAE3HYIO Harpysky,
KOTOpyto NpsaYeT Ha aucke B aoboe yaobHoe ans Bac mecto. Mepea 3anyckomM nonesHoun Harpysku, Ares 3anyckaeT eruTHbli daiin.

AresLoader moxet 3anpawmsate admin npasa y [MNonb3oBaTens ( noka He pa3pewwuT ) oT UMeHn cmd.exe 1 B NOCNEACTBMU NepeaaTb Npasa ¢ cmd.exe Ha None3Hyto
Harpysky.

SLIDE / 6
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Bundle Contains Exploits For Unpatched
Vulnerabilities In Different Services

Well-regarded and established threat actor “LORD1” advertised a bundle
containing exploits for unpatched vulnerabilities in different services, including
Fortinet, Windows, Linux, Atlassian Bitbucket, VMware, and Oracle, on the
predominantly Russian language Deep Web forum “Exploit.” The alleged
exploits impact various remote code execution (RCE) vulnerabilities, tracked
as:

CVE-2022-40684 (Fortinet)

CVE-2022-36804 (Atlassian Bitbucket)

CVE-2021-39144, CVE-2022-31675, CVE-2022-22960 (VMware)

CVE-2022-21497, CVE-2021-35587 (Oracle)

Additionally, the bundle contains exploits for several undisclosed local privilege
escalation (LPE) vulnerabilities in Windows and Linux.

The actor charged $4,000 USD for the bundle. They also had exploits for
unpatched vulnerabilities in Veeam and Apache. The actor did not specify a
price for these exploits.

ZeroFox researchers assess the sale of this bundle would likely lower the
barrier to entry for threat actors because the exploits come with an intuitive
graphical user interface (GUI) and an integrated post-exploitation toolkit.
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Original post from
threat actor “LORD1"
advertising a bundle

containing exploits for LORD1
unpatChEd . . e e
vulnerabilities in 0
different services s
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