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Threat Actor Selling ‘Qyick’ Ransomware

Untested threat actor “lucrostm” advertised a ransomware variant dubbed “Qyick”, on
the English language Dark Web forum “CryptBB.” According to the actor, this variant
follows the growing trend of ransomware gangs utilizing intermittent encryption for
their projects. This technique allows operators to encrypt a victim’s files faster than
traditional methods and avoid detection by most antivirus products by only
encrypting a portion of the targeted files’ content during an attack. Additional features
of the ransomware include:

Written in Go

Prevents Event Tracing for Windows (ETW) from logging system events
Malware executes on all target machines on network at the same time
Obfuscates malicious C2 communications

The actor specified that the current ransomware version does not support an
automated method for data exfiltration. However, the actor plans to add this
functionality in the future.

If legitimate, ZeroFox researchers assess that a deal involving the sale of “Qyick”
ransomware would very likely lead to the proliferation of new ransomware gangs,
since most established, Russian-speaking ransomware groups typically offer affiliate
programs instead of selling their projects outright.
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Original post from

threat actor “lucrostm”

advertisinga
ransomware variant
dubbed “Qyick”
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Threat Actor Selling ‘Qyick’
Ransomware (Cont.)
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Verified Financial Services Accounts For Sale

New and untested threat actor “Stealthway” advertised verified accounts for different financial services, and their corresponding PII, on
the predominantly Russian language Deep Web forum “Exploit.” Capable threat actors could almost certainly leverage these accounts
to cash out stolen funds or commit other fraud, since the accounts are verified using real, compromised data. The shop, also known as
“Stealthway,” has various accounts available, including:

PayPal

Apple Pay

Venmo

Coinbase

Binance

BlackCatCard

Revolut

After purchase, the actor claims that buyers will also receive a copy of the stolen PII that was used to verify the accounts.

The shop also has scanned copies of documents containing sensitive data of victims from all over the world that threat actors are
highly likely to use for identity theft, including:

e SSNs

Driver’s licenses

Passports

Photos of victims holding IDs

Credit scores

Background checks
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Screenshot from
“Stealthway” shop
selling veritied
accounts for different
Einancial services and
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Verified Financial Services
Accounts For Sale (Cont.)

STE ' I_TH ® Contacts ® Telegram channel

We don't sell accounts/cards with balance, please look elsewhere.

Stealthway - #1 Stealth Account
Solution

The Stealthway service enables you to buy a bank account, payment
processors, SSN/DL# lookup, verified cryptocurrency exchanges, passport
and other documents of any country. We have an extensive international
network of partners, who will make it possible for you to obtain the
required documents/accounts. A long list of services at reasonable prices is
waiting for you!

SUPPORT TELEGRAM
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‘Custom Fraud Bots Service Advertised

New and untested threat actor “ATOM INC”
advertised a service to develop custom bots for
fraudulent operations, on the predominantly Russian
language Deep Web forum “WWH-Club.” ZeroFox )
researchers are observing an uptick in more threat VIP ATOM INC | Reverse / Software development, Telegram bots, WEB-sites
actors automating their operations on secure S MIONBC - O Saturday at 22:14

messaging applications, like Telegram or Discord, as
these platforms are free to use and offer more
security and flexibility than traditional Deep or Dark

Web marketplaces.

Saturday at 22:14

Ci;’ ATOM INC

ATON NE &
The actor claims that they can build custom Telegram ] ®
bots with obfuscated code, offering better security to By Bac npuseTcTayeT kopnopaus ATOM
bad actors, including attempts to reverse engineer Reaction: >
the source code to reveal the true identities of both Gararel Purchases: 5,405

Donated: $0

buyers and sellers. The actor also claims to develop
custom bots for VK and Discord.

If legitimate, ZeroFox researchers assess this service
is likely to expand, with the growing interest in
automation, and because the actor is allegedly T r—
recruiting for an affiliate program.
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Threat Actor Offering Spamming & Phishing
Infrastructure Setup

Moderately credible threat actor “Anunnaki” advertised
a service to install the infrastructure needed to perform
spamming and phishing campaigns at scale, on the
predominantly Russian language Deep Web forum
“XSS.” The actor claims to utilize a setup to ensure that

Lots of complains and frustrations about inbox delivery of Email Spam/Phish campaigns, blacklisting or incapacity of current mailing setup to deliver results as intended.
These are very common challenges posed by the now-sophisticated Anti-Spam Policies and Traps, implemented to ensure your spam campaigns gets JUNKED,
Despite these, there are fool-proof ways to setup your spam campaign that'll guarantee a very high Inbox Delivery Rate with good results. To ease this setup process, | have

a h ig h VOI u me Of Spam messag es Wi I I be Successfu I Iy tr::)n(::allfi offered to FULLY SETUP such campaign infrastructure from scratch as you desire.
del ive red to the i n bOXeS Of the i ntended ViCti ms . | will setup Private Mass Email Infrastructure for Guaranteed Delivery of your spam/phishing campaigns of any quantity or complexity. for clarity and better understanding,

a4 You can PM me here or on my Telegram handles for more details.

ESCROW IS FULLY ALLOWED

Despite the actor’s lack of credibility on the forum, =
ZeroFox researchers assess this service is likely to sNRANTEED |
facilitate successful spam and phishing campaigns, as W @  INBOX DELIVERY

the actor agreed to use an escrow service, requiring
them to make a deposit before brokering a deal.

ZeroFox researchers note that the actor is likely
offering this service in response to automated
competitors, since similar tools leveraging automation
cannot adapt to changes in anti-spam policies or other
fraud management tools as quickly as competitors that
rely more on manual functionality.



