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‘New Ransomware-As-A-Service Project
Established

Untested threat actor “cobaltforce” announced a newly established ransomware-as-a-
service (RaaS) project on the predominantly Russian language Dark Web forum
‘RAMP”. Unlike similar services, this new, unnamed project automates most interactions
between the affiliate groups and ransomware developers, giving affiliates more
autonomy to run the campaigns. The project is designed to compromise devices running
various operating systems and software that creates and runs virtual machines,
including:

Windows

Linux

VMWare ESXi

Additional features of the project include:
Strong encryption
Leverages multithreading to encrypt files faster
Performs directory traversal attacks to gain access to sensitive files
Generates new Cobalt Strike payloads via remote server
Moves through multiple systems on the network
Encrypts hidden drives

ZeroFox researchers assess this new project is likely to attract a significant number of
affiliates because they would immediately have an elevated role within the ransomware

gang.
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Windows, Linux & ESXi Affiliate Program
Beb naHenb:

Kpunt:

PyHKLMSA KPUNTOBaHWA Ha NeTy nonesHoi Harpysku CobaltStrike, a Tak ke MakMManbHOe nojaep>kaHue YUCTOTbl co3jaBaemMblx 6UNAOB, reHepauvs 6UNZ0B 1 KpUnT
NONEe3HbIX Harpy3oK NPON3BOAUTCA Ha yAaneHHOM cepBepe, Be6 naHenb He XpaHuT y cebs 6unapl WndpoBaHMa U paclundpoBKK.

XpaHuauie:

Bcem napTHepam nNpeAoCTaBASETCA XpaHUAULLE No npoTokoay webdav

KomaHaHas pabora:

Criey, posib (Cynepsusop) B NaHesn No3BOUT BaM peructpuposarsb staff nepcoHan, n HasHauatb AOCTYN U YPOBHU AOCTYMa K TEM UK UHbIM KaMMaHUAM, Bbl MOXeTe
co3aaTb HEOTrPaHWUEHHOE KO/I-BO rPynNr, K04V B pamMKax OAHOM rpynibl MOTyT obLaTbca B yaTe MexXay cobol, Bbl MOXeTe ornpeaenunTb Kakne KaMnaHuv BUAUT rpynna,
Kakue He BUAWT, Tak Xe eCTb BO3MOXHOCTb, OTPaHUUUTb rPymny PeXXMMOM TO/IbKO MPOCMOTP 1 3anpeTuTb Ntobble GpyHKLMOHabHbIE AeUTCBMA B NaHeAW B paMKax

AaHHOW KamnaHuw. staff nepcoHan He MoXeT caMmocToATeNbHO CO3AaBaTh KaMMaHWK, Co3AaHne KaMrnaHui ¥ GUHaHCOBbIE MOTOKW OCTAOTCA B MOJHOM KOHTpose
Cynepsusopa.
KamnaHwus:

Mocne cozpaHus kaMnaHuy Bam AOCTYMNHO co3jaHune 6MI]AOB, a Tak Xe co3jaHune pe6vm,aoa Ha nety, eciun ﬂpeAblAyLLlMl}i 6]/1/1,0, BacC He YCTPOWA MO Kakum TO NpuUymnHam.
Kon-Bo pe6ww,os OrpaHn4yeHo, HO IMMUT BCeraa MOXHO pacllMpuTb Yepes AAMMHMCTpaTOpa. an nepBoM CO34aHuUn 6unaa Bam 6y,qe1' npeanoXxeHo BHeCTU
MU3MEeHEeHNA B 3arnmncky, 370 MOXHO cAefiaTb TOZIbKO Npu NepBMYHOM CO34aHUN, U B paMKax Npuanyma, HUKakmx CTOPOHHUX KOHTakToOB U Tak Aajiee, BCe KakK Yy BCeX.
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Data Breach Impacting Stockpile Announced

Well-regarded threat actor “nightly” announced a data breach impacting Stockpile,
the digital brokerage, on the predominantly Russian language Deep Web forum
“XSS”. The actor claims the breach involves the PII of more than one-million users,
along with an undisclosed number of gift cards that contain stock shares or
cryptocurrency. Compromised data includes a user’s:
: Full name

Email address

Hashed password

Gender

Date of birth

SSN

The actor charged $75,000 USD for the complete dataset. They also agreed to use
an escrow service, indicating the actor is more likely to possess what they claim.

ZeroFox researchers assess that it is virtually certain a threat actor can resell the
stolen data or cash out funds from the gift cards to turn a profit on the criminal
underground, due to the constant demand among both vendors and threat actors for
fresh sets of PIl and gift cards.
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‘Custom Payloads That Avoid Detection By EDR
Solutions Advertised

© Cobalt Strike FUD Payloads CheckZilla Complete FUD + Custom Bypass of Tier 1 EDRs

Well-regarded threat actor “LORD1” advertised a service to Cylance/Sentinel/CrowdStrike/Carbon
generate custom Cobalt Strike payloads that will not be
detected as malicious by multiple Endpoint Detection and
Response (EDR) solutions on the predominantly Russian LORDl S
language Deep Web forum “Exploit”. The announcement s A O A
follows a recent trend where an increasing number of
threat actors are developing methods to bypass EDR
solutions to compromise corporate targets. The impacted
EDR solutions allegedly include:
Cylance — -
SentinelOne Susema Nowalso custom bypass fter 1 EDRS - Cylance/Sentnel/CromdStke/Carbones. You mustindiaee whichane i neaded and th pic may vary depending o ceumtances
CrowdStrike
Carbon Black . .
The actor said that each payload is customized based on oo

the target and the goals of the threat actor. They claim to
build 32-bit or 64-bit executable files.

Prices for the payloads start at more than $1,000 USD per
build.
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Service Provides Threat Actors With Access To
Various Penetration Testing Tools

New and untested threat actor “CINT” advertised a service
to scan target networks for potential vulnerabilities, dubbed
“CINT Scanner as a Service”, on the English language
Dark Web forum “CryptBB”. The service provides users
with access to a comprehensive set of premium

penetratlon testing tools, including:
Metasploit Professional

CINT SaaS | Find vulnerabilities and setup professional C2s.

Invicti Enterprise CINT Scanner as a Service
Acunetix At’)ouﬁ CINT
Burp Suite Enterprise

. How does SaaS work?
Cobalt Strike ‘ M——
Brute Ratel

The actor charged $35 USD for a single scan using most
tools. There was also an option to perform an unlimited
number of scans for $100 USD per month.

of thousands

ZeroFox researchers assess this service is highly likely to
succeed because it allows threat actors to quickly begin
reconnaissance on a target without having to buy
expensive licenses or rely on compromised (AKA cracked)
versions of software.



