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Scope Note

ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source accesses,
vetted social media, proprietary data sources, and direct access to threat actors and groups through covert
communication channels. Information relied upon to complete any report cannot always be independently verified. As
such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and includes caveat
language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our
assessments and recommendations. All sources used in this particular Intelligence product were identified prior to 06:00
AM (EST) on February 28, 2024; per cyber hygiene best practices, caution is advised when clicking on any third-party
links.

| Brief | iSoon Data Breach and
China’s Geopolitical Strategy

> Key Findings

e TheiSoon breach provides meaningful evidence that the Chinese Communist
Party (CCP) leverages the Chinese private sector to achieve its geopolitical goals
and illustrates the role the CCP has on priority-setting in the Chinese technology
sector.

e The breach shows that contractors are used to target China’s adversaries with
cyberattacks designed to exfiltrate data in line with CCP's geopolitical priorities,
which is then sold to Chinese state bodies.

e There is evidence from the breach to suggest China has deployed this strategy
against targets with which it has geopolitical disputes. While the targeting of
entities in these locations may be in line with CCP geopolitical aims, it is unknown
if these efforts are at the direction of the CCP.

| Analyst Commentary

While foreign intelligence services have repeatedly warned that China utilizes the private
sector, the iSoon breach provides meaningful information on the inner workings of how
third-party hacking services are leveraged by the Chinese Communist Party (CCP). The
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iSoon data disclosures also underscore the role the CCP has in directing private cyber
threat actors and the Chinese technology industry in general.

For decades, the CCP has played a key role in setting priorities across private sector
industries—including employing private firms to conduct hacking and cyber espionage
on behalf of the state. However, under President Xi Jinping (who came to power in 2010),
state intervention in the private sector has increased, particularly in the technology
sector.

e Since 2020, the technology sector has been subjected to a harsh crackdown,
which has decimated the value of Chinese private tech companies no longer

seen as independent bodies but rather as entities closely aligned with the CCP.

Across sectors, private firms are constrained by Xi's unique definition of national security

and required to operate in line with China’s geopolitical aims.

e Even before the data breach, iSoon advertised its close relationship with the
Chinese government, listing the Ministry of Public Service and other Chinese
government agencies as clients on its website.

e The company also mentions implementing the spirit of President Xi Jinping's
instructions on developing cybersecurity education and expertise on its website.?

e The type of wording used on the iSoon website is similar to the messages being
relayed by official Chinese government outlets, which, under Xi, are required to
push a uniform view of national security.”

e Implemented in 2014, Xi's vision of national security is all-encompassing and
applies across industries. It includes a broad obligation for ministries and the
private sector to educate the public on what constitutes national security in
China.

"hxXps://yris.yira[.]Jorg/essays/1447
2

hxXps:/ [www.scmpl[.]Jcom/tech/big-tech/article/3227753/timeline-chinas-32-month-big-tech-crackdown-killed-w
orlds-largest-ipo-and-wiped-out-trillions-value

hxXps:/ [www.rfi[.]fr/en/international-news/20240222-massive-leak-shows-chinese-firm-hacked-foreign-govts-act
ivists-analysts-1
* hxXps:/ [www.12371[.]cn/special/xxzd/hxnr/aqg/
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Targeted Entities

The entities targeted by iSoon closely mirror the CCP’s geopolitical priorities, indicating
that for-hire hacker groups may be liaising with the CCP to provide valuable information
on China’s adversaries. Internal data seen in the breach demonstrates that the hackers
accessed foreign networks and attempted to sell the data to the CCP; the CCP then
purchased any data it determined would be useful.

e The breach shows that China is relying, at least partially, on third-party services to

conduct offensive cyber operations.

In one instance, data stolen from the Viethamese economic ministry was being
advertised for USD 55,000.°

e China’s interest in targeting Vietham’s economic ministry is likely linked to
Vietnam's closer economic ties with the United States since the pandemic. The
United States has been urging companies with operations in China to move them
away from China to U.S.-allied nations in a trade move called friendshoring.’

e Vietnam is a leading friendshoring destination because it has similar
manufacturing expertise to Chinag, large deposits of rare-earth minerals, and even
lower wages.

A number of nations that China has territorial disputes with were also listed in the breach.
In early February 2024, ZeroFox warned that Chinese threat actors were likely targeting
government agencies in nations that contest Chinese claims to the East China and

South China Seas.

e Due to China’s encroachment, these nations have forged closer security and
economic ties with the United States and have created an unbroken military
alliance from Japan and South Korea all the way to Australia.

e This likely explains the repeated targeting of entities like the Malaysian Foreign
Affairs and Defense Ministries and the Philippine Navy Service.” The Philippines in

particular has been especially confrontational with China since 2022, and ZeroFox

r‘hXXps://vvvvvv.securityvveek[.]com/cm—online—dump—of—chinese—hocking—documents—offers—o—rore—vvindovv—into—p
ervasive-state-surveillance/

® hxXps://www.aseanbriefing[.Jcom/news/exploring-friendshoring-shifting-operations-in-asia-and-chinal/

7 hXXps:/[internet2-0[.]com/iSoon-victims/
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reported in February 2024 that Chinese threat actors had attempted to infiltrate
government websites and email systems belonging to the Philippine Coast Guard
and President.’?
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Potential targets of iSoon leak Source:
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The leaked data pertaining to India also seems to have geopolitical significance.

e TheiSoon breach reveals that data from 2020 was stolen from the Indian Home
Affairs, Foreign Affairs, and Defense departments in 2021 and advertised for sale®
During this period, India and China were engaged in a year-long border standoff
that saw dozens of Indian officers killed and thousands of troops stationed along
the shared border of Galwan, India.”

e The border issue has not been resolved and impacts several smaller nations that
share boundaries with both countries—including Nepal, whose presidential
palace, Foreign Affairs and Defense departments, and an important telecom
outlet were all targeted." China has been battling for influence in Nepal (which

has historically been closer to India )in recent years, and threat actors have likely

® “Chinese Threat Actors Targeting Philippines over Sea Disputes.” ZeroFox Flash Report, Feb. 9, 2024

*hXXps:/ [www.indiatoday|.]in/india/story/chinese-hackers-target-government-home-ministry-air-india-reliance-is
oon-leak-data-2505682-2024-02-22

" hXXps:/[indianexpress|.]Jcom/article/india/galwan-valley-clash-timeline-india-china-disengagement-7358554/

" hxXps:/[internet2-0[.]Jcom/iSoon-victims/
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sought useful information that could be used to undermine India’s relationship
with Nepal and increase Chinese influence.

In some instances, contractors carried out surveillance abroad that Chinese police
routinely carry out at home.

e Leaked data shows iSoon would surveil foreign social media outlets for
anti-government sentiment and instead push pro-CCP messaging. Chinese
authorities already have the power to do this against domestic social media firms.
Both domestic and foreign Chinese dissidents were heavily targeted, as the CCP
views them as a threat to national security.

e The data breach revealed hacking of networks in Hong Kong and Taiwan, which
China considers part of its territory. The leaks pertaining to Hong Kong higher
education entities were particularly centered on the pro-democracy protests

often organized on campus in 2019-2020.”

Entities linked with the Uyghur Muslim region of Xinjiang in Western China were also
hacked. Hacks against Pakistani and Afghan government entities were tied to Uyghur
groups, even though both nations maintain good relations with China.

e Uyghur militants are known to have ties to the Taliban and Al-Qaeda, and iSoon
advertised its services as “anti-terror” support to assist the Xinjiang police in
investigating potential Muslim extremists."”

e [tis unclear why the CCP took up the anti-terror offer.

e The leaked data is around 1.43 GB stolen from Pakistan’s anti-terrorism center in
Punjab province between May 2021 and January 2022."

e The documents also indicate that the Chinese government sanctioned spying on
Pakistan’s Ministry of Foreign Affairs and the Pakistan telecommunication
company Zong.

hxXps://hongkongfp[.Jcom/2024/02/24/hackers-for-sale-what-we-know-about-chinas-massive-iSoon-cyber-lea
k/

BhxXps:/ [www.securityweek[.]com/an-online-dump-of-chinese-hacking-documents-offers-a-rare-window-into-p
ervasive-state-surveillance/

14
hxXps://www.indiatoday/[.]in/india/story/chinese-hackers-target-government-home-ministry-air-india-reliance-is
oon-leak-data-2505682-2024-02-22
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| Appendix A: Traffic Light Protocol for Information

Dissemination

WHEN SHOULD
IT BEUSED?

HOW MAYIT
BE SHARED?

WHEN SHOULD
IT BEUSED?

HOW MAYIT
BE SHARED?

Sources may use

TLP:RED when information
cannot be effectively acted
upon by additional parties
and could lead to impacts on
a party’s privacy, reputation,
or operations if misused.

Recipients may NOT share

TLP:RED with any parties
outside of the specific
exchange, meeting, or
conversation in which it
is originally disclosed.

Sources may use

TLP:GREEN when information
is useful for the awareness of
all participating organizations,
as well as with peers within the
broader community or sector.

Recipients may share

TLP:GREEN information

with peers and partner
organizations within their sector
or community but not via
publicly accessible channels.

Sources may use

when
information requires support
to be effectively acted upon
but carries risks to privacy,
reputation, or operations
if shared outside of the
organizations involved.

Recipients may ONLY share

information
with members of their own
organization and its clients, but
only on a need-to-know basis
to protect their organization
and its clients and prevent
further harm.

Note that

restricts sharing to the
arganization only.

-
- Clear

Sources may use
TLP:CLEAR when information
carries minimal or no risk

of misuse in accordance

with applicable rules and
procedures for public release.

Recipients may share

TLP:CLEAR information
without restriction, subject
to copyright controls.
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| Appendix B: ZeroFox Intelligence Probability Scale

All ZeroFox intelligence products leverage probabilistic assessment language in analytic
judgments. Qualitative statements used in these judgments refer to associated
probability ranges, which state the likelihood of occurrence of an event or development.
Ranges are used to avoid a false impression of accuracy. This scale is a standard that
aligns with how readers should interpret such terms.

Almost Roughly
Very : Very Almost
No Unlikely Even Likely , :
Chance Unlikely EREEEE Likely Certain
1-5% 5-20% 20-45% 45-55% 55-80% 80-95% 95-99%
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