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‭Scope Note‬

‭ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source accesses,‬
‭vetted social media, proprietary data sources, and direct access to threat actors and groups through covert‬
‭communication channels. Information relied upon to complete any report cannot always be independently verified. As‬
‭such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and includes caveat‬
‭language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our‬
‭assessments and recommendations. All sources used in this particular Intelligence product were‬‭identified prior to 9:00‬
‭AM (EST) on March 10, 2025‬‭; per cyber hygiene best practices, caution is advised when clicking on any third-party links.‬
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‭|‬‭Key Findings‬
‭●‬ ‭In January 2025, ZeroFox observed a new Telegram channel claiming to be‬

‭associated with the hacktivist collective Anonymous Sudan. According to posts‬
‭made in the channel, the collective has resumed operations under the name‬
‭“Anonymous Sudan Second Battalion”.‬

‭●‬ ‭Statements posted in the channel indicate the resurgence is very likely motivated‬
‭by an intent to inflict punitive retribution against institutions perceived by the‬
‭collective as opposed to the political policies of the Russian Federation,‬
‭Palestinians, and Sudan.‬

‭●‬ ‭During January, the collective claimed to have conducted a number of distributed‬
‭denial-of-service (DDoS) attacks targeting entities located in African nations‬
‭(primarily Uganda and Libya).‬

‭●‬ ‭There is a likely chance that the new Telegram channel is reflective of a legitimate‬
‭Anonymous Sudan resurgence. In such a case, there is a roughly even chance‬
‭that the collective will resume the targeting of U.S., Europe, and Israel-based‬
‭entities in the short to medium term.‬
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‭In January 2025, ZeroFox observed a new Telegram channel claiming to be associated‬
‭with the hacktivist collective Anonymous Sudan. According to posts made in the channel,‬
‭the collective has resumed operations under the name Anonymous Sudan Second‬
‭Battalion and has already conducted a series of attacks. Statements posted in the‬
‭channel indicate there is a very likely chance that the resurgence is motivated by an‬
‭intent to inflict punitive retribution against institutions perceived by the collective as‬
‭opposed to the political policies of the Russian Federation, Palestinians, and Sudan.‬

‭Anonymous Sudan (also tracked as Storm-1359) is a hacktivist group that is almost‬
‭certainly politically and religiously motivated, and has a history of conducting DDoS‬
‭attacks against perceived opposition entities. Historically, the majority of the collective’s‬
‭victims have been located in the United States, Europe, or Israel and are often‬
‭representative of values and activity perceived as associated with the West.‬

‭●‬ ‭Anonymous Sudan has historically targeted organizations perceived as displaying‬
‭support for Israel's role in the Israel-Hamas conflict. In 2024, the collective‬
‭conducted attacks against organizations such as artificial intelligence (AI)‬
‭company Open AI,‬‭cit‬‭ing its “general biases toward Israel and against Palestine.”‬‭1‬‭2‬

‭●‬ ‭The collective has also conducted attacks against high-profile organizations that‬
‭are perceived as holding opposing ideological views, including Netflix and‬
‭Scandinavian Airlines.‬‭3‬‭4‬

‭●‬ ‭While claiming to operate in furtherance of an Islamic agenda and in the interests‬
‭of both Sudan and Gaza, Anonymous Sudan has displayed tactics, techniques,‬
‭and procedures (TTPs) that are indicative of logistical and ideological affiliations‬
‭with Russia. This includes the use of messaging platform Telegram, which is often‬
‭utilized by Russia-based cyber threat collectives. The group has also operated in‬
‭affiliation with other Russian disruption and ransomware groups, such as Killnet,‬
‭Skynet, and REvil.‬‭5‬

‭5‬ ‭hXXps://cyberint[.]com/blog/research/anonymous-sudan-an-analysis/‬

‭4‬

‭hXXps://www.reuters[.]com/business/aerospace-defense/airline-sas-suffers-cyber-attack-customer-info-leaked-‬
‭2023-02-14/‬

‭3‬ ‭hXXps://www.scmagazine[.]com/brief/netflix-impacted-by-anonymous-sudan-ddos-attack‬

‭2‬ ‭hXXps://status.openai[.]com/incidents/21vl32gvx3hb‬

‭1‬ ‭hXXps://status.openai[.]com/‬
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‭●‬ ‭In 2024, Anonymous Sudan revealed in a Telegram post that it had been using‬
‭"infrashutdown," a DDoS-for-hire service, while confirming its intention to continue‬
‭using this service for future attacks. The group also claims to have previously‬
‭leveraged SkyNet DDoS services.‬‭6‬

‭Anonymous Sudan seemingly ceased activity in October 2024, following the reported‬
‭disruption and indictment of key members referred to as the “Sudanese Brothers” by law‬
‭enforcement (LE) entities.‬‭7‬ ‭The group’s existing Telegram channel was also disabled.‬

‭●‬ ‭Shortly following the group’s recent resurgence announcement, pro-Palestine‬
‭threat actor group "LulzSec Black" announced an alliance with Anonymous Sudan;‬
‭this alliance claims to “strengthen online Islamic unity and collaborative cyber‬
‭efforts.”‬‭8‬

‭●‬ ‭ZeroFox also observed mentions of Anonymous Sudan’s return in the Telegram‬
‭channels of several other hacktivist collectives, most of which seemingly prioritize‬
‭the targeting of Israel-based entities.‬

‭Anonymous Sudan claims to have conducted at least 12 DDoS attacks between January‬
‭2 and January 17, 2025. All of the alleged listed targets are located in African nations‬
‭(primarily Uganda and Libya), which the group accuses of having a "disgraceful stance‬
‭against the Sudanese cause".‬

‭●‬ ‭Anonymous Sudan’s recently claimed victims include Libya’s Ministry of Foreign‬
‭Affairs, where critical systems and official websites were allegedly compromised.‬

‭●‬ ‭The collective also claims to have conducted “espionage attacks” focused on‬
‭stealing sensitive data in order to disrupt Libya’s support of military operations.‬

‭●‬ ‭None of Anonymous Sudan’s recently announced attacks have targeted entities in‬
‭the United States, Europe, Israel, or any other regions historically aligned with the‬
‭collective’s targeting patterns. There is a likely chance that this is due in part to an‬
‭intent to avoid further disruption by Western LE entities, as well as to prioritize‬
‭seeking retribution against those perceived as being politically opposed to Sudan.‬

‭8‬ ‭hXXps://t[.]me/+5tOXpaGX8o8xNDc8‬

‭7‬

‭hXXps://www.justice[.]gov/usao-cdca/pr/two-sudanese-nationals-indicted-alleged-role-anonymous-sudan-cybe‬
‭rattacks-hospitals‬

‭6‬ ‭hXXps://t[.]me/xSkynet/235‬
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‭Anonymous Sudan announcing attack on Libyan institutions‬
‭Source: Telegram‬

‭Anonymous Sudan demands Libya stop empowering militia‬
‭Source: Telegram‬

‭© 2025 ZeroFox, Inc. All rights reserved.‬
‭4‬



‭|‬‭Brief‬‭|‬‭Anonymous Sudan Announces Return in Telegram Group‬
‭B-2025-03-10a‬
‭TLP:CLEAR‬

‭There is a likely chance that the new Telegram channel is reflective of a legitimate‬
‭Anonymous Sudan resurgence—particularly given the inclusion of check-host links.‬
‭However, no further attack claims have been observed within the Telegram channel‬
‭since January, which is likely indicative of the collective either lacking the resources to‬
‭maintain a steady attack tempo or being cautious about its target selection. There is‬
‭also an unlikely chance that the resurgence is a hoax, with the Second Battalion either‬
‭not being representative of a hacktivist collective or having minimal association with‬
‭Anonymous Sudan. If the collective is indeed a return of Anonymous Sudan, there is a‬
‭roughly even chance that it will resume the targeting of U.S., Europe, and Israeli-based‬
‭entities in the short to medium term.‬
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‭|‬‭Appendix A: Traffic Light Protocol for Information‬
‭Dissemination‬
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‭|‬‭Appendix B: ZeroFox Intelligence Probability Scale‬
‭All ZeroFox intelligence products leverage probabilistic assessment language in analytic‬
‭judgments. Qualitative statements used in these judgments refer to associated‬
‭probability ranges, which state the likelihood of occurrence of an event or development.‬
‭Ranges are used to avoid a false impression of accuracy. This scale is a standard that‬
‭aligns with how readers should interpret such terms.‬
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