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​Scope Note​

​ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source accesses,​
​vetted social media, proprietary data sources, and direct access to threat actors and groups through covert​
​communication channels. Information relied upon to complete any report cannot always be independently verified. As​
​such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and includes caveat​
​language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our​
​assessments and recommendations. All sources used in this particular Intelligence product were​​identified prior to 9:00​
​AM (EDT) on June 24, 2025​​; per cyber hygiene best practices, caution is advised when clicking on any third-party links.​
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​|​​Key Findings​
​●​ ​In the late evening of Monday, June 23, 2025, U.S. President Donald Trump​

​announced on his social media platform, Truth Social, that Israel and Iran had fully​
​agreed to a “complete and total ceasefire.”​

​●​ ​Approximately two hours after the ceasefire was due to begin, Israel claimed to​
​have detected a missile launch emanating from Iran—an action that would have​
​been in violation of Iran’s initial 12-hour ceasefire period.​

​●​ ​Despite initially bellicose statements from Israeli officials and explosions reported​
​in Tehran, Prime Minister Benjamin Netanyahu claimed that Israel had refrained​
​from retaliation.​

​●​ ​As of the writing of this report, the integrity of the ceasefire is unclear and​
​fast-changing, though there is a very likely chance that the Iranian, Israeli, and U.S.​
​governments perceive a bilateral ceasefire to be mutually beneficial.​

​●​ ​However, a likely chance remains that hostilities will resume within the coming​
​weeks, exacerbated by the presence of numerous pro-Iranian parties in the​
​region that have historically perceived Israeli and U.S. assets as viable targets.​
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​|​​Details​
​A bilateral ceasefire between Iran and Israel brokered by the United States and Qatar has​
​reportedly been violated by the launch of further missiles by Iran toward Israel, though​
​Iranian officials have denied these allegations.​​1​ ​Details surrounding the integrity of an​
​announced ceasefire remain scarce as of the writing of this report, but Israeli Defense​
​Minister Israel Katz issued a statement vowing to “respond forcefully.”​​2​

​The ceasefire announcement follows approximately 12 days of hostilities between Iran​
​and Israel, during which hundreds of air-to-surface missiles, surface-to-surface missiles,​
​and drones have been launched.​

​●​ ​Initial Israeli attacks targeted Iranian nuclear facilities, ballistic missile production​
​facilities, and several areas in central Tehran.​​3​ ​Targeting soon widened to include​
​senior military and government personnel, as well as military​
​infrastructure—particularly air defense systems and missile launchers. The​
​resulting dominance of Iranian air space achieved by the Israeli Air Force led to​
​significantly increased freedom of maneuver and a notably reduced risk of​
​retaliation from Iran.​​4​

​●​ ​The Iranian response—some of which has reportedly involved the use of the​
​“Kheibar Shekan” multi-warhead ballistic missile, one of Iran’s advanced​
​long-range weapons—has targeted Israeli national infrastructure such as airports​
​and scientific research facilities.​​5​ ​Iran’s ability to conduct further strikes was​
​almost certainly severely degraded by Israeli military operations, resulting in​
​lower-scale attacks as the conflict continued.​​6​

​6​ ​hXXps://www.aljazeera[.]com/news/2025/6/20/a-simple-visual-guide-to-iran-and-its-people​

​5​

​hXXps://www.indiatoday[.]in/world/story/israel-iran-conflict-iran-uses-kheibar-shekan-missile-to-pierce-israels-ir​
​on-dome-what-is-it-2744684-2025-06-22​

​4​

​hXXps://www.reuters[.]com/business/aerospace-defense/israeli-air-power-reigns-over-iran-needs-us-deeper-im​
​pact-2025-06-17/​

​3​ ​hXXps://www.aljazeera[.]com/amp/news/2025/6/13/sounds-of-explosions-heard-in-irans-capital-tehran​

​2​

​hXXps://www.timesofisrael[.]com/liveblog_entry/katz-instructs-idf-to-respond-forcefully-after-iran-breaks-ceasefi​
​re-with-missile-attack/​

​1​ ​hXXps://www.nbcnews[.]com/world/middle-east/live-blog/live-updates-iran-israel-trump-ceasefire-rcna214671​
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​The United States joined the conflict on June 21, 2025, three days after President Trump​
​initially announced the possibility was being considered.​​7​

​●​ ​In collaboration with the Israeli government, the U.S. military led an operation​
​codenamed “Midnight Hammer.” The operation utilized submarine-launched​
​ballistic missiles, as well as multiple B-2 stealth bombers that departed from the​
​U.S. state of Missouri earlier on the same morning.​

​●​ ​The strikes targeted three Iranian nuclear facility sites: the Natanz Nuclear Facility,​
​the Fordo Fuel Enrichment Plant, and the Isfahan Nuclear Technology Centre.​​8​

​During a press conference following the strikes, Chairman of the U.S. Joint Chiefs of Staff​
​General Dan Craine and U.S. Defense Secretary Pete Hegseth praised the operation's​
​precision, while conceding that a battle damage assessment (BDA) is still pending.​​9​

​Meanwhile, President Trump stated that the operation had “totally obliterated” the​
​nuclear sites during his White House address.​​10​

​The initial Iranian response to the U.S. military action included Iranian state television​
​announcements detailing further missile strikes against Israeli targets, which were​
​followed by retaliatory Israeli strikes.​​11​ ​The Iranian government also condemned the​
​United States’ involvement and stated its intent to retaliate, prompting U.S. military bases​
​in the Middle East to pre-emptively adopt a heightened security posture.​​12​

​●​ ​On Monday, June 23, 2025, unverified reporting from media outlets and social​
​media alleged that an unspecified U.S. military base in Syria had been attacked​
​by mortar fire by an unnamed threat.​​13​ ​No further information was available at the​

​13​ ​hXXps://en.mehrnews[.]com/news/233551/US-base-in-Syria-comes-under-attack​

​12​

​hXXps://www.theguardian[.]com/world/2025/jun/22/trump-announces-us-strikes-on-iran-what-we-know-so-far-f​
​ordow-israel-nuclear​

​11​

​hXXps://www.reuters[.]com/world/middle-east/iran-weighs-retaliation-against-us-strikes-nuclear-sites-2025-06-​
​23/​

​10​ ​hXXps://www.nytimes[.]com/2025/06/22/us/us-bomb-iran-nuclear-timeline.html​

​9​

​hXXps://www.defense[.]gov/News/Transcripts/Transcript/Article/4222543/secretary-of-defense-pete-hegseth-and​
​-chairman-of-the-joint-chiefs-of-staff-gen/​

​8​ ​hXXps://www.bbc[.]com/news/articles/cvg9r4q99g4o​

​7​ ​hXXps://www.bbc[.]co[.]uk/news/articles/c4g8ll3xlweo​
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​time of this writing, but sources suggest this was likely carried out by pro-Iranian​
​forces in the region.​​14​

​●​ ​That same day, unverified social media reporting claimed that several explosions​
​had been observed in close proximity to a U.S. military base located in Qatar. The​
​reporting alleged that Iran had launched six rockets towards the base, resulting in​
​the activation of U.S. air defense systems.​​15​

​In the days following the strike on June 21, 2025, U.S. government officials continued​
​advising Iran to re-enter discussions in pursuit of a ceasefire, with President Trump​
​warning Iranian leaders that any retaliation against U.S. assets would be met with “force​
​far greater than what was witnessed tonight [Saturday evening].”​​16​

​In the late evening of Monday, June 23, 2025, President Trump announced on his social​
​media platform, Truth Social, that Israel and Iran had fully agreed to a complete and​
​total ceasefire.​​17​

​●​ ​Despite this announcement, a statement by the Iranian Foreign Minister Araghchi​
​seemingly rejected any formal agreement “until Israeli forces halt military actions​
​by 04:00 (GMT).”​​18​ ​Shortly after this post, the Iranian Foreign Minister stated that​
​fighting had continued right until the deadline set but that hostilities had ended​
​for the time being.​​19​

​President Trump’s Truth Social Post​
​Source: hXXps://truthsocial[.]com/@realDonaldTrump/​

​19​ ​hXXps://thehill[.]com/policy/defense/5365456-irans-foreign-minister-no-final-decision-ceasefire/​

​18​

​hXXps://economictimes.indiatimes[.]com/news/defence/israel-conducts-military-strikes-across-iran-minutes-afte​
​r-trump-declares-ceasefire/articleshow/122036157.cms?from=mdr​

​17​ ​hXXps://truthsocial[.]com/@realDonaldTrump/posts/114735940283355339​

​16​ ​hXXps://www.aljazeera[.]com/news/2025/6/22/us-bombs-irans-nuclear-sites-what-we-know-so-far​

​15​ ​hXXps://x[.]com/mynewshub/status/1937191077699813590​

​14​ ​hXXps://unn[.]ua/en/news/us-base-in-syria-shelled-with-mortars-mehr​
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​As described by President Trump, the ceasefire was set to start on June 24, 2025, around​
​00:00 (EDT)—first with 12 hours of military inaction by Iran and then followed by inaction​
​by Israel’s military for the next 12 hours, allowing both sides to complete any​
​already-in-progress missions. During each country’s 12-hour ceasefire period, the other​
​country was to remain peaceful; after a total of 24 hours, the 12-day war would conclude,​
​and further hostilities would cease.​​20​

​Approximately two hours after the ceasefire was due to begin, Israel claimed to have​
​detected a missile launch emanating from Iran—an action that would have been in​
​violation of Iran’s initial 12-hour ceasefire. Information surrounding the number and type​
​of missiles, likely intended targets, and the time of launch differs greatly. Despite initially​
​bellicose statements from Israeli officials and explosions reported in Tehran, Prime​
​Minister Benjamin Netanyahu claimed that Israel had refrained from retaliation.​​21​​22​

​●​ ​Reporting surrounding the alleged ceasefire violation (including whether Israel or​
​Iran are at fault and if retaliation took place) is largely inconsistent to date.​

​As of the writing of this report, the integrity of a ceasefire is unclear and fast-changing.​
​There is a very likely chance that the Iranian, Israeli, and U.S. governments perceive a​
​bilateral ceasefire to be mutually beneficial—particularly if the latter two parties realize​
​any strategic successes related to the degradation of Iranian nuclear facilities. As such,​
​there is a likely chance that hostilities will reduce significantly in the coming days.​

​However, a likely chance remains that hostilities will resume within the coming weeks,​
​exacerbated by the presence of numerous pro-Iranian parties in the region that have​
​historically perceived Israeli and U.S. assets as viable targets. The Iraq-based Popular​
​Mobilization Forces (PMF), the Yemen-based Houthis, and Hamas have historically​
​conducted aggressive operations under varying degrees of direction from the Iranian​
​government, obfuscating the efficacy of any ceasefire and the strategic intent of the​
​involved parties.​

​22​ ​hXXps://www.bbc[.]co[.]uk/news/live/cn7ze4vmk2pt​

​21​ ​hXXps://www.reuters[.]com/world/middle-east/trump-announces-israel-iran-ceasefire-2025-06-23/​

​20​

​hXXps://apnews[.]com/article/trump-iran-oil-strait-hormuz-regime-change-35eb69d501e5e4fa00463009d539996​
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​|​​Appendix A: Traffic Light Protocol for Information​
​Dissemination​
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​|​​Appendix B: ZeroFox Intelligence Probability Scale​
​All ZeroFox intelligence products leverage probabilistic assessment language in analytic​
​judgments. Qualitative statements used in these judgments refer to associated​
​probability ranges, which state the likelihood of occurrence of an event or development.​
​Ranges are used to avoid a false impression of accuracy. This scale is a standard that​
​aligns with how readers should interpret such terms.​
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