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Russian Forum ‘Exploit’ Requiring Users To
Enable Multi-Factor Authentication

The administrator of the Russian language Deep Web
forum “Exploit” has announced that all users will soon be
required to enable multi-factor authentication (2FA) on
their accounts. The forum is implementing the change
because an increasing number of threat actors are
compromising Deep and Dark Web forum accounts, likely
to avoid having to pay registration fees or to scam their
peers.

The forum’s competitor, “XSS,” has also made changes
recently to deter fraud, mandating that all forum users
make transactions via an automated escrow service.

“Exploit” users have until December 20, 2022 to enable
2FA, or their accounts will be disabled.
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B CBAI3Y C y4aCTUBLLMMUCS CYHasMI KDXKK MOYT NPUBSA3aHHBIX K akkayHTaM dopyMa, ABYX-(hakTopHas aBTopu3aLms Tenepb CTaHOBUTCA 06s3aTeNbHON
[lo 20 pexabps Bce yyacTHUKN (hopyma [O/MKHBI BK/TKUNTL 2FA CAMOCTOSTENBHO.

YueTkn 6e3 AByx-(hakTopHO# aBTOpU3aLMM NOANEXAT AeaKTUBALIMK,
BoccTaHoB/eHUe akkayHTa npu yTepe kntoya 2FA - He BO3MOXHO.

[Ons skntoyeHns 2FA, nepeiianTe B HACTPOIIKK akkayHTa > Be30nacHOCTb akkayHTa
CnepyiTe UHCTPYKLMAM.

CoxpaHuTe CBO¥i KOfj, 2FA 1 He TepsiiiTe ero!

# Browsers:
- YcTaHaBnMBaeM paclumperme
ans firefox https://addons.mozilla.org/en-GB/firefox/addon/auth-helper (Source code https://github.com/Authenticator-Extension/Authenticator)
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Actor Selling Root Access To 2,000
Compromised Linux Web Servers

NeW and untested threat actor “AXiSWeapon” AccesstoovlerZOOO Hosting Servers and Domains Full ROOT ACCESS WHM
advertised root access to more than 2,000 e —
compromised Linux servers running Hestia Control

Panel on the predominantly Russian language Deep

Web forum “XSS.” In addition to the web panels, the

actor said the servers can also be accessed via Secure
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Shell (SSH), a protocol designed for remote
ad m i n istration A Ski ”ed th reat actor Ca n almost ALK Hi Selling access to over 2,000 domain and servers with WHM Hestia Control panel and Cpanel Access - and access to SSH - Root Access
1 HH 1 = Domain extensions World Wide - Need a botnet of over 2,000 servers with 1gbps Internet speed? or modify a person website hosting or selling software and want to
Ce rtal nly Utl I |Ze these Web Se rve rS for Va r|OUS Cybe r- A’;Z‘;‘;?ﬂgfn put a virus on it and upload it to the website for people to download - or need email list of over 200,000+ people Just let me know i can show proof within seconds
attacks, including: e
BOtn et Creatlon : Al}‘ ; £ )Kanoba @jLike +Uutata < Oteer

Spread additional malware

Perform domain hijacking

Leak sensitive data

Launch phishing or spam campaigns

ZeroFox researchers assess the actor likely exploited a
new vulnerability in Hestia because of the high number
of servers available, indicating that more threat actors

are successfully compromising Linux-based machines.
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Actor Claims Data Outlines Cyber-Attacks
Launched By Chinese Government

New and untested threat actor “WoyouLuma” advertised 613 MB of sensitive
data outlining various cyber-attacks allegedly launched by the Chinese
government against targets worldwide on the predominantly Russian language
Deep Web forum “Exploit.” Compromised data includes:

The real identities of more than 100 state-sponsored threat actors
Information about various China-based companies that allegedly supported
the attacks

A list of the alleged targets

Internal communications between the threat actors involved

Evidence of corruption in the Wuhan policy agency

The actor charged $10,000 USD per document or $150,000 USD for the
complete dataset. They also offered to sell the personally identifiable
information (PIl) of individual threat actors for $1,000 USD per person.

ZeroFox researchers assess the announcement of this data likely indicates that
there is a government insider leaking secrets about China’s cyber warfare
operations because the actor claims the information was obtained firsthand
from the Chinese Ministry of State Security.



 zerorox Actor Claims Data Outlines Cyber-
Attacks Launched By China (Cont.)

Original post from
threat actor .
“WovouLuma"” Y\l Wuhan government hacking database for sale .

advertising 613 MB of R

sensitive data outlining
various cyber-attacks

allegedlylaunched by

the Chinese o

a()r\/geertr; n\/:/%r;fda\/%iacjig St o ‘}I'\"IEZe;rtcl))\llizt;t:u{:zdd:[c;i:::s:tc])é;e::gl:eﬂi;;fc;z:?;ilzl; ;’:122:tlﬁiyeb;;[jltti:crtzfggrs\iz 2?: 21(8&:;?;:58 government in Wuhan. | am just a middleman, acting as an agent for the seller

W Data can be purchased by individual record, by category, or in bulk. If you are interested, please contact me to negotiate the wholesale price. If you buy the entire database, consider
exclusive sales.

Paid registration Brief introduction:

Joined 1. The identities of more than 100 hackers working for the Chinese government in Wuhan and officials of the National Security Bureau responsible for organizing and

Actlvit); coordinating cyber attacks, including names, photos, ID numbers, phone numbers, and home addresses. (1000 USD per identity)

2. The names, addresses, and internal documents of companies supporting the Wuhan State Security Bureau's cyberattacks. (10000 USD)
Deposit 3. Lists of hacked entities around the world from an internal confidential database. (10000 USD)
: 281 B 4. Internal WeChat and Mixun communications between hackers in Wuhan. Content included cyberattacks, dissatisfaction with superiors' corruption, complaints about low pay,

long working hours, and restrictions on travel. It also includes dissatisfaction with the government's new crown epidemic prevention and Internet restrictions. (20000 USD)
5. Evidence of cronyism and corruption among senior National Security Bureau leaders in Wuhan. (10000 USD)

If you are interested in purchasing, please private chat or contact WoyouLuma@proton.me to get the payment address.
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Intel Broker Leaks Sensitive Email Data

Related To Iran

Well-regarded threat actor and established
intel broker “Spectre” leaked the sensitive
Outlook data of two Iranian Ministry of
Foreign Affairs employees on their
Telegram channel “Spectre’s Intel
Repository” (AKA “intelrepo”). In addition to
email messages, the leaked files likely
contain other sensitive data, including
calendar events and contacts. The actor
claims they disclosed the files in support of
the Iranian demonstrators protesting the
current regime, specifically the morality
police.

In November 2021, “Spectre” advertised
another data leak related to the Saudi
Arabian government on the now defunct
English language Deep Web forum
“RaidForums.” Similarly, the actor obtained
the leak from the email inboxes of Saudi
military officials.
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Spectre’s Intel Repository

Iranian Ministry of foreign affairs emails leak

Details:

These two inboxes contain sensitive MOFA data which is being
leaked in support of the protests in Iran and against the
oppressive Iranian regime and their corrupt morality police.

Download link:
The files are given below:
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259.1 MB
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