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Scope Note

ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source accesses,
vetted social media, proprietary data sources, and direct access to threat actors and groups through covert
communication channels. Information relied upon to complete any report cannot always be independently verified. As
such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and includes caveat
language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our
assessments and recommendations. All sources used in this particular Intelligence product were identified prior to 9:00
AM (EDT) on September 13, 2024; per cyber hygiene best practices, caution is advised when clicking on any third-party
links.

| Flash | New Exploitation of Existing
Vulnerability Announced for Sale

> Key Findings

● On September 6, 2024, an actor known as “skng” posted in the dark web forum xss
advertising a new malicious script that is allegedly designed to target Fortinet
software solutions.

● The product allegedly enables the exploitation of an existing critical vulnerability
known as CVE-2022-40684, which was discovered in early October 2022.

● The vast majority of network exploitation leverages old or existing vulnerabilities
that have since been remedied by software manufacturers. Threat actors are able
to capitalize on the users that have not conducted the appropriate software
updates and gain initial network access.

| Details

On September 6, 2024, an actor known as skng posted in the dark web forum xss
advertising a new malicious script that is allegedly designed to target Fortinet software
solutions. According to skng, the product enables the exploitation of an existing
vulnerability known as CVE-2022-40684, which was discovered in early October 2022.
Skng is offering the malicious script to two separate buyers only at a cost of USD 3,500
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each, which is very likely indicative of attempts to prevent the vulnerability from being
identified and mitigated by the software manufacturer or security researchers. Skng
further specifies that transactions must use escrow.

● CVE-2022-40684 is an authentication bypass vulnerability with a CVSSv3 score of
9.8 and is classified as “critical.” The vulnerability affects some versions of FortiOS,
FortiProxy, and FortiSwitchManager and allows an unauthenticated attacker to
perform administrative operations via specially crafted HTTP or HTTPS requests.

● Successfully exploited, CVE-2022-40684 can allow the attacker to gain access to
privileged administrative interfaces without being in possession of legitimate
credentials. Shortly after the vulnerability’s discovery, mitigating software patches
were released alongside customer advisory notices.

xss post by skng advertising newmalicious script
Source: ZeroFox Intelligence
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According to the post, approximately 95 percent of the software currently in use cannot
be targeted due to users not using lightweight directory access protocol (LDAP)
accounts. Skng alleges that the advertised script can remedy this issue, enabling the
targeting of a much larger pool of users. It is likely that the malicious script does not
enable the targeting of software using up-to-date security patches, but rather, a larger
proportion of unpatched systems. If it enabled the targeting of patched software, the
price would likely be significantly higher.

● No further detail is provided as to how the script enables exploitation, though the
actor promises potential buyers more information and the answers to other
questions via private message.

Although skng carries a positive reputation in the xss forum, another well-regarded actor
known as “barnaul” commented beneath the post claiming that the script is not useful.
Due to the lack of detail provided in the post, the effectiveness of the script cannot be
determined.

● Criticizing each other's offerings is very commonly observed in deep and dark web
(DDW) forums, even amongst competent and well-regarded actors. There is a
likely chance that barnaul’s negative response was prompted by a failure to
obtain details from skng.

xss post by barnaul questioning the validity ofmalicious script
Source: ZeroFox Intelligence
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The vast majority of network exploitation leverages old or existing vulnerabilities that
have since been remedied by software manufacturers. Threat actors are able to both
capitalize on the users that have not conducted the appropriate software updates and
leverage malicious DDW services that specialize in uncovering and monetizing new
methods of exploiting existing and patched vulnerabilities, such as the script offered by
skng.

| Recommendations
● Follow Fortinet-issued guidance on protecting susceptible networks.

○ hXXps://www.fortiguard[.]com/psirt/FG-IR-22-377
● Develop a comprehensive incident response strategy.
● Deploy a holistic patch management process, and ensure all IT assets are

updated with the latest software updates as quickly as possible.
● Adopt a Zero-Trust cybersecurity posture based upon a principle of least privilege,

and implement network segmentation to separate resources by sensitivity and/or
function.

● Implement phishing-resistant multi factor authentication (MFA), secure and
complex password policies, and ensure the use of unique and non-repeated
credentials.

● Ensure critical, proprietary, or sensitive data is always backed up to secure,
off-site, or cloud-based servers at least once per year—and ideally more
frequently.

● Configure email servers to block emails with malicious indicators, and deploy
authentication protocols to prevent spoofed emails.

● Proactively monitor for compromised accounts and credentials being brokered in
DDW forums.

● Leverage cyber threat intelligence to inform the detection of relevant cyber
threats and associated tactics, techniques, and procedures (TTPs).
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| Appendix A: Traffic Light Protocol for Information
Dissemination
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| Appendix B: ZeroFox Intelligence Probability Scale
All ZeroFox intelligence products leverage probabilistic assessment language in analytic
judgments. Qualitative statements used in these judgments refer to associated
probability ranges, which state the likelihood of occurrence of an event or development.
Ranges are used to avoid a false impression of accuracy. This scale is a standard that
aligns with how readers should interpret such terms.
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