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​Scope Note​

​ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source​
​accesses, vetted social media, proprietary data sources, and direct access to threat actors and groups​
​through covert communication channels. Information relied upon to complete any report cannot always be​
​independently verified. As such, ZeroFox applies rigorous analytic standards and tradecraft in accordance​
​with best practices and includes caveat language and source citations to clearly identify the veracity of our​
​Intelligence reporting and substantiate our assessments and recommendations. All sources used in this​
​particular Intelligence product were​​identified prior to 1:00 PM (EST) on March 10, 2026​​; per cyber hygiene best​
​practices, caution is advised when clicking on any third-party links.​
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​|​​Key Findings​
​●​ ​Coordinated cyber operations targeting government infrastructure and​

​private-sector entities continue across Israel, Iran, and other Middle Eastern​
​countries.​

​●​ ​Russian state-linked hackers are reportedly targeting Signal and WhatsApp with​
​phishing attacks in a global campaign to compromise devices of government​
​officials, military personnel, and journalists – Signal maintains that its​
​infrastructure has not been compromised.​

​●​ ​Hacktivist and similar threat actor groups will very likely continue to target entities​
​oppositional to their ideological causes—although a significant portion of this​
​activity is likely exaggerated, it is intended to spread political messages or​
​fearmonger.​

​© 2026 ZeroFox, Inc. All rights reserved.​
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​|​​Latest Details​

​Claimed Attacks​
​Coordinated cyber operations targeting government infrastructure and private-sector​
​entities continue across Israel, Iran, and other Middle Eastern countries. These activities​
​appear to be driven primarily by pro-Iranian, pro-Palestinian, pro-Israel, anti-Iran and​
​pro-Russian hacktivist collectives, employing a combination of Distributed​
​Denial-of-Service (DDoS) attacks, website defacement, data exfiltration, and claimed​
​intrusions into Industrial Control Systems (ICS).​

​Handala Hack Team​
​On March 9, 2026, pro-Palestinian hacktivist group Handala Hack Team claimed to have​
​compromised several security cameras located in Jerusalem. Concurrently, a separate​
​leak from the group allegedly exposed the details of 50 senior Israeli Air Force personnel​
​who were involved in the recent conflict. Notably, in one of their posts, the group publicly​
​declared their allegiance to Iran’s Supreme Leader, Ayatollah Mojtaba Khamenei.​

​© 2026 ZeroFox, Inc. All rights reserved.​
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​Handala Hack Team’s post​
​Source: ZeroFox Intelligence​

​Cardinal​
​Pro-Russian hacktivist group Cardinal continues to claim seemingly sophisticated​
​intrusion attacks. On March 10, it claimed to have gained access to the systems of Israel’s​
​Shimon Peres Negev Nuclear Research Center near Dimona, and suggested that it was​
​surveilling the nuclear sector. The claim of persistent access is unlikely as it would have​
​led to significant disruptions in the services of the research center.​

​●​ ​This collective is very likely to continue claiming attacks against critical​
​infrastructure networks in Israel and other Middle Eastern countries it perceives to​
​be pro-Israel and pro-U.S. during the course of the conflict.​

​© 2026 ZeroFox, Inc. All rights reserved.​
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​Cardinal’s Telegram posts​
​Source: ZeroFox Intelligence​

​Z-Pentest Alliance​
​On March 9, 2026, pro-Russian hacktivist group “Z-Pentest Alliance” claimed to have​
​gained unauthorized access to an unnamed bar’s surveillance system located in​
​Pennsylvania, United States. The claim was posted on their official Telegram channel,​
​and the group also released proof of access for the alleged compromise, indicating that​

​© 2026 ZeroFox, Inc. All rights reserved.​
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​the access is “real-time.” ZeroFox has not independently verified the veracity of these​
​claims.​

​Z-Pentest’s Telegram post​
​Source: ZeroFox Intelligence​

​Disinformation​
​Disinformation operations continue to spread across social media platforms. An Iranian​
​news outlet circulated an AI-generated satellite image falsely claiming a U.S. base in​
​Qatar was destroyed.​​1​

​●​ ​The use of AI generated media and deepfake technologies is likely to continuously​
​be used in the spread of disinformation regarding the current state of the conflict.​

​1​ ​hXXps://www.bbc[.]com/news/live/cvg3qzx512nt​

​© 2026 ZeroFox, Inc. All rights reserved.​
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​Additional Findings:​
​Notable cyber activity over the last 24 hours (this is not an exhaustive list):​

​●​ ​Russian state-linked hackers are reportedly targeting Signal and WhatsApp with​
​phishing attacks in a global campaign to compromise devices of those who​
​appear to be people of interest to the Russian state, such as government officials,​
​military personnel, and journalists.​​2​ ​Signal maintains that its infrastructure has not​
​been compromised.​​3​

​○​ ​There is a roughly even chance that this phishing campaign is either​
​directly or indirectly linked to the conflict in Iran; if Russian state-linked​
​actors are targeting Western-aligned assets then these activities likely​
​could disrupt U.S. and Israeli targeting operations.​

​●​ ​Satellite imagery company Planet Labs has reportedly announced that there will​
​be a 14-day delay in the release of Middle East imagery to protect U.S.-allied​
​countries in the region.​​4​

​●​ ​Pro-Russian threat actor “​​NoName057(16)​​” claimed to have DDoS’d more Israeli​
​entities, including a water supply company, a transport company, and a UAV​
​company. The collective has been targeting Israel since the beginning of the​
​conflict and is very likely to continue their operations over the course of the​
​conflict.​

​●​ ​Politically motivated threat collective “​​Keymous​​” has claimed a series of DDoS​
​attacks targeting several entities in the Middle East countries it deems to be​
​pro-Israel and pro-U.S. The claimed targets include the websites of USE’s Ministry​
​of Energy and Infrastructure, Dragon Oil UAE, Etihad Water and Electricity, Bahrain’s​
​Tatweer Petroleum, Petroleum Development Oman, and Oman Electricity​
​Transmission Company. The collective provided check host links as evidence to​
​support its claims.​

​4​ ​hXXps://www.spacewar[.]com/afp/260310143754.hkpvd03w.html​

​3​ ​hXXps://x[.]com/signalapp/status/2031038277604585785​

​2​

​hXXps://www.reuters[.]com/world/europe/russia-backed-hackers-breach-signal-whatsapp-accounts-officials-jou​
​rnalists-2026-03-09/​
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​|​​Appendix A: Traffic Light Protocol for Information​
​Dissemination​
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​|​​Appendix B: ZeroFox Intelligence Probability Scale​
​All ZeroFox intelligence products leverage probabilistic assessment language in analytic​
​judgments. Qualitative statements used in these judgments refer to associated​
​probability ranges, which state the likelihood of occurrence of an event or development.​
​Ranges are used to avoid a false impression of accuracy. This scale is a standard that​
​aligns with how readers should interpret such terms.​

​© 2026 ZeroFox, Inc. All rights reserved.​
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