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Scope Note

ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source accesses,
vetted social media, proprietary data sources, and direct access to threat actors and groups through covert
communication channels. Information relied upon to complete any report cannot always be independently verified. As
such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and includes caveat
language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our
assessments and recommendations. All sources used in this particular Intelligence product were identified prior to 10:00
AM (EST) on January 17, 2024; per cyber hygiene best practices, caution is advised when clicking on any third-party links.
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> Key Findings

● ZeroFox has identified at least two instances in which threat actors are selling
data that provides real-time information on maritime vessels, including the
geographic positions of vessels, vessel details, journey details, and data on
maritime infrastructure.

● The leaked data has little monetary value for the buyer or seller and may
demonstrate that politically-motivated actors will forgo profit to achieve their
ideological aims, and there will likely be continued convergence between
geopolitical issues and cybersecurity threats.

● Houthi attacks targeting commercial vessels transiting the Red Sea have resulted
in significant political gains for the group and have caused major disruptions to
global supply chains.

● There are other important shipping lanes across the globe, and threat actors may
view obtaining similar datasets as helpful to achieving their political aims or
harming their political adversaries.
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| Details
On December 27, 2023, threat actor “APTlord” announced on dark web forum RAMP that
they were selling source code and other information owned by marinetraffic[.]com,
which was allegedly obtained by the theft of backup data from web-based Git repository
GitLab. Marinetraffic[.]com is an open-source analytics platform that provides real-time
information on maritime vessels and activity around the globe. Some of the information
available includes:

● The geographic positions of vessels (accuracy and update frequencies vary
between vessels)

● Vessel details (such as photographs, country of operation, speed, design, and
other physical attributes)

● Journey details (such as originating locations, destinations, and expected arrival
times)

● Information relating to maritime infrastructure (such as port locations, capacity,
traffic statistics, and weather conditions)

RAMP post advertising the sale of source code owned bymarinetraffic[.]com
Source: ZeroFox Intelligence
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Then, on January 13, 2024, threat actor “Drechsler” announced on the same RAMP forum
that they had dumped the source code of Maritime Situation Inconsistency Analysis
(ANAIS), a software used for the analysis of maritime space by the French Navy. ANAIS
aims to aggregate and process maritime data more efficiently, especially in regards to
suspicious or dangerous vessel behavior, in order to facilitate intervention decisions.
ANAIS also allegedly features innovations in maritime research and intelligence
pertaining to the development of maritime AI, among other things.

RAMP post advertising the sale of source code for ANAIS software
Source: ZeroFox Intelligence
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On the same day, Drechsler also published another French military-related leak of
management software “Les alpps," which is used by the 27th Mountain Infantry Brigade.
The software aims to facilitate mountain training operations and improve reaction time
in the event of an accident during such operations.

RAMP post advertising the sale of French Army training software “Les alpps”
Source: ZeroFox Intelligence

Analyst Commentary

In the first hack on December 13, 2023, APTlord asserts that some of the website's
research areas—such as interactive information systems design, design of databases
providing real-time information, and correlation of the collected information with
weather data—can be exploited. However, the price requested for the data is USD 8,000,
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and the threat actor claims that the information will only be sold to a single buyer. This is
at odds with most disclosures on the deep and dark web (DDW), where profit-seeking is
the primary motive.

In the two attacks on January 13, Drechsler does not mention a price but claims the ANAIS
software itself is worth USD 1 million. However, ZeroFox assesses that the value of the
leaked source code in terms of the ability of the purchaser to profit is close to zero.
Rather, the value of these leaks may be ideological, and threat actors selling or
purchasing the data may be inspired by other attacks on maritime targets.

It is unclear how this information could be directly leveraged to facilitate attacks against
maritime targets—especially given the abundance of maritime data already publicly
available. However, Houthi rebel attacks in the Red Sea region since mid-November have
had significant impacts on international trade and demonstrate the vulnerability of
international shipping.

● There have been approximately 30 Houthi-sponsored attacks since
mid-November.1 While no vessel targeted has failed to complete its journey—and
the sophistication of the Houthi munitions is limited compared to the U.S.-led
multinational task force patrolling the area—the attacks have still had significant
impacts.

● Houthi rebels originally stated they were targeting ships linked to Israel. They then
expanded that to the United States and United Kingdom (UK) after those countries
launched direct attacks on Houthi positions in Yemen in mid-January.2

● About half the vessels that normally transit the Red Sea have decided to take a
longer and more expensive journey around southern Africa instead, adding 10
days to the journey and millions in additional costs.

● Shipping companies are charging ships still traversing the area a 1 percent risk
cover of the ship’s value, up from one tenth of a percent before the attacks.3 With
this increase, a ship carrying USD 100 million worth of cargo would now need to
pay USD 1 million to get insurance.

3

hXXps://www.bloomberg[.]com/news/articles/2024-01-16/insurers-seek-to-exclude-us-uk-ships-from-red-sea-co
ver

2 hXXps://abcnews.go[.]com/Politics/us-carries-new-airstrike-houthis-yemen/story

1 hXXps://edition.cnn[.]com/2024/01/15/politics/houthi-missile-strikes-us-owned-ship/index.html
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● Insurance companies are inserting clauses that their coverage does not apply to
ships with U.S., Israeli, or UK interests.

● The cost to ship from Asia to Northern Europe has increased by 176 percent in one
week ending January 11.4 The cost of the Asia-to-U.S. East Coast route, which also
traverses the Red Sea, has increased 50 percent in a week.

● There have also been cost increases on routes that avoid the area. The Asia-U.S.
West Coast route has seen a 50 percent jump in costs due to more companies
using it as an alternative supply chain.5 There are also the added costs of
delivering goods by truck or rail from the U.S. West Coast to their intended
destination on the East Coast.

Threat actors may view the success the Houthis have had at disrupting global trade
along a key supply chain that handles 12–15 percent of global trade6 and attempt to
apply it elsewhere. Possible targets include the Malacca Strait between Indonesia and
Malaysia, which handles 28 percent of global trade; the South China Sea, responsible for
30 percent; and the East China Sea, which handles 21 percent.7

Pro-Chinese or North Korea threat actors could be inspired by events in the Red Sea to
target ships and thus harm the economies of Taiwan, Japan, and South Korea. These
countries are all major technology exporters that import most of their energy by sea.
Were these passageways to become impassable, there would be major cost increases
and delivery issues for consumer electronics like laptops, smartphones, semiconductor
chips, and oil and gas.

Conclusion

Recent data leaks on the RAMP forum do not align with the typical profit-making
schemes on the DDW. However, geopolitically-engaged threat actors may nevertheless
see value in such leaks if they can be used to achieve their goals or harm their

7

hXXps://www.bloomberg[.]com/opinion/articles/2024-01-14/supply-chains-canals-aren-t-the-biggest-shipping-c
hokepoints

6 hXXps://www.bbc[.]com/news/business-67980256

5

hXXps://www.supplychaindive[.]com/news/ocean-freight-rates-continue-climb-red-sea-crisis-Suez-Canal/70438
6/

4 hXXps://www.freightos[.]com/january-10-2024-update/
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adversaries. The increasing regularity of these sorts of leaks could be tied to the growing
convergence of geopolitical tensions and cyber threats.
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| Appendix A: Traffic Light Protocol for Information
Dissemination
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| Appendix B: ZeroFox Intelligence Probability Scale
All ZeroFox intelligence products leverage probabilistic assessment language in analytic
judgments. Qualitative statements used in these judgments refer to associated
probability ranges, which state the likelihood of occurrence of an event or development.
Ranges are used to avoid a false impression of accuracy. This scale is a standard that
aligns with how readers should interpret such terms.
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