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Scope Note: ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated
open-source accesses, vetted social media, proprietary data sources, and direct access to threat actors and groups through
covert communication channels. Information relied upon to complete any report cannot always be independently verified.
As such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and includes caveat
language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our
assessments and recommendations. All sources used in this particular Intelligence product were identified prior to 9:00
AM (EDT) on May 10, 2024; per cyber hygiene best practices, caution is advised when clicking on any third-party links.
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> Key Findings
● On May 6, 2024, untested threat actor “Average” started a thread in the

Russian-speaking deep and dark web (DDW) community Exploit, advertising the
development of a new artificial intelligence (AI)-powered one-time password
(OTP) bot that can be leveraged in two-factor authentication (2FA) bypass
attacks, as well as other social engineering activity.

● As of May 10, 2024, the bot is allegedly available for pre-order at a cost of USD 150,
though the release date is unknown. Average claims that up to three “investors”
are also needed, whose funds will assist in the tool’s development. Investors will
also receive access to a beta version of the bot, as well as “lifetime service.”

● The advertisement of this bot is almost certainly indicative of a growing interest in
unrestricted AI tools within both DDW communities and open web communities.
Throughout 2024, threat actors of varied motives and capabilities are very likely to
increasingly seek tools able to enhance their ability to conduct malicious cyber
activity.

| Details
On May 6, 2024, untested threat actor Average started a thread in the Russian-speaking
DDW community Exploit advertising the development of a new AI-powered OTP bot that
can be leveraged in 2FA bypass attacks, as well as other social engineering activity. The
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bot can reportedly emulate human conversation by using a “soft woman voice” and
handling interruptions accordingly.

● In the post, Average embedded a screenshot of a voice chat log allegedly
portraying conversation between the bot and an unknown victim. The bot
presented itself as a Microsoft Outlook support representative and was allegedly
able to extract a OTP from the victim.

● Average claimed that the bot can also be “trained” to perform a variety of social
engineering techniques. This very likely refers to the bot's alleged ability to update
its knowledge over time, using various learning methods and effectively
responding to prompts.

Exploit post displaying script of AI bot conversation
Source: ZeroFox Intelligence

A OTP bot is an automated program designed to steal OTPs from users by leveraging
social engineering techniques to impersonate a legitimate service and bypassing any
multi-factor authentication (MFA) protocols in place. By illicitly obtaining a victim's OTP, a
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threat actor can gain unauthorized access to the target network and conduct further
malicious activity, such as data theft or deploying harmful software.

According to Average, the bot is still under development, though a beta version is
available to up to three “investors”, whose funds will be used to improve the tool. In
exchange, they will receive lifetime access to the service. This option was purportedly
going live three days after the advertisement was published and is now very likely
available.

● The bot was originally available for pre-order at a cost of USD 300, which allegedly
included access to the service and lifetime support. However, the cost has since
been reduced to USD 150. This is very likely due to a lack of initial interest.

● Average has offered a demonstration to interested parties and agreed to use the
forum’s escrow service, both of which almost certainly increase the credibility of
Average and the bot service.

The advertisement of this bot is almost certainly indicative of a growing interest in
unrestricted AI tools within both DDW and open web communities. Throughout 2024,
threat actors of varied motives and capabilities are very likely to increasingly seek tools
able to enhance their ability to conduct malicious cyber activity.
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| Recommendations
● Scrutinize digital communications, even if appearing to have originated inside the

organization. Look for incorrect or unusual grammer, spelling mistakes,
mismatched hyperlink URLs, and illegitimate sender addresses.

● Do not divulge personal details unless the sender can be verified. The majority of
legitimate organizations will not ask for such information via email.

● Ensure an organization-level system is in place that enables employees to report
suspicious communications in order to bring awareness to ongoing campaigns
and protect other users.

● As the most secure form of MFA, physical authentication devices should be used
where possible. Devices such as USB and public key infrastructure (PKI) keys are
the least susceptible to interception, tampering, or compromise.

● MFA challenges should be as regular as possible without causing significant
disruption or the frustration likely to lead to misuse.

● Implement a password policy mandating that passwords are at least 12
characters long and consist of upper and lowercase letters, numbers, and special
characters. Passwords should be regularly changed and never reused.

● Maintain a principle of least trust by ensuring access is continuously scrutinized
and adjusted and implementing identity and access management (IAM)
solutions along with network segmentation.

● Safeguard classified, sensitive, or business-critical assets using secure, off-site
backup methods, compartmentalization, and authentication mechanisms.

● Organizations should implement training for employees focusing on awareness of
contemporary threats, phishing vigilance, social engineering resilience, and basic
cybersecurity hygiene.

© 2024 ZeroFox, Inc. All rights reserved.
4



| Flash |Malicious AI-Enhanced Bot Announced for Sale
F-2024-05-10a
TLP:CLEAR

| Appendix A: Traffic Light Protocol for Information
Dissemination
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| Appendix B: ZeroFox Intelligence Probability Scale
All ZeroFox intelligence products leverage probabilistic assessment language in analytic
judgments. Qualitative statements used in these judgments refer to associated
probability ranges, which state the likelihood of occurrence of an event or development.
Ranges are used to avoid a false impression of accuracy. This scale is a standard that
aligns with how readers should interpret such terms.
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