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Scope Note: ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated
open-source accesses, vetted social media, proprietary data sources, and direct access to threat actors and groups through
covert communication channels. Information relied upon to complete any report cannot always be independently verified.
As such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and includes caveat
language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our
assessments and recommendations. All sources used in this particular Intelligence product were identified prior to 9:00
AM (EDT) on August 1, 2024; per cyber hygiene best practices, caution is advised when clicking on any third-party links.
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> Key Findings

● On July 25, 2024, untested threat actor “Michelangelo” posted in a dark web forum
advertising a new artificial intelligence (AI)-powered malicious tool designed to
facilitate attacks targeting cryptocurrency wallets.

● The tool lists an array of features that enable various methods of obtaining
passwords associated with victims’ cryptocurrency wallets. An emphasis is also
placed upon user convenience, flexibility, and management of attack processes.

● While tools with brute-forcing and password-mining capabilities are not new, this
tool allegedly contains innovative features that reflect an appetite amongst
cybercriminals to develop and commercialize malicious techniques able to target
the growing cryptocurrency economy.

| Details

On July 25, 2024, untested threat actor Michelangelo posted in the primarily
Russian-speaking dark web forum Exploit advertising a new AI-powered tool designed to
facilitate “complex, sophisticated, and large-scale” attacks targeting cryptocurrency
wallets. Rather than searching for buyers, Michelangelo appears to be seeking other
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threat actors able to cooperate in development—particularly those able to integrate the
tool into their own projects.

● A list of features is included in the advertisement, the majority of which are
centered around user convenience, flexibility, and the ability to manage and
monitor attacks in real time. These include command line and web interfaces,
task scheduling, and real-time monitoring and analytics.

● Other details specify the tool’s ability to facilitate and enhance
password-checking and brute-forcing processes. Among these is the use of
machine learning algorithms to conduct AI-enhanced password prediction and
automate password spraying leveraging previously-obtained information, as well
as the ability to use chosen rules and custom dictionaries.

Exploit post byMichelangelo advertising new tool
Source: ZeroFox Intelligence

The advertisement does not specify exactly how the tool enables attacks or the
necessary prerequisites, but it is likely that a threat actor would first need to obtain initial
network access. Once established, the tool likely leverages the victim’s hardware
resources to conduct password mining and spraying processes, attempting to gain
access to local crypto wallets.
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● The “Passwords” that Michelangelo claims the tool can obtain could relate to
those guarding an account, the private keys associated with cryptocurrencies, or
the recovery seeds associated with security codes used to perform recovery
efforts.

● However, given the tool’s apparent reliance upon optimized GPU utilization, it is
very likely that it seeks to obtain private keys able to grant full access to the
cryptocurrency.

Upon gaining access to the victim’s cryptocurrency, the funds can be transferred to a
wallet owned by the attacker before various laundering techniques, such as the use of
tumblers, obfuscate the funds.

The tool is currently under development, and its completion timeline is not specified.
Given its likely need to be deployed to victim networks, Michelangelo’s sought-after
collaborators almost certainly include threat actors able to provide initial network
access, malware operators able to embed the tool within malicious software (thereby
providing a delivery method), or botnet operators who are seeking to exploit large
numbers of compromised credentials. It is unknown if the tool will be sold to a single
buyer, multiple buyers, or provided as a subscription-based service.

While tools with brute-forcing and password-mining capabilities are not new, this tool
allegedly contains innovative features that reflect an appetite amongst cybercriminals
to develop and commercialize malicious techniques able to target the growing
cryptocurrency economy.
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| Recommendations
● Always use reputable, well-established cryptocurrency platforms, exchanges, and

wallet services. Avoid those that are unfamiliar, especially if they appear to
contain design errors that arouse suspicion.

● When visiting cryptocurrency platforms, be sure that the web page is legitimate
before entering sensitive information. Some phishing scams target these pages
specifically, using brand impersonation and web page cloning to target users.

● Be aware of cryptocurrency scams that leverage social engineering hooks, such
as the endorsement of a given platform by a celebrity or the promise of a
“giveaway” in exchange for a small upfront cost.

● Ensure network and cryptocurrency wallet passwords are complex, not repeated,
stored securely, and changed regularly.

● Passwords, private keys, and seed phrases should be stored offline where possible
and should not be shared or stored via web browser-saving tools.

● Where possible, cryptocurrency wallets should employ phishing-resistant
multi-factor authentication (MFA) protocols.

● Consider the use of cold cryptocurrency wallets such as paper and hardware
wallets, which offer heightened security. Multiple cryptocurrency wallets should be
used for the storage of significant funds.

● Ensure that software updates and security patches relating to operating systems,
security software, and cryptocurrency wallets are kept up to date.

● Only access cryptocurrency services via private Wi-Fi networks, and consider the
use of a Virtual Private Network (VPN).

● Organizations should adopt a Zero-Trust cybersecurity posture based upon a
principle of least privilege, and implement network segmentation to separate
resources.

● Leverage cyber threat intelligence to inform the detection of ransomware and
digital extortion (R&DE) threats; their associated tactics, techniques, and
procedures (TTPs); and Indicators of Compromise (IOCs).
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| Appendix A: Traffic Light Protocol for Information
Dissemination
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| Appendix B: ZeroFox Intelligence Probability Scale
All ZeroFox intelligence products leverage probabilistic assessment language in analytic
judgments. Qualitative statements used in these judgments refer to associated
probability ranges, which state the likelihood of occurrence of an event or development.
Ranges are used to avoid a false impression of accuracy. This scale is a standard that
aligns with how readers should interpret such terms.
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