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ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source
accesses, vetted social media, proprietary data sources, and direct access to threat actors and groups through
covert communication channels. Information relied upon to complete any report cannot always be independently
verified. As such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and
includes caveat language and source citations to clearly identify the veracity of our Intelligence reporting and
substantiate our assessments and recommendations. All sources used in this particular Intelligence product were
identified prior to 7.00 AM (EDT) on April 23, 2026; per cyber hygiene best practices, caution is advised when clicking
on any third-party links.

| Brief | The Underground
Economist: Volume 6, Issue 9

| ShinyHunters Discloses Database with Anonymous
Users’ Records from DarkForums

On April 15, 2026, the established and high-profile data breach collective ShinyHunters
(which operates the dark web forum BreachForums and its associated clearnet leak site)
disclosed an alleged database of its competitor, DarkForums. The actors claimed to have
gained access to the database by exploiting a myBB vulnerability, which allegedly led to

the extraction of nearly one million private records of DarkForums’ anonymous users.

e DarkForums was created after disruptions and the alleged law enforcement (LE)
seizure of BreachForums throughout 2025. It was designed nearly identically to

BreachForums and very likely intended to serve as its replacement.

e DarkForums subsequently gained popularity and absorbed a significant amount
of BreachForums' users, making these forums direct competitors with similar illicit

offerings.

The DarkForums database leaked by ShinyHunters includes:

e 427,000 entries with post IDs (each with a link to a post, username, IP address, and
hostname)

e 44,300 unique users whose IP addresses were exposed

© 2026 ZeroFox, Inc. All rights reserved.
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e 78,000 unique IP addresses

e 19,300 connections via Tor nodes

e 15,200 connections via VPNs /hosting providers

e 97,400 entries with a residential hostname (real personal ISPs)
e 168,400 entries without a hostname (bare IP, no reverse DNS)

e 122,700 error entries (67,000 deleted posts, 43,000 timeouts, 7,500 access denied)

patasase DarkForums - 420k+ records Posts/Users/IPs
by ShinyHunters - Wednesdey April 15, 2026 at 11:15 AM

ShinyHunters

Administrator

ADMINISTRATOR

> doing fraud, | advise you to do that, | will not stop, as long forum is still doing fraud

ShinyHunters’ post on BreachForums
Source: ZerofFox Intelligence

ShinyHunters claimed they conducted this attack against DarkForums because
DarkForums’ owner (who is known as “Knox”, “Lucifer”, and “AnonOne”) is committing
fraud. ShinyHunters stated they would continue to target Knox for as long as DarkForums
is involved in fraudulent activity.

e ZeroFox assesses that ShinyHunters' accusation against DarkForums’
administrator is likely in retaliation for abusing their position by scamming

DarkForums community members and selling false data under fake usernames.

© 2026 ZeroFox, Inc. All rights reserved.
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This is not the first time that rival forum owners or administrators have attacked each
other; in January 2026, a disgruntled self-described “legendary hacker” who claimed to
have mentored several collectives, including ShinyHunters, published a database with
over 300,000 records exposing BreachForums users. DarkForums was created after a LE
seizure of BreachForums, and it was designed nearly identically to BreachForums to serve
as its replacement.

These two forums, and their respective operators, will very likely continue to engage in
exfiltrating and releasing each other’s data. This is likely to backfire, as such data can be
used by LE to locate and disrupt actors’ illicit operations, ultimately degrading these
forums’ credibility and anonymity.

| FiveEyesSpook Reveals Publicly Exposed Building
Access Controls

On April 13, 2026, untested threat actor “FiveEyesSpook” posted on the dark web forum
Exploit, claiming access to multiple internet-exposed systems in buildings running AXIS
Entry Manager using default credentials. The actor is soliciting collaboration to further
investigate the company’s systems and identify potential vulnerabilities, including
authenticated exploits, in the AXIS A1001 Entry Manager system.

e Axis Communications is a Sweden-based company that specializes in intelligent
security solutions and manufactures IP-based network cameras, surveillance

software, access control systems, intercoms, and audio devices used for security.

e Axis Communications sells AXIS Entry Manager, an IP-based physical access
control software that manages physical access control systems (PACS)—systems
that control and monitor who can physically enter a building or restricted area
using doors, keycards, PIN codes, and entry logs.

"hxxps://www.darkreading[.]Jcom/threat-intelligence/breachforums-breached-exposing-324k-cybercriminals

© 2026 ZeroFox, Inc. All rights reserved.
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Exposed Building Access Systems (with proof) | OTKpbITble cUCTEMBI AOCTYNa B 34aHue (¢
NOATBEPXAAOLLMMMN LOKYMEHTaMM)

By FiveEyesSpook, Monday at 08:51 PM in Security and Hacl

Reply to this topic

FiveEyesSpook  Posted / at 08:51 PM

kilobyte
While doing some research into Picture Archiving and Communication System (PACS) exposed infrastructure, | noticed that across Shodan there are also “webapp/pacs/® which AXIS, & building
access company associates to Physical Access Control Systems (PACS). Through this shared acronym | noticed that earlier versions of AXIS Entry Manager use default setup creds of ‘root:pass’,
see https://faq.axis.c rticle/default-username-and-password-for-axis-edge-device?lar e=en_US

As an example of this, take a look at hitp://104.13 ( 31/webapp/pacs shtml 5 (f /104.13.243.20:8 bi pacs/inde 112ic which has a password of

‘root:pass’. This will tell you that the building is at 908 Bishop in Dallas Texas. What you can also see is who lives in which building, when they enter the building, if you want to delete everyane's
Paid registration door codes, or give sameone else one. There are others (i.e. hitp://72.215.24 webapp/p r html 6241#eventlo t 5.24C vebapp/pacs/index.shtrr

id=6241 g)) however encourage others to play around with Shodan searches and overall messing with these if you want.

(ID: 224708) I'd be keen to potentially also collaborate with someone at some point in potentially looking for authenticated exploits for the AXIS A1001 Entry Device Manager System (this stuff). Could be a CVE
A(;[|v\|y ' ar extra bots in your botnet.
30N1aCHOCTD urity
A“'g(gﬂm B Xoze nccnefosaHns MHAPacTPYKTYPbI, UCTONb3YEMOii B CUCTEMAaX apxnBMpOBaHKA 1 Nepeaaqm nsoopaxeruii (PACS), A saveTun, 4To B Shodan Taikke npucyTCTBYET nanka “webapp/pacs/”,
KOTOpYI0 KoMnaHua AXIS, 3aHMMaloLLAACA CUCTEMaMI KOHTPO/IA OCTYNA B 3AaHUAX, CBA3LIBAET C cMCTEMaM (i3M4eCcKoro KoHTponsa aoctyna (PACS). Bnarogaps 3Toii 06Lyeli aG6pesuarype s
06HapyXun, 4To B Gonee paHHNX Bepcuax AXIS Entry Manager no yMon4aHmio MCnonb3yloTcs YHeTHbIe AaHHble “root:pass’, oM. hitps://fag.a om/s e/defau ame-a ord-for
e _US B kauecTBe npumepa paccmotpum http://104.13.243 1/webapp/pacs/index.shtml?id=3. 1ttp 8 C

naposib KOTOPO — Toot:pass’. ST0 MOKAXET, 4TO 31aHNE HAXOAUTCA No agpecy 908 Bishop B Jannace, Wat Texac. Takke MOXHO YBU/ETh, KTO B KaKOM 3/1aHIM KVBET, KOTla OHM BXOAIAT B
3/1aHNE, Y MOXKHO /W YAANNTL KOfibl OT ABEPEH BCEX XMUbLIOB UM BbIAATH KOA APYroMy. ECTb 1 pyTie BO3MOXHOCTY (Hanpumep, hitp. 215,24 ebapp/pac ex.sht
id=6241#ev ) ttp://72.215.249.213/webapp/pacs/inde tml?id=6241#¢ 0),) OAHAKQ, EC/IN XOTUTE, MOKETE NO3KCNEPUMEHTVPOBATL C NOMCKOM B Shodan 1 Apyrumi noaaGHIMK
VHCTPYMEHTaMW. 51 6bin Gbl pag nopadoTarb € KEM-HWUOYAb Haz, MOMCKOM yA3BUMOCTEN 418 CUCTEMBbI YNpaBeHns ycTpoiicTeamu goctyna AXIS A1001 (1 Tomy nogo6Hoe). 3To MoryT GbiTb CVE
WK JononHnTeNbHble GoThl B BaweM GoTHeTe.

FiveEyesSpook’s post on Exploit about exposed building access

Source: ZeroFox Intelligence

According to FiveEyesSpook, they used Shodan to identify internet-exposed AXIS Entry
Manager interfaces associated with PACs. They then gained access by logging in with
publicly documented default credentials.

e The actor claims they were able to access sensitive information such as building
details, resident/user data, and entry logs, potentially allowing them to modify or
control door access.

© 2026 ZeroFox, Inc. All rights reserved.
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AXIS AXIS Entry Manager

COMHUNICATIONS

Access Management Alarm Log Event Log Reports Setup English e
Overview
Product name AXIS A1001 Network Door Controller
Controller name 908 Bishop, ACP1
MAC address AC:CC:8E:0C:0A:5E
IP address 192.168.1.181
Firmware version 1654 \ Upgrade \
AK!&%.. AXIS Entry Manager

Overview Access Management Alarm Log Reports Setup English v
Event Log Help
Time of event Source Event topics
e Filter by user v 04/13/2026 18:26:31 908 Bishop, ACP1 Access granted fo users with credentials >
(Door 2 Entrance, 2-101, Audrey Stames)
Filter users 04/13/2026 17:24:45 903 Bishop, ACP1 Access granted fo users with credentials >
(Door 2 Entrance, 2-101, Audrey Stames)
1-205, Brooke Parsons
’ 04/12/2026 22:21:02 903 Bishop, ACP1 Access granted fo users with credentials ’
(Door 2 Enfrance, 2-101, Audrey Stames)
2-101, Audrey Starnes v
04/09/2026 21:35:39 908 Bishop, ACP1 Access granted o users with credentials >
(Door 2 Enfrance, 2-101, Audrey Stames)
Card raw -
Card number 515 04/09/2026 17:49:34 908 Bishop, ACP1 Access granted fo users with credentials >
PIN - (Door 2 Enfrance, 2-101, Audrey Stames)
) 04/09/2026 13:26:01 908 Bishop, ACP1 Access granted fo users with credentials '
2-102, Gay Revi > (Door 2 Entrance, 2-101, Audrey Stames)
2400 Ao Do [ NAMRNNIE 19-01-14 QnR Richan ACD1 Acrece aranted #n usere with cradentiale

FiveEyesSpook’s access to Axis Entry Manager
Source: ZerofFox Intelligence

FiveEyesSpook is likely looking for a deeper and wider range of access than they were
able to achieve using Shodan. By collaborating with and leveraging others’ expertise to
identify loopholes in AXIS Entry Manager and scale exploitation beyond opportunistic
exposure, the actor is likely seeking more sustained access.

Sustained access, if secured, is likely to enable the actor and other possible collaborators
to view users’ names and entry logs, as well as delete or reassign door access codes,
granting control over building entry systems. Such exposure is likely to compromise
sensitive residential or workplace information and pose significant physical security risks
for occupants in buildings using AXIS Entry Manager.

© 2026 ZeroFox, Inc. All rights reserved.
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| Multifunctional Al-Based Hacking Tool Advertised on
Dark Web

On April 12, 2026, positively trending threat actor “ApexDev” advertised a new artificial
intelligence (Al) tool called Apex Al on the Russian-language dark web forum XSS. The
tool—touted to be an unrestricted Al system designed to support illicit activity like
carding, hacking, and malware development—was set to be released on April 20.

e Apex Al is allegedly a multifunctional tool intended to assist with offensive
operations, including system intrusion, malware creation, and carding-related

workflows.

e ApexDev claims the software was built using multiple large language models
(LLMs), but it is not based on the leaked Claude Code Agent Al.

e While there have been several recent examples of unrestricted LLM-enabled tools
marketed for fraudulent or malicious use, Apex Al allegedly combines three
capabilities in a single offering.

Sunday at 10:35 PM | new IS
‘ 4 Hello, forum!

We present to you Apex Al , an artificial intelligence created as a result of a qguantum leak from another reality. It doesn't just "read" data; it senses the digital environment. Its knowledge base is focused on three pillars: carding
(AT hacking, and malware creation.
(L3) cache

Seller

dined Jun 8, 2023 HDccp Hacking — the art of penetration.
188 For Apex Al, hacking isn't just about pressing keys; it's about a strategy for taking over a system. My real capabilities in this area include:

28 — Attack vector detection: Al analyzes the target and suggests several penetration paths (from classic brute-force attacks to complex multi-stage attacks)
s Sactie. 2 — Loy analysis and interpretation: | (ransform a chaclic data stream into a comprehensible story. Al sees palterns where humans see mere numbers.
i QU — Network adaptation: Works with proxies, VPNs, DNS, and selects the ideal seltings for a specific task.
4 9 a — Process optimization: Apex Al can shorten the path from "logging in" to "getting & result” by removing all unnecessary details.

— Flexibility of thought: | can be both a strict analyst and a creative hacker, offering unconventional solutions (out-of-the-box) when standard methods fail.

& Malware is the heart of Apex Al

Here, Al becomes an architect. It doesn't just write code, it creates weapons against the system

— Malware generation: From lightweight single-page stealers to multi-threaded backdoors and heavy Trojans.

— Optimization: Al writes code that works efficiently: minimal weight, high speed, and clean syntax.

— Variability: The ability to create code from scratch or refactor your old script, turning it from cumbersome to elegant.
— Analysis and debugging: Apex Al sees logical holes in the code and suggests instant fixes

A Deep Dive into Carding
For me, carding is a complete ecosystem:
— BIN Analytics: Analysis of levels (Classic, Gold, Platinum, Infinite) and their impact on limits
Antifraud Prevention: Analysis of the reasons why a store cut off a card and the selection of bypass strategies.
— Checkout Optimization: Selection of combinations: Proxy — Fingerprint — Address — Card.
— Profit Slralegies: Flexible calculalion of charges. Al helps determine the oplimal paymenl "slep” Lo sysiemalically squeeze the profit from the card.

ApexDev’s post on XSS
Source: ZerofFox Intelligence

ApexDev emphasizes the tool’s multifaceted functions (including automated analysis,
code generation, and workflow optimizotion) in the advertisement to frame it as an

all-in-one platform for cybercrime operations.

© 2026 ZeroFox, Inc. All rights reserved.
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e The actor claims the tool can analyze targets, suggest penetration paths, interpret
logs, and optimize network configuration for proxy, VPN, and DNS use.

e Apex Al is also allegedly an automated development assistant capable of
generating stealers, backdoors, and Trojans, as well as debugging and refactoring
code.

e Asfor its carding capabilities, the actor describes Apex Al as a complete
ecosystem covering BIN analysis, antifraud bypass, checkout optimization, and
profit calculation.

If ApexDevV’'s claims are accurate, there is a roughly even chance of Apex Al lowering the
skill threshold for actors seeking to conduct fraud, develop malicious code, and
operationalize stolen payment data at scale. A tool that combines these capabilities is
likely to enable less sophisticated actors to shift rapidly from reconnaissance to
execution.

e The tool is very likely to gain traction with amateur, financially motivated threat
actors, who do not have high technical expertise and are looking for a tool to
quicken and scale-up their efforts.

e |tis unlikely to attract more experienced actors, who typically exercise more
caution in purchasing tools. However, if ApexDev can prove the tool’s capabilities,
experienced actors are likely to leverage it to automate repetitive tasks and
increase throughput.

e Given ApexDev’'s moderately high reputation score after three years in the forum,
it is likely that the tool exists and the advertisement will draw interest.

However, as of writing, the threat actor has not yet published any proof of the tool's
release or effectiveness, which is a likely indication that its capabilities have been
exaggerated.

© 2026 ZeroFox, Inc. All rights reserved.
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| New Version of ShadowByt3$ Raa$S Advertised

On April 8, 2026, an untested actor using the alias “ShadowByt3$” announced a new
version of the ransomware-as-a-service (Raas) platform ShadowByt3$ on the dark web
forum TierOne. The new version is dubbed V3 and reportedly shares similarities with
LockBit and BlackCat Raas projects, although enough differences remain that ZeroFox
considers ShadowByt3$ a unique Raas threat.

e ShadowByt3$ was previously advertised on the seized RAMP dark web forum.

The latest build has a sophisticated architecture likely intended to maintain persistence
in a target network and avoid detection by security measures. Some of the specific
features of ShadowByt3$ V3 include:

e Surgical Overwrite: A highly advanced evasion technique, it replaces internal
markers (like Affiliate IDs) without changing the file size or the executable's

headers, preventing "Invalid Executable” errors that often tip off security software.

e 60MB Binary Bloat: Purposely appends junk data to exceed network scan size
limits, triggering a "timeout” bypass that allows the malware to run unscanned

and avoid forensic detection.

e The Melt: Hinders post-attack investigation by spawning a background process
that waits a few seconds after encryption is finished to permanently delete the
original executable from the disk, leaving investigators with no binary to analyze.

e Universal Embedding: Uses a feature to store both Windows (.exe) and Linux (.elf)
blueprints inside a single "Master Builder” file. This allows an attacker to generate
payloads for any operating system from one interface.

e Garble Obfuscation: "Scrambles” the code's internal logic, replacing package
paths and encrypting text, which defeats "Static Analysis"—the method security
researchers use to read the code without running it.

© 2026 ZeroFox, Inc. All rights reserved.
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ShadowByt3$ RAAS

ShadowByt3$,

eng:
Welcome to ShadowByt3$ Raas. We welcome everyone and anyone. If you join us you will get the following.
-access to a dashboard

ShadowByt3$ ~set timer for victim

Member

-set ransom date
-work on your own
-unlimited storage
-input url for storage like mega.nz
-storage is stored on cloud and stuff like that
-you can involve us to help company make payment
-we have been operating since October 2025
-you will have access to are ransomware coded in golang.
-you will get a build.exe file write custom note
-contains hardcoded btc and xmr address then we send payment to you
Functions of ransomware:
SHADOWBYT3$ V3 Technical Specifications

- Surgical Overwrite (Builder): Performs byte-for-byte hex patching of pre-compiled “shells." Replaces 32, 64, and 1024-byte markers without altering the file size, preserving PE/ELF header
integrity and preventing “Invalid Executable" errors.

- Universal Embedding (Builder): Uses Go's /go:embed to bake Windows (.exe) and Linux (.elf) blueprints directly into a single, standalone Builder.exe.
-Garble Obfuscation (Builder): Scrambles function names, replaces package paths, and encrypts string literals to defeat static analysis and reverse-engineering.

WINDOWS-SPECIFIC FUNCTIONS (shadow_encrypt.exe)

- UAC Self-Elevation: Uses windows. ShellExecute with the runas verb to force a Windows Admin prompt,

Original post on TierOne forum
Source: ZerofFox Intelligence

Additionally, the latest version of ShadowByt3$ moves beyond simple file-locking and
targets the heart of the victim’s business. This is accomplished by explicitly shutting
down the target network’s ability to run virtual machines, killing enterprise databases
such as SQL and sabotaging the network’s data recovery apparatus.

The scale of attacks associated with this Raa$S platform have thus far been relatively
insignificant. However, with the release of the latest version, there will very likely be a
notable increase in attacks from ShadowByt3$ and its affiliates.

© 2026 ZeroFox, Inc. All rights reserved.
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| Recommendations

Develop a comprehensive incident response strategy.

Deploy a holistic patch management process, and ensure all IT assets are
patched with the latest software updates as quickly as possible.

Adopt a Zero-Trust cybersecurity architecture based upon a principle of least
privilege.

Implement network segmentation to separate resources by sensitivity and/or
function.

Ensure critical, proprietary, or sensitive data is always backed up to secure,
off-site, or cloud servers at least once per year—and ideally more frequently.
Implement secure password policies, phishing-resistant multi-factor
authentication (MFA), and unique credentials.

Configure email servers to block emails with malicious indicators, and deploy
authentication protocols to prevent spoofed emaiils.

Proactively monitor for compromised accounts and credentials being brokered in
deep and dark web (DDW) forums.

Leverage cyber threat intelligence to inform the detection of relevant cyber

threats and associated tactics, techniques, and procedures (TTPS).

© 2026 ZeroFox, Inc. All rights reserved.
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| Appendix A: Traffic Light Protocol for Information

Dissemination

WHEN SHOULD
IT BE USED?

HOW MAY IT
BE SHARED?

WHEN SHOULD
IT BEUSED?

HOW MAYIT
BE SHARED?

Sources may use

TLP:RED when information
cannot be effectively acted
upon by additional parties
and could lead to impacts on
a party's privacy, reputation,
or operations if misused.

Recipients may NOT share

TLP:RED with any parties
outside of the specific
exchange, mesting, or
conversation in which it
is originally disclosed.

Sources may use

TLP:GREEN when information
is useful for the awareness of
all participating organizations,
as well as with peers within the
broader community or sector.

Recipients may share

TLP:GREEN information

with peers and partner
organizations within their sector
or community but not via
publicly accessible channels.

Sources may use

when
information requires support
to be effectively acted upon
but carries risks to privacy,
reputation, or operations
if shared outside of the
organizations involved.

Recipients may ONLY share

information
with members of their own
organization and its clients, but
anly on a need-to-know basis
to protect their organization
and its clients and prevent
further harm.

Note that

restricts sharing to the
organization only.

. Clear

Sources may use
TLP:CLEAR when information
carries minimal or no risk

of misuse in accordance

with applicable rules and
procedures for public release.

Recipients may share

TLP:CLEAR information
without restriction, subject
to copyright controls.

© 2026 ZeroFox, Inc. All rights reserved.
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| Appendix B: ZeroFox Intelligence Probability Scale

All ZeroFox intelligence products leverage probabilistic assessment language in analytic
judgments. Qualitative statements used in these judgments refer to associated
probability ranges, which state the likelihood of occurrence of an event or development.
Ranges are used to avoid a false impression of accuracy. This scale is a standard that
aligns with how readers should interpret such terms.

Almost Roughly
Very " Very Almost
No Unlikely Even Likely , :
Chance Unlikely R Likely Certain
1-5% 5-20% 20-45% 45-55% 55-80% 80-95% 95-99%

© 2026 ZeroFox, Inc. All rights reserved.
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| Appendix C: ZeroFox Intelligence Threat Actor
Reputation Scale

Untested Moderately Well-regarded Prominent
Credible
Has garnered no | Has made up to Has at least 10 One of the most
reputation; 10 transactions; transactions; has well-known and credible
credibility cannot | has been active been active on threat actors on the site;
be determined. on forum for at forum for three long-term, established
least three months to one year.| presence on the forum of
months. more than one year.

© 2026 ZeroFox, Inc. All rights reserved.




