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Scope Note 

ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source 
accesses, vetted social media, proprietary data sources, and direct access to threat actors and groups 
through covert communication channels. Information relied upon to complete any report cannot always be 
independently verified. As such, ZeroFox applies rigorous analytic standards and tradecraft in accordance 
with best practices and includes caveat language and source citations to clearly identify the veracity of our 
Intelligence reporting and substantiate our assessments and recommendations. All sources used in this 
particular Intelligence product were identified prior to 1:30 PM (EST) on January 27, 2026; per cyber hygiene 
best practices, caution is advised when clicking on any third-party links.​
 

| Event Assessment | Super Bowl LX 

| Event Overview 
Super Bowl LX is scheduled to take place on February 8, 2026, in Santa Clara, CA, at 
Levi’s® Stadium, home of the San Francisco 49ers. The host venue is located 
approximately 42 miles southeast of downtown ​San Francisco and is closer to San 
Jose, CA. However, San Francisco is anticipated to host a large number of attendees 
to various official Super Bowl LX events, including:1 

●​ February 2: Super Bowl Opening Night, San Jose Convention Center 
●​ February 2–9: Super Bowl Media Center, Moscone Center West Building 
●​ February 3: Pro Bowl Games, Moscone Center South Building 
●​ February 3–7: Super Bowl Experience, Moscone Center North and South 

Buildings 
●​ February 3–7 : BAHC Live! San Francisco Fan Zone, Yerba Buena Gardens and 

YBCA Forum 
●​ February 4–7: NFL Culture Club, The Pearl 
●​ February 5: NFL Honors, Palace of Fine Arts 
●​ February 5–7: BAHC Live! Concert Series, Bill Graham Civic Auditorium 
●​ February 6: BAHC Super Bowl LX Innovation Summit, San Francisco Museum of 

Modern Art 

1 hXXps://www.nfl[.]com/news/official-lineup-of-super-bowl-lx-events-and-venues-revealed 
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●​ February 6–7: On Location’s Super Bowl LX Studio 60 Concert Series, Palace of 
Fine Arts 

●​ February 7: Super Bowl Breakfast, Marriott Marquis 
●​ February 7: Taste of the NFL, The Hibernia 
●​ February 7: NFL Super Bowl LX Flag Football Game on YouTube, Moscone 

Center South Building 
●​ February 8: Super Bowl LX, Levi’s® Stadium 

Security planning involving local, state, and federal resources will undoubtedly take 
place, with likely added emphasis on mitigating potential disruptions from protest 
activity surrounding U.S. Immigration and Customs Enforcement (ICE) agency actions, 
which have been occurring nationwide. ICE-related protests have increased in frequency 
in recent weeks following the shooting deaths of Renee Good and Alex Pretti in 
Minneapolis; several ICE protests planned across the Bay Area have the potential to be 
disruptive to Super Bowl LX attendees. 
 
Like previous Super Bowls, Super Bowl LX has been classified as SEAR Level 1 event, 
indicating the event will require extensive federal interagency support due to its 
significant national and/or international importance. This has often included additional 
federal support involving explosives detection teams, cyber risk assessments, venue 
screening and field intelligence teams, and air security and tactical operations support.23 
ZeroFox assesses Super Bowl LX will likely receive the same level of federal interagency 
support as last year’s game hosted in the city of New Orleans, which experienced a 
high-profile terror attack on New Year's Day just weeks before the Super Bowl LIX that very 
likely influenced security planning.  
 
Lastly, previous iterations of the Super Bowl have inspired a range of fraudulent activity 
by financially motivated threat actors targeting attendees pertaining to a range of 
services, including accommodations, betting, and ticketing. ZeroFox has identified 
numerous scams related to Super Bowl LX, and our deep and dark web (DDW) 
monitoring team has also observed the sale of compromised account credentials for 
National Football League (NFL) employees, customer data, and fake tickets. 

3 hXXps://www.dhs[.]gov/sites/default/files/publications/19_0905_ops_sear-fact-sheet[.]pdf 

2 hXXps://www.dhs[.]gov/news/2025/02/03/dhs-agencies-support-super-bowl-lix-security 
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| Physical Security 

Crime and Public Safety 
Levi’s® Stadium is located within the city limits of Santa Clara, CA, with law 
enforcement services provided by the Santa Clara Police Department (SCPD). 
Emergencies can be reported to 911, and the department’s non-emergency phone 
number is (408) 615-5580.  

SCPD’s crime statistics indicate a steady decline in reported Part 1 Crimes over the 
last several years, with 2024 marking the lowest total reported incidents since 2020 
and the third lowest total since 2015 at 4,022 incidents. Further, the department has 
not reported a homicide this year through October 2025 and has reported only two 
such incidents since 2020. However, incidents of motor vehicle theft, larceny, robbery, 
aggravated assault, and kidnapping remain prevalent, with 507 Group A offenses 
reported in October 2025.4 

Further, ZeroFox reviewed reported crimes within a half mile of Levi’s® Stadium over 
the past month (December 13, 2025–January 13, 2026) and noted two total incidents: 
one weapons violation and one assault.   

ZeroFox assesses that, while crime statistics are continuing to trend in a positive 
direction, acts of theft and violence continue to be legitimate security concerns in the 
Bay Area for event attendees. 

4 hXXps://www.santaclaraca[.]gov/our-city/departments-g-z/police-department/crime 
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​

​

SCPD Group A Crimes (January 2025–December 2025) 
Source: hXXps://www.santaclaraca[.]gov/our-city/departments-g-z/police-department/crim

e 
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SCPD Part 1 Crimes (2015–2024) 

Source: hXXps://www.santaclaraca[.]gov/our-city/departments-g-z/police-department/crime 

Terrorism 
ZeroFox assesses with low confidence that a terrorist attack targeting Super Bowl LX has 
almost no chance of occurring. We have not identified any specific or credible threats to 
the game or event venues. Nonetheless, opportunistic attacks cannot be discounted, 
given the well-documented history of terrorist incidents targeting sporting events and 
mass gatherings globally. The greatest threat very likely stems from low-sophistication 
attacks by lone actors and small groups—which are inherently difficult to detect and 
mitigate—using firearms, blades, rudimentary explosives, and vehicles as weapons. 

San Francisco has been a target for both terrorist and oppositional political groups in 
recent years. The most recent event occurred in late 2022 and early 2023, when Peter 
Karasev of San Jose, CA, used explosive devices to attack PG&E transformers, causing 
property damage and widespread power outages.5 Additionally, four members of an 

5 
hXXps://www.justice[.]gov/usao-ndca/pr/san-jose-engineer-sentenced-10-years-prison-bombings-pge-transfor
mers-causing-property 
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extremist group were arrested in mid-December 2025 for allegedly plotting a New Year’s 
Eve attack in Southern California.6  

Due to the recent terror attack during a Hanukkah celebration in Sydney, 
Australia, as well as the New Year’s Day 2025 terror attack in New Orleans, ZeroFox 
anticipates heightened security during Super Bowl LX events. Large-scale events 
are almost certainly attractive targets for individuals or groups seeking to cause 
harm and maximize the impact of an attack.78 

Notably, the Bay Area has successfully held other large-scale sporting events in 
the past without incident, including Super Bowl L in 2016 and Super Bowl XIX in 
1985.  

Transportation 
Due to Super Bowl LX’s location in the Bay Area, event attendees are likely to be traveling 
to and from the region via multiple airports. The closest international airports to Levi’s® 
Stadium are San José Mineta International Airport (5.6 miles), San Francisco International 
Airport (31.3 miles), and Oakland San Francisco Bay Airport (32.8 miles). Additionally, 
attendees are likely to utilize Hayward Executive Airport, located north of the stadium (24.7 
miles).9  

Super Bowl-related air travel by fans, media, and corporate executives typically 
contributes to a surge in total flights. During Super Bowl LIX, record-breaking air traffic was 
reported, with 666 flights per day—an 83.47 percent increase from the previous year.10 The 
Federal Aviation Administration (FAA) plans to implement a Temporary Flight Restriction 
(TFR) in the San Francisco Bay Area on February 8, 2025, for Super Bowl LX. TFR information 
is anticipated to be published three to five days prior to the event. Delays and potential 
holds are likely during peak air traffic periods due to the increased number of flights.11 

11 hXXps://www.faa[.]gov/superbowl 

10 hXXps://www.airnavradar[.]com/blog/analyzing-the-air-traffic-boom-during-super-bowl-lix 

9 hXXps://www.signatureaviation[.]com/news/super-bowl-2026-business-aviation-guide 

8 
hXXps://washingtonstatestandard[.]com/2025/01/01/at-least-10-dead-35-injured-in-new-orleans-after-truck-plow
s-into-bourbon-street-crowd/ 

7 hXXps://www.bbc[.]com/news/articles/ce86l95gx5po 

6 
hXXps://abc7news[.]com/post/4-charged-plotting-new-years-eve-attacks-southern-california-prosecutors-say/1
8289022/ 
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FAA safety plan for Super Bowl LX 

Source: hXXps://www.faa[.]gov/superbowl 

Safety and security preparations for Super Bowl LX necessitate the temporary closures of 
public infrastructure surrounding Levi’s® Stadium. To the north of the stadium, Stars & 
Stripes Drive will be closed to the public from January 5 through February 22. During this 
closure, access to the Great America (GA) Transit Train Station will be maintained. 
Parking, shuttle, and rideshare activities will be relocated to the parking areas to the 
northeast of the stadium at 2111 West Tasman Drive.12  Beginning January 28 through 
February 10, Tasman Drive to the north of the stadium and the San Tomas Aquino Creek 
walking trail that runs alongside it will close to through traffic between Great America 
Parkway and Calle Del Sol.  Great America Parkway will close between Bunker Hill Lane 
and Patrick Henry Drive. Other closures will include Old Ironside and Old Glory Lane.13 

13 hXXps://www.santaclaraca[.]gov/recreation-community/events/super-bowl-lx-news-and-updates 

12 
hXXps://static1.squarespace[.]com/static/678d63d21448c064ff06f050/t/6941f60cd9f38d37d0cdf510/1765930508955
/Santa+Clara+Street+Closures+-+12.16.25.pdf 
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​

Super Bowl LX detours and road closures Jan. 28–Feb. 13​

Source: hXXps://www.sfchronicle[.]com/bayarea/article/road-closures-santa-clara-21307719.php 

Weather 
Typically, the weather in the greater San Francisco, CA, area in mid-February is relatively 
mild, with daily average high temperatures of 60°F and low temperatures of 48°F. 
Constant cloud cover in the area is normal for this time of year, with overcast and mostly 
cloudy skies occurring more than half the time. Weather in Santa Clara, where Levi’s® 
Stadium is located, is anticipated to be very similar to San Francisco at this time of year 
due to the two cities’ close proximity.14 

While natural disaster risks for the greater San Francisco area include urban flooding, 
severe storms, and tsunamis, earthquakes pose an arguably greater risk.  

14 hXXps://weatherspark[.]com/m/1101/2/Average-Weather-in-February-in-Santa-Clara-California-United-States 
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●​ Scientists estimate there is a 63 percent probability of a 6.7 or greater earthquake 
causing widespread damage striking somewhere in the San Francisco Bay region 
in the next 30 years.15 However, it is extremely unlikely an earthquake will occur 
during Super Bowl LX. 

 
February weather in San Francisco area 

Source: hXXps://weatherspark[.]com/m/557/2/Average-Weather-in-February-in-San-Francisco-
California-United-States 

| Protests and Boycott Activity 
Protests regarding “No Kings”, ICE and immigration, and the Israel-Hamas war have 
been frequent in the Bay Area since June 2025 and are occurring more routinely 
following the shooting deaths of Renee Good and Alex Pretti in Minneapolis, with local 
leaders as well as residents condemning ICE.1617 Two protestors were recently 
pepper-sprayed outside of the San Francisco ICE office on January 9, 2026, and city 

17 
hXXps://www.kqed[.]org/news/12069104/bay-area-immigrant-defense-groups-report-surge-in-support-after-min
neapolis-ice-killing 

16 hXXps://www.youtube[.]com/watch?v=qJV56BOlgWc 

15 hXXps://weatherspark[.]com/m/557/2/Average-Weather-in-February-in-San-Francisco-California-United-States 
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officials have indicated they are preparing for further protests.18 Santa Clara County 
immigration advocates are also calling for more local protections in light of the fatal 
shootings in Minneapolis.19 On December 16, 2025, hundreds of demonstrators, 
including faith leaders, chained themselves to the front doors of the ICE office in 
downtown San Francisco, leading to the arrest of multiple people.20 On June 10, 2025, 
approximately 200 people gathered outside San Francisco’s Immigration Court to 
protest ICE in response to videos showing agents arresting two people.21 Strong 
emotions tied to this cause increase the likelihood of continued protest and unrest 
within the area.  

Additionally, ZeroFox has observed calls to boycott the NFL and the Super Bowl over ICE 
activity and the policies of the Trump administration, as well as a widely signed petition 
(over 142,300 signatures) urging the NFL to bar ICE from the Super Bowl LX due to 
concerns about safety. 

  
Post calling for boycott of U.S. sporting events 

Source: hXXps://www.facebook[.]com/groups/656782330449370/posts/853932350734366/ 

21 hXXps://missionlocal[.]org/2025/06/video-ice-agents-arrest-people-outside-s-f-courthouse/ 

20 hXXps://sfstandard[.]com/2025/12/16/san-francisco-ice-office-protest-chain-to-building/ 

19 hXXp://sanjosespotlight[.]com/santa-clara-county-immigration-advocates-speak-against-ice-violence/ 

18 hXXps://www.youtube[.]com/watch?v=1Yjbv6BwUAc 
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Post calling for boycott of the Super Bowl unless ICE is abolished 

Source: hXXps://www.facebook[.]com/groups/2650312661859103/posts/4403309676559384/ 

 

 
Post calling for NFL boycott 

Source: hXXps://www.facebook[.]com/groups/2650312661859103/posts/4407206529503032/ 
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X post regarding petition to ban ICE from the Super Bowl 

Source: hXXps://x[.]com/babs0078/status/2000816614007300386 

 

 
MoveOn petition to ban ICE at Super Bowl 2026 
hXXps://sign.moveon[.]org/petitions/superbowl 
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There has also been backlash regarding the NFL choosing singer Bad Bunny to perform 
during the halftime show.22232425 ZeroFox has observed several petitions to have Bad 
Bunny removed from the halftime show, as well as social media pages that are posting 
negative, provocative, or inaccurate content in an attempt to sway public opinion about 
his halftime performance. Similar to how singer Beyoncé and rapper Kendrick Lamar 
used their respective halftime shows in 2016 and 2025 to express a political message,2627 
ZeroFox assesses that Bad Bunny is likely to use his performance to voice his views on 
immigration and ICE.  

 
Petition urging the NFL to replace Bad Bunny in the halftime show with 16,348 signatures   
Source: hXXps://www.change[.]org/p/replace-bad-bunny-in-the-superbowl-halftime-show 

27 
hXXps://www.thebarnardbulletin[.]com/post/not-your-typical-halftime-show-the-political-message-behind-kendr
ick-lamar-s-performance 

26 hXXps://www.bbc[.]com/news/world-us-canada-35520636 

25 hXXps://www.wlrn[.]org/commentary/2025-10-02/bad-bunny-superbowl-spanish-language 

24 
hXXps://www.rollingstone[.]com/music/music-features/bad-bunny-super-bowl-controversy-maga-history-123544
9974/ 

23 hXXps://variety[.]com/2025/tv/news/turning-point-usa-super-bowl-halftime-show-bad-bunny-1236544746/ 

22 hXXps://nymag[.]com/intelligencer/article/bad-bunny-super-bowl-2026-controversy.html 
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A petition with over 120,100 signatures urging the NFL to select country music legend 

George Strait for the 2026 Super Bowl halftime show, arguing it should honor America’s 
musical roots and remain “family-friendly” 

Source: 
hXXps://www.change[.]org/p/replace-bad-bunny-with-george-strait-for-the-2026-super-bowl-

halftime-show 
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Boycott the NFL 2026 Superbowl Halftime Show Facebook page, which currently has not 
gained any notable traction  

Source: hXXps://www.facebook[.]com/profile.php?id=61581717657542  

 

Protests and events regarding the Israel-Hamas war have also been frequent in the San 
Francisco Bay area. Organizations such as the Arab Resource and Organizing Center and 
the feminist grassroots group CODEPINK have previously been involved in such protests; 
both have calendars of their upcoming events posted online, but ZeroFox did not identify 
anything indicating they intend to target Super Bowl LX.28293031 The website for the U.S. 
Campaign for Palestinian Rights displays protest schedules; however, the schedule for 
February has not yet been posted.32 ZeroFox also reviewed additional social media profiles 
pertaining to Bay Area protests generally but did not identify any protests planned during 
Super Bowl LX events.333435 ZeroFox recommends monitoring these pages to track any 
upcoming protests that may impact Super Bowl LX events or attendees as the date draws 
closer.  

35 hXXps://www.instagram[.]com/bayarea4palestine 

34 hXXps://www.instagram[.]com/bayarea.protests/ 

33 hXXps://www.instagram[.]com/bayarealabor4palestine/ 

32 hXXps://uscpr[.]org/pro-palestine-protests/ 

31 hXXps://www.facebook[.]com/CodepinkSFBayArea/ 

30 hXXps://www.instagram[.]com/codepinkbayarea_/ 

29 hXXps://www.codepink[.]org/bay_area_chapter 

28 hXXps://aroc.herokuapp[.]com/events/ 
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| Accommodations 
The Bay Area is a tourist hotspot year-round and hosts many events simultaneously, 
from sporting events to concerts. It offers a vast number of hotel options, with San 
Francisco alone having over 30,000 rooms and numerous short-term rentals, while the 
wider region features hundreds of properties.36 Santa Clara has over 3,800 hotel rooms, 
with accommodations ranging from courtyard rooms to deluxe rooms and suites.37 While 
specific statistics on the number of bookings in the Santa Clara area for Super Bowl LX 
are not publicly available, demand is very likely high, and remaining accommodations 
are very likely limited.  

Because of the security issues, hotels are expected to increase their security presence 
and protocols to ensure guest safety. This includes hiring additional security personnel 
and coordinating with local law enforcement to monitor activities around the premises. 
Hotels are proactively communicating with guests regarding potential street closures 
and security checks that are likely to impact access to and from the hotel. Additionally, 
attendees and visitors are able to opt in to local alert systems for the county and city of 
Santa Clara, San Mateo County, and the city of San Francisco. 38 

Accommodations Fraud 
Scammers are likely to target Super Bowl visitors looking for accommodations near the 
event venue with fake accommodation listings, phishing schemes, and misleading 
discounts, often demanding upfront payments for non-existent properties. They are also 
likely to impersonate legitimate booking platforms to steal personal information or to 
pose as hosts on platforms like Airbnb, requesting direct payments outside secure 
channels. ZeroFox has observed fake websites purportedly associated with Super Bowl LX 
offering deceptive pricing and bookings.  

●​ Scammers will likely aim to exploit attendees searching for deals, ultimately 
deceiving them and stealing their money and personal information. 

38 hXXps://www.sfbayareasuperbowl[.]com/getting-around 

37 hXXps://townsquarepublications[.]com/santa-clara-ca-accommodations/ 

36 hXXps://www.sftravel[.]com/where-to-stay 
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●​ Scammers will likely impersonate legitimate booking platforms, using NFL, Super 
Bowl sponsors, and event participant trademarks to lend credibility to their 
schemes and steal payment details or personal information. 

●​ Fans should also be cautious of accommodation scams on social media 
platforms, where scammers advertise offers like short-term rentals at suspiciously 
low prices. 

 
Fraud accommodations website 

Source: hXXps://www.14sb[.]com/super-bowl-hotels 
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Threads post regarding Super Bowl “luxury packages” that include accommodations 

hXXps://www.threads[.]com/@adventurousrizzle/post/DSryhLmlDRb 

 
Website selling various Super Bowl packages and event tickets, despite not being an 

official point of sale 

Source: hXXps://terryhearne.goldentickets[.]com/performers/super-bowl-tickets 
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| Cyber Threats 

Cybersecurity Preparedness 
The NFL has sought to enhance its cybersecurity measures to address evolving 
threats—particularly to prevent phishing attacks during ticket purchases and games 
(including international events). 

●​ In 2025, more than 690 employees representing 12 Department of Homeland 
Security (DHS) agencies prepared for the Super Bowl in New Orleans, providing air 
security resources; venue, cyber, and infrastructure security assessments; 
chemical, biological, radiological, nuclear, and explosives detection technologies; 
intelligence analysis and threat assessments; intellectual property enforcement; 
and real-time situational awareness reporting as part of a 20-year partnership 
with the NFL and state and local law enforcement.39 

●​ During the 2024 Super Bowl, the NFL collaborated with over 100 stakeholders, 
including DHS and the Cybersecurity and Infrastructure Security Agency (CISA). To 
prepare for potential attacks, CISA conducted a mock exercise addressing 
hypothetical scenarios such as phishing, ransomware, data breaches, and insider 
threats.40  

●​ In August 2024, the NFL implemented a policy requiring all stadium personnel, 
including police officers, to undergo biometric facial scans for credentialing 
purposes. This was opposed by law enforcement due to privacy concerns and the 
fact that officers have already submitted to extensive background checks.41  

 

Deep and Dark Web Threats to Super Bowl LX 
The likelihood of cybersecurity threats to Super Bowl LX—including data breaches of 
websites and systems closely associated with football teams, administration, and 
organizers—is high. Such breaches are likely to expose sensitive data and personal 
information to threat actors, who could leverage it to target victims in further malicious 
attacks. ZeroFox deep and dark web (DDW) operatives identified NFL-specific employee 
email credentials in logs listed on Russian Market, elevating risks associated with 
phishing, account takeovers, credential stuffing, and other malicious cyber activity.  

41 hXXps://therecord[.]media/nfl-face-scans-biometrics-police-pushback-security 

40 hXXps://www.darkreading[.]com/ics-ot-security/super-bowl-lviii-vast-attack-surface-threat-actors 

39 hXXps://www.dhs[.]gov/news/2025/02/03/dhs-agencies-support-super-bowl-lix-security 
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ZeroFox operatives have exported all 96 email addresses for the nfl[.]com domain found 
in stealer logs available for sale on DDW marketplace Russian Market. These email 
addresses are partially hidden; the full data is only revealed after purchasing the logs. 
However, ZeroFox assesses it is likely that the NFL can identify many of the users. 
 
ZeroFox assesses these botnet logs likely contain corporate NFL credentials derived from 
infected work and personal computer or phone devices used by NFL employees. Notably, 
the presence of NFL  email credentials in botnet logs do not necessarily give malicious 
actors unauthorized access to official NFL mailboxes; it is possible these email addresses 
were simply used by NFL employees to sign up on third-party websites that were 
breached or infected. However, if NFL employees used the same email address and 
password combination to access official NFL assets, there is a higher level of risk. 
 
The discovery of NFL-related email addresses in stealer logs signals credential 
harvesting activity affecting NFL personnel. This has the potential to result in 
spear-phishing attacks, business email compromise, credential stuffing, and other 
malicious schemes.  

 

Sample of 96 nfl[.]com email addresses found in stealer logs on Russian Market  
Source: ZeroFox Intelligence 
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ZeroFox also uncovered a set of 700,000 records containing personally identifiable 
information (PII) associated with NFL Shop customers, enabling Super Bowl and 
NFL-themed fraud, phishing campaigns, and other malicious activity. The dataset was 
discovered on Chinese DDW marketplace “Chang’An” and has been available since 
December 21, 2025. According to the description of the data, it originates from the NFL 
Shop and includes consumers’ email addresses, first name, last name, shipping address, 
contact information (phone), payment method, and purchased goods with times. Two 
screenshots depicting the dataset are attached to the advertisement.  
 

●​ This substantial and comprehensive PII dataset is likely to directly enable 
NFL-themed social engineering activity. Targeted attacks using lures such as fake 
merchandise delivery issues, refunds, promotions, fake tickets offers, and NFL 
support impersonations are very likely during the weeks leading up to Super Bowl 
LX. Affected email addresses are also very likely to be subjected to secondary 
cyberattacks, such as account takeover attacks.    

 

 

PII associated with the NFL Shop customers sold on Chinese DDW marketplace Chang’An 
Source: ZeroFox Intelligence 

 

Lastly, ZeroFox has observed a continuous offering of discounted NFL tickets from a threat 
actor using the aliases “lizzuxonline” and “lizzuxvouches” on Telegram. The actor has 
offered 50-yardline tickets for NFL games for 50 percent of their original value since at 
least June 2025. The last comment advertising those tickets is dated January 11, 2026. 
Notably, the author claims that their scheme is “100% legal.” ZeroFox assesses discounted 
Super Bowl tickets are likely available as well.  

There is a roughly even chance that such tickets originate from compromised ticketing 
accounts, stolen consumer credentials, insider abuse, or are entirely fake. Purchasing 
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discounted tickets through online actors poses risks that include financial loss, increased 
disputes and chargebacks during the event duration, entry issues at the venue, and 
increased scrutiny of stadium security and ticket validation systems. 

 
Sample of discounted NFL tickets offered on Telegram 

Source: ZeroFox Intelligence 

Ticketing Scams 
ZeroFox assesses a surge in fraudulent activities aimed at fans and spectators is likely in 
the weeks leading up to Super Bowl LX. High demand related to the Super Bowl, 
combined with limited ticket availability, presents a prime opportunity for ticket scams. 
Threat actors behind Super Bowl scams are constantly evolving their tactics, from 
designing fake websites that closely resemble legitimate ticket vendors or resale 
platforms to enticing potential buyers with seemingly irresistible deals on tickets. 
Additionally, threat actors are increasingly likely to utilize artificial intelligence (AI) to help 
them create fraudulent tickets easily, as well as AI-powered phishing to target fans and 
create more personalized and believable lures. Phishing sites not only deceive buyers by 

 
© 2026 ZeroFox, Inc. All rights reserved.    

22 



| Event Assessment | Super Bowl LX   
A-2026-01-30b 
TLP:CLEAR 

offering unrealistically low ticket prices but are often designed to steal sensitive personal 
and financial information, capitalizing on the excitement and urgency surrounding the 
event. 

Fraudulent Travel Packages  
Travel scams targeting Super Bowl 2026 are likely to involve fake travel packages that 
promise lodging, flights, and game tickets—without actually providing tickets. Scammers 
may also run fake sweepstakes requiring payment for "fees" or inflate flight prices 
through fraudulent operators. Victims could face non-refundable bookings for subpar 
accommodations or fall prey to bogus tour operators offering non-existent VIP 
experiences. 
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Websites showcasing sale of Super Bowl LX tickets, although they are not authorized sellers 

Sources:  
hXXps://www.viagogo[.]com/in/Sports-Tickets/Football/NFL/NFL-Playoffs/Super-Bowl-Tickets 

hXXps://www.ticketsmarter[.]com/p/super-bowl-tickets​

hXXps://greattickets[.]com/performer/super-bowl-tickets 
hXXps://www.ticketnetwork[.]com/tickets/6980442 

Parking Scams 
Parking scams are likely to target attendees seeking convenient parking or 
transportation for Super Bowl LX, with scammers setting up unauthorized lots near the 
venue offering parking at falsely competitive rates. However, these unauthorized lots 
likely have no permits or security, leaving vehicles vulnerable to theft, vandalism, 
ticketing, or towing. As QR codes become more widely used by legitimate 
organizations—from Super Bowl ads to managing parking fees and fines—scammers are 
likely to exploit this technology for fraudulent purposes. 
 

●​ Scammers are likely to target Super Bowl fans by placing fake parking tickets on 
car windshields, misleading them into paying fraudulent fines via fake QR codes 
or payment links.42  

42 
hXXps://www.bleepingcomputer[.]com/news/security/qr-codes-used-in-fake-parking-tickets-surveys-to-steal-yo
ur-money/ 
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●​ Fraudulent parking attendants may pose as authorized personnel near the Super 
Bowl venue, directing drivers to unauthorized parking spaces and demanding 
cash for parking. 

●​ Scammers are likely to exploit the high demand for parking near the Super Bowl 
by charging inflated rates for unauthorized spaces. 

●​ Fraudulent valet attendants may approach drivers offering to park their cars for a 
fee and then disappear with the vehicle or steal personal belongings from inside. 

●​ Scammers are likely to create fake online platforms or websites offering reserved 
parking spots near the venue, only to collect payment and provide false or 
non-existent bookings. 

 
Website offering Super Bowl parking tickets along with the game and package tickets; 

there is no indication that this platform is an official or authorized ticket vendor.​
Source: hXXps://www.findticketsfast[.]com/NFL_Football/SuperBowl_Parking_Pass.shtml 

Betting 
While in-person sports betting is legal in some areas, many people utilize online sports 
gambling, which attracts scammers. Scammers are likely to exploit users of betting apps 
and websites, promoting "risk-free" betting that is not as it seems. With Super Bowl LX 
approaching, they are likely to target fans with enticing ads promising guaranteed wins. 
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●​ Scammers are likely to create fraudulent websites that mimic legitimate betting 
platforms to steal personal and payment information. 

●​ Scammers may promote "risk-free" betting to fans but with hidden terms or 
outright fraudulent conditions to deceive them into making payments or sharing 
personal information. 

●​ Scammers are likely to target fans by sending messages with malicious links 
disguised as special Super Bowl betting offers or exclusive promotions. These links 
are likely to lead to fake betting sites, phishing pages, or malware-infected 
websites designed to steal personal information and financial details or to install 
harmful software on the victim's device. 

A user on Reddit alleged that Kalshi refused to pay out on a winning sports wager, 
instead offering only a refund of the original stake despite the result being correct. The 
user characterized this as deceptive conduct. Since Kalshi also offers Super Bowl betting, 
there is a roughly even chance this issue undermines user trust in markets where Kalshi 
offers Super Bowl-related wagers.​
 

​

Reddit user alleging Kalshi refused pay out on a successful wager 
Source: 

hXXps://www.reddit[.]com/r/Kalshi/comments/1puf0fr/i_got_scammed_by_kalshi_on_a_bet_i_
won/?rdt=36614​
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ZeroFox also identified a Telegram app associated with Super Bowl betting that redirects 
users to an external website. The app has received numerous negative reviews on 
Trustpilot alleging scam-related activity; therefore, caution is advised when interacting 
with this service. 

​

 
Telegram bot associated with Super Bowl betting app 

Sources: hXXps://t[.]me/betting_super_bowl_odds_ki_bot 
hXXps://4rabetoriginal[.]com/fr/ 
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Negative reviews alleging scam-related behavior from Super Bowl betting app 

Source: hXXps://www.trustpilot[.]com/review/4rabetsite.com 

Unauthorized Social Media Profiles 
ZeroFox has identified numerous unauthorized social media profiles using the name and 
logo of Super Bowl LX. 

●​ These profiles could be used for streaming unauthorized content. 
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●​ There is a risk of fraudulent ticket sales through these impersonator social media 
accounts. 

●​ Fraudulent profiles pose risks to the NFL’s brand integrity and fan trust. 
●​ This last account shown below likely seeks to impersonate an official Super Bowl 

2026 social media account. There is a roughly even chance threats such as free 
live-streaming or other fraudulent activity arise as game day approaches.  

​

Unauthorized use of Super Bowl name and outdated logo​

Source: hXXps://www.facebook[.]com/campingliew99  

​

Unauthorized use of Super Bowl name and outdated logo​

Source: hXXps://www.instagram[.]com/2026superbowl/ 
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​

Unauthorized use of Super Bowl name and logo​

Source: hXXps://x[.]com/halftimeshowTv 

Unauthorized use of Super Bowl name and NFL logo  

Source: hXXps://www.facebook[.]com/2026SuperBowlLx  
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| Recommendations 
●​ Fans should only buy tickets to Super Bowl LX from official ticketing partners, such 

as Ticketmaster, StubHub, SeatGeek, and Sports Illustrated Tickets. Tickets are not 
released to the general public for the Super Bowl; instead, they are distributed by 
the NFL to clubs that prioritize season ticket holders and sponsors.  Only after these 
tickets are distributed are Super Bowl LX tickets made available via the resale sites 
listed above.43   

●​ Remain in a group when traveling in the Santa Clara area, especially after dark.  
●​ Ensure vehicles are locked and valuables are removed or hidden from plain sight 

when vehicles are left unattended. 
●​ Keep personal belongings somewhere that they cannot be easily pickpocketed. 
●​ Be aware of accommodation scams, and ensure accommodation and travel 

bookings are done through legitimate apps or websites and not through 
untrusted third parties.  

●​ Remain cautious of deals that seem too good to be true. Extremely low prices on 
secondary markets are often a red flag of a scam. 

●​ Utilize betting apps with strong cybersecurity practices, such as multi-factor 
authentication and verification processes. 

●​ Identify a travel route to the game well in advance, as there will be major road 
closures around Levi’s® Stadium.  

●​ Be mindful of protest activity in the area—especially those related to ICE, which 
are the most likely to turn violent. 

 
 

 

43 
hXXps://www.fastcompany[.]com/91470724/super-bowl-60-tickets-where-to-buy-what-they-cost-and-what-to-a
void 
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| Appendix A: Traffic Light Protocol for Information 
Dissemination  
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| Appendix B: ZeroFox Intelligence Probability Scale  
All ZeroFox intelligence products leverage probabilistic assessment language in analytic 
judgments. Qualitative statements used in these judgments refer to associated 
probability ranges, which state the likelihood of occurrence of an event or development. 
Ranges are used to avoid a false impression of accuracy. This scale is a standard that 
aligns with how readers should interpret such terms. 
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