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Scope Note: ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated
open-source accesses, vetted social media, proprietary data sources, and direct access to threat actors and groups through
covert communication channels. Information relied upon to complete any report cannot always be independently verified.
As such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and includes caveat
language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our
assessments and recommendations. All sources used in this particular Intelligence product were identified prior to 9:00
AM (EDT) on April 12, 2024; per cyber hygiene best practices, caution is advised when clicking on any third-party links.
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> Key Findings

● On April 7, 2024, threat actor “Bassterlord” posted in the the deep and dark web
(DDW) forum xss. The thread addresses multiple topics but was locked shortly
after the post upon the author’s request.

● Bassterlord claims that following the February 2024 law enforcement (LE)
disruption of LockBit, their associated group, the National Hazard Agency (NHA),
was under close surveillance by the Federal Bureau of Investigation (FBI). This led
to the seizure of all of NHA’s funds (including those stored in XMR) and the
cessation of NHA’s operations.

● A new educational manual was also advertised for sale, which allegedly assists
threat actors in mass brute force targeting of corporations, including how to
“organize” attacks.

| Details

On April 7, 2024, username “mazzon” (almost certainly an account associated with the
threat actor “Bassterlord”) posted in the the DDW forum xss. The thread addressed
multiple topics and was locked shortly after it was posted following a request from the
author.
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Bassterlord is a positive-reputation threat actor that has been active in DDW forums
since approximately 2019 and has been involved in various different nefarious activities.

● The actor has previously described themselves as an “Access Broker” and has
published two separate manuals titled “Nobody will tell you this” (versions 1.0 and
2.0). The documents, which were leaked in Q2 2023, provide guidance such as how
to breach the networks of organizations and were generally well-received and
highly regarded by their target audience.

● Bassterlord has almost certainly been heavily involved with prominent threat
groups LockBit, REvil, and Avadon, including leveraging their malware in
ransomware and digital extortion (R&DE) attacks.1

● Since 2020, Bassterlord has authored periodic threads and blog posts both in DDW
forums and on open source social media platforms, as well as conducted
interviews with cybersecurity researchers.2

Xss post bymazzon
Source: ZeroFox Intelligence

The recent thread provides a general update covering the threat actor and their
affiliated group, the NHA. Bassterlord claims that following the February 2024 LE

2 hXXps://therecord[.]media/bassterlord-interview-hacker-initial-access-broker

1

hXXps://www.bleepingcomputer[.]com/news/security/tsmc-denies-lockbit-hack-as-ransomware-gang-demands
-70-million/
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disruption of LockBit, the NHA was under close surveillance by the FBI. This led to the
seizure of all of NHA’s funds (including those stored in XMR).

The NHA subsequently destroyed “everything they could”, which very likely refers to the
disbanding of its associated digital infrastructure and the cessation of operations.

● Following the LE operation, an indictment was issued by the U.S. District Court that
gives an overview of Bassterlord’s suspected malicious activity.3

● Bassterlord outlines some of the techniques, tactics, and procedures (TTPs)
leveraged by the FBI during the operation, alluding to the fault lying with the
insufficient practices of affiliates.

ZeroFox has observed two previous instances in which Bassterlord claims to be ceasing
activities and quitting the R&DE marketplace.

● There is a roughly even chance that recent LE scrutiny resulted in a genuine
attempt by Bassterlord to “retire.” It is likely, however, that these statements are
intended as disinformation aimed at LE and security researchers.

The thread also sought to advertise the release of Bassterlord’s most recent publication,
“Nobody will tell you this V3.0.” The new manual allegedly assists R&DE operatives in
mass brute force targeting of corporations, including how to “organize” attacks, and also
allegedly includes “the latest developments of the access mining team.”

● Previous iterations of the manual are widely considered as educational and
designed for those that are “new to the subject.” In a 2023 interview, Bassterlord
reportedly claimed that even an individual with minimal experience could
conduct a ransomware attack if in possession of V1.0 and V2.0.4

● The publication is very likely aimed at educating malicious actors in the targeting
of organizational VPN portals. During 2023, ZeroFox Intelligence observed an
increase in DDW announcements pertaining to the sale of various checkers and
brute force tools designed to compromise corporate VPN networks.

4 hXXps://therecord[.]media/bassterlord-interview-hacker-initial-access-broker

3 hXXps://www.justice[.]gov/usao-nj/media/1338926/dl?inline
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Advertisement of “Nobodywill tell you this V3.0”
Source: ZeroFox Intelligence

The asking price for V3.0 is advertised as USD 2,000, though a buyer may remove the
product from the market for USD 200,000. Transactions use the forum’s guarantor.

● There is a roughly even chance that Bassterlord’s recent claim they are ceasing
activities is an attempt to boost sales of their new publication.

● There is a roughly even chance that the subsequent locking of the thread is
indicative of a single buyer making an exclusive purchase. It may also have been
purchased by a competing threat actor seeking to remove it from the
marketplace and gain exclusive access to the information.
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| Recommendations
● Implement secure password policies with phishing-resistant multi-factor

authentication, complex passwords, and unique credentials.
● Configure ongoing monitoring for Compromised Account Credentials.
● Proactively monitor for compromised accounts being brokered in DDW forums.
● Leverage cyber threat intelligence to inform the detection of R&DE threats, their

associated TTPs, and Indicators of Compromise (IOCs).
● Ensure critical, proprietary, or sensitive data is always backed up to secure,

off-site, or cloud servers at least once per year—and ideally more frequently.
● Adopt a Zero-Trust cybersecurity posture based upon a principle of least privilege.
● Implement network segmentation to separate resources.
● Develop a comprehensive incident response strategy.
● Configure email servers to block emails with malicious indicators, and deploy

authentication protocols to prevent spoofed emails.
● Deploy a holistic patch management system, and ensure all business IT assets

are updated with the latest software as quickly as possible.
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| Appendix A: Traffic Light Protocol for Information
Dissemination
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| Appendix B: ZeroFox Intelligence Probability Scale
All ZeroFox intelligence products leverage probabilistic assessment language in analytic
judgments. Qualitative statements used in these judgments refer to associated
probability ranges, which state the likelihood of occurrence of an event or development.
Ranges are used to avoid a false impression of accuracy. This scale is a standard that
aligns with how readers should interpret such terms.
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