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The hacktivist collective known as KillNet announced in two of its Telegram channels that it is transitioning to the 
acronym “ЧВХК (ChVHK)” or "Частная Военная Хакерская Компания," which translates in English to a Russian private 
military hacking company. The announcement was made by founder and returning leadership figure “Killmilk.” 

The group is known for its politically-motivated targeting (typically Distributed Denial-of-Service attacks) against 
government agencies, critical infrastructure, financial institutions, and transport hubs across Europe and the United 
States. Despite the attacks receiving significant media attention, they tend to have limited impact, typically causing 
short service outages and disrupting access to information.

The group claims that they will continue their activities in support of the Russian Federation and will "take orders from 
private sector and state entities," which could potentially include any pro-Russian governments or private entities. 
KillNet has stated they will not target Russia or any Commonwealth of Independent States (CIS) countries besides 
Ukraine.

ZeroFox Intelligence assesses this is most likely a rebrand in an attempt to raise the collective’s profile and is 
unlikely to significantly change KillNet’s capabilities or targeting in the short term. The group’s leaders, “KillMilk” 
and “BlackSide”, allegedly have extensive and long-established links with Russian state intelligence and law 
enforcement agencies. However, if the group’s claims are true—and it is successful in securing resources from 
government and private entities—KillNet could potentially expand its capabilities and reach, resulting in 
significantly higher impact denial-of-service or network compromise attacks. 
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● Subscribe to ZeroFox Advanced Dark Web Intelligence for updates on new KillNet developments.
● Configure the ZeroFox Intelligence Platform to monitor for current mentions of your organization on KillNet's Telegram 

channels.
● Beware of spikes in traffic, suspicious emails, and/or unauthorized access to the active directory.

SCOPE NOTE ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source accesses, vetted social media, proprietary data sources, and direct access to threat actors and groups through 
covert communication channels. Information relied upon to complete any report cannot always be independently verified. As such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and includes 
caveat language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our assessments and recommendations. All sources used in this particular Intelligence product were identified prior to 8:00 AM 
(EDT) on April 28, 2023; per cyber hygiene best practices, caution is advised when clicking on any third-party links.
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