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Scope Note 
ZeroFox’s Weekly Intelligence Briefing highlights the major developments and trends across the threat landscape, including 
digital, cyber, and physical threats. ZeroFox Intelligence is derived from a variety of sources, including—but not limited 
to—curated open-source accesses, vetted social media, proprietary data sources, and direct access to threat actors and groups 
through covert communication channels. Information relied upon to complete any report cannot always be independently 
verified. As such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and includes 
caveat language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our 
assessments and recommendations. All sources used in this particular Intelligence product were identified prior to 6:00 AM 
(EDT) on June 5, 2025; per cyber hygiene best practices, caution is advised when clicking on any third-party links. 
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| This Week’s ZeroFox Intelligence Reports 

ZeroFox Intelligence Flash Report: Web Page Shares Personally 
Identifiable Information of CEOs 
A person or group with an affinity for the suspect alleged to have murdered a United Health Care CEO 
promoted an online database containing personally identifiable information (PII) on at least 1,061 
corporate executives. Although the site has been taken offline as of this writing, an archived version 
remains, which could still enable a motivated, internet-literate person or group to gain access to an 
executive's PII. The database consolidates already publicly available contact information in one 
place—including executive names, job titles, company affiliations, LinkedIn profiles, and, in many 
cases, mobile phone numbers—raising concerns about its potential misuse for harassment or 
targeted intimidation. 
 

ZeroFox Intelligence Flash Report: U.S. Property Data Advertised for 
Sale on Dark Web Forum 
On May 27, 2025, an actor using the alias “Sentap” posted on the predominantly Russian-speaking 
dark web forum xss advertising the sale of 1.02 terabytes of property data. Sentap claimed to have 
obtained "unprecedented" access to this data from the cloud infrastructure of a U.S.-based title 
company that specializes in property record search services. Sentap also claimed that the data 
encompasses “strategic” regions of Illinois, Indiana, Wisconsin, Minnesota, Iowa, Colorado, and 
Kansas but offered no further context. If the data is as-advertised, its diverse nature would almost 
certainly appeal to a wide array of mostly financially motivated threat actors seeking to exploit PII. 
 

ZeroFox Intelligence Flash Report: BreachForums and Notorious 
Actors Announce Re-emergence 
On June 3, 2025, an actor using the alias “darked321” posted in the deep web forum DarkForums 
claiming its counterpart-BreachForums, another popular deep web hacking forum, has been 
relaunched. Darked321’s DarkForums post quoted a longer message from actor “ShinyHunters”, who 
provides an alleged explanation as to the status of the original BreachForums domain, and plans for 
the new one. ZeroFox also observed activity from “IntelBroker”. Given the presence of ShinyHunters 
and IntelBroker, there is a likely chance that breach-forums[.]st represents a relaunch effort led by 
actors in possession of digital infrastructure associated with the original domain. There is a very likely 
chance that breach-forums[.]st will quickly gain traction and restore functionality, though it is also 
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https://www.zerofox.com/advisories/33560/
https://www.zerofox.com/advisories/33560/
https://www.zerofox.com/advisories/33543/
https://www.zerofox.com/advisories/33543/
https://www.zerofox.com/advisories/33689/
https://www.zerofox.com/advisories/33689/


   

 
 
likely that many users will remain active within peer domain DarkForums-where many actors 
migrated upon BreachForum’s disruption. 
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| Cyber and Dark Web Intelligence |
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| Cyber and Dark Web Intelligence Key Findings 

What we know:   
●​ An international law enforcement operation took down AVCheck, a service used by 

cybercriminals for testing malware against antivirus software. 
●​ Investigators found evidence that AVCheck’s administrators were connected to crypting 

services such as Cryptor[.]biz and Crypt[.]guru, both of which help obfuscate malware to 
bypass detection.  

Background:  
●​ AVCheck was one of the largest counter antivirus (CAV) services, allowing cybercriminals 

to test the stealth and evasion of their malware before launching it in the wild. 
●​ The takedown was part of Operation Endgame, which also led to the seizure of 300 servers 

and 650 domains involved in facilitating ransomware attacks. 
What is next:  

●​ AVCheck provided cybercriminals with an environment to test and improve their malware's 
ability to evade antivirus detection before deployment—likely helping them carry out 
stealthier attacks. 

●​ It is likely that more domains or services connected to the CAV ecosystem may be 
identified and targeted for seizure by authorities. 

 

What we know:  
●​ The Federal Bureau of Investigation (FBI) has announced that cybercriminals are exploiting 

the nonfungible token (NFT) airdrop feature in non-custodial wallets to target Hedera 
Hashgraph users. These fake airdrops appear as free rewards but are designed to steal 
user data and cryptocurrency. 
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https://www.bleepingcomputer.com/news/security/police-takes-down-avcheck-antivirus-site-used-by-cybercriminals/
https://www.bleepingcomputer.com/news/security/police-takes-down-avcheck-antivirus-site-used-by-cybercriminals/
https://www.ic3.gov/PSA/2025/PSA250603
https://www.ic3.gov/PSA/2025/PSA250603


   

 
 
Background: 

●​ The Hedera Hashgraph is Hedera’s distributed ledger. The airdrop feature was originally 
created by the non-custodial wallet companies for marketing purposes. 

Analyst note:  
●​ Exploiting the NFT airdrop feature enables cybercriminals to trick users into exposing sensitive 

data and granting access to their wallets—leading to theft of cryptocurrency, causing 
financial loss. The stolen user data can be used for further targeted attacks, like fraud and 
identity theft. 

 

What we know:   
●​ The Cybersecurity and Infrastructure Security Agency (CISA) and its partners have issued 

an updated advisory on Play ransomware (aka Playcrypt), highlighting new tactics, 
techniques, and procedures (TTPs) and updated indicators of compromise (IOCs) to 
enhance threat detection. 

Background: 
●​ Since June 2022, ZeroFox has observed Play ransomware group carrying out at least 850 

attacks targeting diverse businesses and critical infrastructure across North America, 
South America, and Europe. 

Analyst note:  
●​ To mitigate Play ransomware threats, organizations are advised to prioritize fixing known 

vulnerabilities, enable multifactor authentication (MFA) for key services, and regularly 
update software while conducting vulnerability assessments.  
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CISA and Partners Issue Updated Advisory on Play 
Ransomware 

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-352a
https://www.cisa.gov/news-events/alerts/2025/06/04/updated-guidance-play-ransomware
https://www.cisa.gov/news-events/alerts/2025/06/04/updated-guidance-play-ransomware


   

 
 
 
 

 
 
 
| Exploit and Vulnerability Intelligence  | 
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| Exploit and Vulnerability Intelligence Key Findings 
In the past week, ZeroFox has observed vulnerabilities, exploits, and updates disclosed by 
prominent companies involved in technology, software development, and critical infrastructure. 
CISA added five vulnerabilities to its Known Exploited Vulnerabilities (KEV) catalog and released 
eight Industrial Control Systems (ICS) vulnerabilities on May 29 and June 3. Meanwhile, Cisco has 
released a patch for a static credential vulnerability in its Identity Services Engine (ISE) caused by 
improper credential generation. Google has issued out-of-band patches to a flaw that enables a 
remote attacker to potentially trigger heap corruption by leveraging out-of-bounds read and 
write errors via a maliciously crafted HTML page—likely leading to unauthorized code execution or 
browser crashes and posing security risks to users. CVE-2025-48827 and CVE-2025-48828 are two 
vulnerabilities in vBulletin that could enable attackers to execute arbitrary code remotely, taking 
full control of affected vBulletin servers, stealing user data, and deploying malware. Qualcomm 
has issued security patches for CVE-2025-21479, CVE-2025-21480, and CVE-2025-27038—three 
zero-day vulnerabilities in its Adreno Graphics Processing Unit (GPU) driver. If left unpatched, they 
could enable attackers to execute arbitrary code or gain unauthorized access, potentially 
compromising affected devices and sensitive data. 
 

What happened: A command injection remote code execution vulnerability exists in HPE 
StoreOnce Software. 

>​ What this means: This vulnerability is among eight recently patched by Hewlett Packard 
Enterprises. If affected devices are left unpatched, this vulnerability could enable threat 
actors to conduct unauthorized modifications of system configurations and service 
disruptions.  

>​ Affected products:   
●​ HPE StoreOnce Software from 0 before 4.3.11  
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 HIGH 

CVE-2025-37089 

https://www.cisa.gov/news-events/alerts/2025/06/02/cisa-adds-five-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news-events/alerts/2025/05/29/cisa-releases-five-industrial-control-systems-advisories
https://www.cisa.gov/news-events/alerts/2025/06/03/cisa-releases-three-industrial-control-systems-advisories
https://www.bleepingcomputer.com/news/security/cisco-warns-of-ise-and-ccp-flaws-with-public-exploit-code/
https://thehackernews.com/2025/06/new-chrome-zero-day-actively-exploited.html
https://www.bleepingcomputer.com/news/security/hackers-are-exploiting-critical-flaw-in-vbulletin-forum-software/
https://docs.qualcomm.com/product/publicresources/securitybulletin/june-2025-bulletin.html
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbst04847en_us&docLocale=en_US


   

 
 
 

What happened: This SQL injection flaw, specifically observed in the /submitpropertydelete.php 
file via the ID parameter, can be exploited remotely.  

>​ What this means: A public proof-of-concept is reportedly available for this vulnerability, 
increasing the risk of active exploitation.  

>​ Affected products:  
●​ CodeAstro Real Estate Management System 1.0 

 

​

© 2025 ZeroFox, Inc. All rights reserved.    
 
   

9 

 MEDIUM 

CVE-2025-5610  

https://nvd.nist.gov/vuln/detail/CVE-2025-5610


   

 
 

 
 

 
 
 
 
 
 
 
 

 
 
 
 

| Ransomware and Breach Intelligence  | 
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| Ransomware and Breach Intelligence Key Findings 

 
 
 
Last week in ransomware: In the past week, Safepay, Qilin, Sarcoma, Play, and Akira were the most 
active ransomware groups. ZeroFox observed that at least 118 ransomware victims were disclosed, 
mostly located in North America. Safepay and Qilin accounted for the largest number of attacks. 
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Ransomware Roundup of the Week   



   

 
 

 

 
Industry ransomware trend: In the past week, ZeroFox observed that manufacturing and 
construction were the most targeted industries by ransomware attacks, followed by healthcare, 
professional services, and retail.  
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Regional ransomware trends: In the past seven days, ZeroFox has observed that North America was 
the most targeted region by ransomware attacks, followed by Europe and Russia. 
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Three major breaches observed in the past week 
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 Notable Data Breaches of the Week  

Targeted Entity Cartier The North Face Lee Enterprises 

Number of 
Firms/Victims 
Affected 

N/A 2,800 online customers 39,779 readers  

Compromised 
Data Fields 

Name, email address, and 
shipping address 

Full name, purchase history, 
shipping address, email address, 
date of birth, and telephone 
number 

PII that includes first and last 
name and Social Security 
number 

Suspected Threat 
Actor 

N/A N/A Qilin ransomware group claimed 
responsibility.  

Country/Region France United States United States 

Industry Retail Retail Media and Entertainment 

Possible 
Repercussions 

Phishing and social 
engineering attacks, 
credential stuffing, identity 
theft, fraud, and 
ransomware 

Identity theft, fraud, phishing 
attacks, physical threats, social 
engineering attacks, credential 
stuffing, and ransomware 

Phishing attacks, extortion, 
politically motivated targeting, 
and identity theft 

https://www.bleepingcomputer.com/news/security/cartier-discloses-data-breach-amid-fashion-brand-cyberattacks/
https://www.cnet.com/tech/services-and-software/more-than-2800-north-face-accounts-compromised-in-cyberattack/
https://www.theregister.com/2025/06/04/cyberattack_lee_enterprises/


   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

|Physical and Geopolitical Intelligence| 
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| Physical and Geopolitical Intelligence Key Findings 

Physical Security 
Intelligence: Global 

What happened: Excluding the United 
States, there was a 13 percent increase in 
mass casualty events this week from the 
previous week, with the top contributing 
countries being Palestine, India, and 
Russia, in that order. Approximately 64 
percent of these events were explosions, 
and the three aforementioned countries 
accounted for about 33 percent of all 
mass casualty alerts. General alerts 

related to the Israel-Hamas War (including protests, raids, and involvement in neighboring 
countries) decreased by 14 percent from the previous week. Events related to Russia’s war in 
Ukraine increased by 11 percent. The top three most-alerted subtypes were explosions, which saw 
an increase of 13 percent from the previous week; gun violence, which did not increase or 
decrease; and structure fires, which decreased by 21 percent. Global protest activity increased by 1 
percent. 

>​ What this means: This week, both mass casualty events and explosions increased at the 

same rate, with Palestine being the highest contributing region for both incident types. 
Ongoing reports of strikes and aid distribution incidents in Gaza, where many casualties 
have been reported this week, have likely contributed to this increase, despite the decline 
of overall alerts related to the Israel-Hamas War. Concurrently, events tied to Russia's war 
in Ukraine escalated this week, with reports of continued shelling and drone 
attacks—including a recent Russian strike on Sumy that killed four people and injured 28. 
Additionally, Ukraine completed its biggest long-range attack since the beginning of the 
conflict on June 1, launching a series of major strikes at four military bases in Russia, for 
which Russian President Putin has vowed to retaliate. Despite these concerning trends in 
specific regions, global protest activity experienced a marginal 1 percent increase, 
suggesting that, while conflict zones are seeing heightened violence, broader civil unrest 
has remained relatively stable this week. 
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https://cloud.zerofox.com/physical_security?type=Scheduled%20Events,%20Public%20Safety,%20Geopolitical%20Reports,%20Internet%20Outages&date=7d&zoom=0.892585423183865&center=LngLat(-2.842170943040401e-14,%2036.06184508736186)&bounds=%7B%22_sw%22:%7B%22lng%22:-179.89999999999833,%22lat%22:-70.85713702433985%7D,%22_ne%22:%7B%22lng%22:179.89999999999873,%22lat%22:84.99999999999991%7D%7D
https://cloud.zerofox.com/physical_security?type=Scheduled%20Events,%20Public%20Safety,%20Geopolitical%20Reports,%20Internet%20Outages&date=7d&zoom=0.892585423183865&center=LngLat(-2.842170943040401e-14,%2036.06184508736186)&bounds=%7B%22_sw%22:%7B%22lng%22:-179.89999999999833,%22lat%22:-70.85713702433985%7D,%22_ne%22:%7B%22lng%22:179.89999999999873,%22lat%22:84.99999999999991%7D%7D
https://www.cnn.com/2025/06/03/middleeast/gaza-aid-distribution-deadly-what-to-know-latam-intl
https://www.reuters.com/world/europe/russian-attack-ukrainian-city-sumy-kills-two-people-2025-06-03/
https://www.bbc.com/news/articles/c1ld7ppre9vo
https://www.foxnews.com/politics/putin-tells-trump-russia-respond-ukrainian-attack-warplanes


   

 
 

Physical Security Intelligence: United States 

What happened: In the past week, the 
top three most-alerted incident 
subtypes were gun violence, structure 
fires, and police activity. Gun violence 
alerts are instances in which there is a 
confirmed or likely confirmed shooting 
victim, police activity involves law 
enforcement presence for generalized 
threats or for unknown reasons, and 
structure fires are fires that affect 
man-made buildings. The top two 
states that had the most gun violence 
alerts were California and New York, 
which together made up 23 percent of 
this week’s nationwide total. Gun 

violence across the United States overall decreased by 14 percent from the week prior. Police 
activity alerts increased by 16 percent, and the top contributing states were California and 
Michigan. Structure fires decreased by 1 percent, and the top two states for this subtype were New 
York and California. Notably, suspicious package incidents increased by 180 percent.  

>​ What this means: Police activity had a significant increase this week, with Michigan being 
one of the top two contributing states, which is unusual. One such incident involved a 
standoff on June 3 in which a suspect was apprehended after an hours-long barricade in 
Northfield Township, MI. Structure fires experienced a slight decrease this week, with New 
York and California again being the top states for this subtype. For example, a large 
three-alarm fire in Bedford–Stuyvesant,, Brooklyn, on June 4 damaged several buildings 
and displaced residents. Gun violence decreased this week, which aligns with a recent 
report by the New York City Police Department that cited a historic low in shootings and 
murders in the city for the first five months of 2025. A particularly noteworthy trend was the 
sharp increase in suspicious package incidents. A recent example includes the 
investigation of a suspicious package near the Neal Smith Federal Building in Des Moines, 
Iowa, on June 4, which was later deemed safe. This significant rise suggests a heightened 
level of caution and vigilance regarding unattended or unusual items across the country. 
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https://cloud.zerofox.com/physical_security?type=Scheduled%20Events,%20Public%20Safety,%20Geopolitical%20Reports,%20Internet%20Outages&date=7d&zoom=0.892585423183865&center=LngLat(-2.842170943040401e-14,%2036.06184508736186)&bounds=%7B%22_sw%22:%7B%22lng%22:-179.89999999999833,%22lat%22:-70.85713702433985%7D,%22_ne%22:%7B%22lng%22:179.89999999999873,%22lat%22:84.99999999999991%7D%7D
https://www.mlive.com/news/ann-arbor/2025/06/man-in-custody-after-hours-long-standoff-with-police-north-of-ann-arbor.html
https://abc7ny.com/post/fdny-fighting-apartment-fire-bed-stuy-brooklyn/16657301/
https://www.nyc.gov/site/nypd/news/pr010/nypd-record-low-shootings-murders-the-first-five-months-2025
https://www.kcci.com/article/downtown-des-moines-suspicious-package-investigation-neal-smith-federal-building/64970145


   

 
 

| Appendix A: Traffic Light Protocol for Information 
Dissemination 
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| Appendix B: ZeroFox Intelligence Probability Scale  

All ZeroFox intelligence products leverage probabilistic assessment language in analytic 
judgments. Qualitative statements used in these judgments refer to associated 
probability ranges, which state the likelihood of occurrence of an event or development. 
Ranges are used to avoid a false impression of accuracy. This scale is a standard that 
aligns with how readers should interpret such terms. 
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