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Scope Note

ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source accesses,
vetted social media, proprietary data sources, and direct access to threat actors and groups through covert
communication channels. Information relied upon to complete any report cannot always be independently verified. As
such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and includes caveat
language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our
assessments and recommendations. All sources used in this particular Intelligence product were identified prior to 5:00
AM (EDT) on July 17, 2024; per cyber hygiene best practices, caution is advised when clicking on any third-party links.

| Assessment | Physical and Cyber
Threats to Olympic Games Paris 2024

| Executive Summary

The Olympic Games Paris 2024 (also referred to as the Olympics, Paris 2024, and the
Games) is a highly visible, worldwide event that could be targeted by a variety of actors,
both domestic and international, to bring attention to their causes. Physical disruption
via strikes or protests are the major on-the-ground threat to the Games; cyberattacks
sponsored by Russia are the major cybersecurity threat.

Domestically, multiple unions have threatened strikes, anticipating that their local and
national governments will feel sufficient pressure to hold a successful Paris 2024 that
they will quickly give in to demands. The unions’ resolve is reinforced by the recent
French elections, in which a left-leaning coalition known to be supportive of workers won
a plurality in the National Assembly. Local protest groups have also called for action
ahead of and during the Games. These include organized campaigns by activists during
events and disorganized Paris-area opposition to the Games. The polarization in French
society—heightened by recent elections and protest movements—creates fertile ground
for further social unrest during the Games and makes it very likely there will be
disruptions.

Internationally, both the war in Ukraine and the Israel-Hamas conflict have the potential
to inspire protests and disruptions by nation-state-level actors. In particular, the Russian
Federation has a history of targeting the Olympics with cyberattacks as revenge for its
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formal exclusion from the Games (such as in the Pyeongchang Winter Olympics). With
Russian athletes once again slated to compete under the “Olympic Athletes from Russia”
banner and the added factor of France’s continued support for Ukraine,' Kremlin-aligned
hackers are likely to take aim at the cyber infrastructure of Paris 2024.

Lastly, pure financial crimes—including internet scams and street-level petty crime—wiill
very likely operate on a heightened level during the Games. Tourists in Paris should be
wary of their surroundings and conduct due diligence on websites and applications they

use related to the Games.

| Background

France has a long history of civil unrest, and it is very likely that protests, boycotts, and
other forms of disruptive activity will impact the Olympic Games Paris 2024. Interest
groups could seek to leverage the visibility of the Olympics to garner more attention for
their causes. Due to the significant social polarization and discontent extant in France,
there are a number of activist groups potentially interested in this publicity.

The most significant source of recent polarization comes from French elections. In June,
France held elections for the European Parliament, in which the far-right Rassemblement
National (RN) performed unexpectedly well. This prompted President Emmanuel Macron
to call for snap parliamentary elections, in which the RN again won a plurality of votes
but was blocked from power by a left-and-center coalition that explicitly aimed to
prevent an RN majority. The Nouvel Front Populaire, a broad coalition of the greater
French left, won the most seats and is expected to soon propose a candidate for prime
minister. Within a month, the RN went from expecting to be the dominant party in
Parliament to being one of the smallest, with the left experiencing the reverse. Each side
of this increasingly polarized divide views the other as posing somewhat of an existential
threat to France, creating the potential for unrest and targeted actions during the Paris
2024 Games.

© 2024 ZeroFox, Inc. All rights reserved.
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| Physical Security Preparations

Just before the start of the Olympic Games Paris 2024 on July 26, authorities will begin
enforcing movement restrictions and vehicle limitations.?

e The most restrictive zone is a gray perimeter that ticketed fans, athletes, and
media will be able to enter. Verified athletes and media vehicles will also be
allowed to enter this zone.

e Surrounding the gray zone, fans will need to pass through a black perimeter for
security checks, including pat-downs and metal detectors. Bicycles are restricted
starting at this point.

e Further outside, pedestrians and authorized vehicles with a valid “Pass Jeux” QR
code will be able to enter a red perimeter. All other vehicles are prohibited from
entering.

e The outermost perimeter is classified as blue and will only have limitations for
vehicles that will need to prove they have a valid reason for entering, like visiting
friends.

e Ared perimeter label will also be applied to the Seine River starting on July 20, the

location of the opening ceremony and controversially certain swimming events.®

There will be 25 fan zone locations, where there will be parties and interactions with
guests. Only those fan locations in the red or gray zones will require a Pass Jeux. They
have capacity restrictions and security checks.”

e Fan zones could be targets for criminals and would-be attackers.

There will also be limitations on metro and rail services in and around Olympic venues,
particularly around the opening ceremony; most services will be closed gradually
beginning on July 27, the day after the opening ceremony. However, the Champs-Elysées
and Concorde stations in downtown Paris will remain closed. Furthermore, metro and bus

® hxXps://anticiperlesjeux.gouv|.]fr/carte-interactive-impacts-deplacements-ile-france

hxXps:/ /[www.asisonline[.]org/security-management-magazine/monthly-issues/security-technology/archive/2024/
june/security-perimeters-for-the-paris-olympic-games/

a4

hxXps:/ [www.sortiraparis[.Jcom/en/news/olympic-games-paris-2024/guides/308255-paris-2024-olympics-fan-zo
nes-where-to-celebrate-the-olympic-games-in-paris-and-the-ile-de-france-region
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tickets will double in price in Paris until September 8, the last day of the Paralympic
Games.’

The fare increase and movement restrictions present one of the most likely sources of
Olympics-related social unrest from Paris-area activist groups upset about disruptions
to their lives.

Access Codes

To enter the red and gray restricted zones, guests will need to download a “Pass Jeux” QR
code. Users will need to request a code in advance using their name, address, and a
form of identification. Visitors will need to provide proof of temporary accommodations
and media accommodations, if applicable.® This means that hotel guests within these
zones need the Pass Jeux to enter their hotels.

A Pass Jeux is not the same as a ticket to an event, and those with valid tickets will not
need a Pass Jeux to enter the event. Those with tickets will need to download a separate
application called the Paris 2024 Tickets that will contain another QR code with their

event tickets.’

A mobile application, Transport Public Paris 2024, is also available to identify travel routes
to venues.® Those riding the metro will not necessarily need a Pass Jeux, but certain train
stations within the perimeter will be closed throughout the Olympics.

| Possible Flashpoints

Election-Related Protests

The most likely source of disruption to the Olympic Games Paris 2024 is physical protests.
In recent years, France has experienced many instances of unrest related to key political
issues. Particularly salient issues have been changes to the retirement age, police
treatment of minorities, and policies viewed as hostile to farmers. These have all
prompted large-scale demonstrations in the run-up to the elections and are likely
sources of inspiration for potential Paris 2024 protesters.

© 2024 ZeroFox, Inc. All rights reserved.
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e During the first half of 2023, the country witnessed at least 14 rounds of nationwide
strikes and protests against President Macron’s centerpiece domestic reform,
which raised the retirement age from 62 to 64.°

e Large-scale demonstrations brought between 500K and 1.3 million people out into
the streets from January to June 2023 and turned violent in mid-March.”

e The best-performing parties in the June/July 2024 elections were those who
vowed to reverse the retirement age changes, and protesters often staged
election protests at Olympics-related locations during the campaigns.”

e The appointment of government positions is expected to continue through the
Olympic Games, and political activists have already proposed ways to use the
Olympics to highlight policies. Therefore, it is likely that those who protested
against the increase in retirement age in 2023, and during the July 2024 elections,

will protest during the Games.

The most likely source of French election-related protests will come from left-leaning
groups who are threatening protests during the Games if one of their preferred
candidates is not named prime minister.”

Societal Fissures

Almost immediately following the last round of nationwide strikes and protests against
retirement reform, which occurred on June 6, 2023, a fresh spate of violence commenced
after police officers shot and killed a 17-year-old delivery driver named Nahel Merzouk
during a traffic stop in a Paris suburb on June 27, 2023.°

e This particular shooting encapsulated accusations that police in France have
systematically mistreated African and North African individuals. Peaceful protests
comparable to the U.S. Black Lives Matter movement took place across the

hxXps:/ [www.lemondel.|fr/politique/live/2023/01/10/reforme-des-retraites-en-direct-le-gouvernement-propose-de
-decaler-I-age-legal-de-depart-a-64-ans-en-2030_6157310_823448.html

10

hxXps:/ [www.lemondel.|fr/politique/live/2023/03/16/reforme-des-retraites-en-direct-elisabeth-borne-s-exprime-a
-la-tribune-de-l-assemblee-nationale-sous-les-huees-de-I-opposition_6165692 _823448.html

! hXXps://wvvvv.tdg[4]ch/des—monifestotions—contre—Iextreme—droite—ont—Iieu—portout—en—fronce—678891198655

12
hXXps://apnews[.Jcom/article/france-election-union-strikes-paris-olympics-970060c5b8419d6403bblb5c78ebf900
® hxXps:/ [www.theguardian|.]Jcom/world/2023/jul/04/first-edition-france-unrest-police-nahel-merzouk
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country, but in many places violence and civil unrest also occurred. Several nights
of riots resulted in widespread looting, 1,000 damaged buildings, and over 5,000

burned vehicles."

The police response to “le mort de Nahel” was emblematic of a larger source of societal
unrest: the often heavy-handed response of French law enforcement to demonstrations

and activism.”

e However, President Macron and his ministers have repeatedly characterized
themselves as stewards of “law and order” in France and describe the Olympic
season as a time of “pride” and “hope” for the country.”® Given this official position,
it is probable that police will respond more forcefully to demonstrations or other
actions that threaten to disrupt the Games, which could result in security forces
using tear gas and clashing with protesters.

Lastly, in early January 2024, farmers in the south of France began a series of
demonstrations and road blockades to protest against environmental regulations and
cuts to agricultural subsidies. These actions gradually spread to the rest of the country,
culminating in a “siege” of Paris, with farmers blocking major motorways leading into the

capital between January 29 and February 1,2024.”®

In general, the grievances that animated these waves of protests in 2023 and 2024 have
not been fully resolved and could likely spark further collective action going forward,
especially during the Olympic Games. Given the heightened security posture of French

14

hxXps://www.leparisien[.]fr/faits-divers/interpellations-voitures-brulees-batiments-degrades-les-emeutes-en-chif
fres-nuit-par-nuit-03-07-2023-S7M7QZT5TBC63IC6AAC7XTBETQ.php

"® hxXps://www.cnn[.]Jcom/2019/07/14/europe/france-bastille-day-injured-yellow-vests-intl/index.html

16
hxXps://www.reuters[.]com/world/europe/macron-says-2024-marked-by-olympics-will-be-year-french-pride-ho
pe-2023-12-31/

-
hxXps://www.theguardian[.Jcom/world/2024/jan/29/french-farmers-drive-tractors-towards-paris-in-blockade-thr
eat

18

hxXps:/ [www.rfi[.]fr/en/france/20240213-leading-french-farmers-union-warns-motorway-blockades-could-resum

e

© 2024 ZeroFox, Inc. All rights reserved.



Assessment | Physical and Cyber Threats to Olympic Games Paris

= (¥) ZEROFOX'

A-2024-07-17a
TLP:CLEAR

security forces during the Games, the risk of an incident involving police (or other law
enforcement) is significant.

| Strikes, Boycotts, and Protest Activity

In addition to previously existing activist groups and issues, there are also protest

concerns directly related to the Olympic Games Paris 2024.

For example, the CGT-RATP public transport union has already filed a strike notice for the
duration of the Games, citing concerns regarding overtime and accommodations for
workers during this event.”” This proposed collective action could lead to significant
transportation disruptions in Paris and other French host cities.

Additionally, environmental activist groups such as Youth for Climate, Extinction
Rebellion, and others have criticized the allegedly high carbon emissions and other types
of pollution caused by the Games.”

e In order to bring attention to their cause, climate activists smeared fake blood on
the Olympic Rings monument in front of the Paris town hall in July 2023 and later
attempted to sign up as volunteers or torchbearers for the Games, although they
were not successful.” Given the continuing salience of this global issue, similar
small-but-attention-grabbing actions will likely take place at the opening or
closing ceremonies, as well as during Olympic sporting events.

In broader French society, enthusiasm for Paris 2024 has gradually declined as the
opening date approaches. According to recent polls, 44 percent of residents of the
lle-de-France region now believe that hosting the Games is a bad thing, citing the high

expense of this event and the rising costs of housing and transportation as primary

® hXXps:/ [www.rfi[.]fr/en/france/20240308-france-s-cgt-union-says-it-will-strike-during-paris-olympics

hxXps:/ [www.aal.]Jcom[.]tr/en/sports/paris-olympics-ecological-social-ransacking-says-climate-activist/ 2958660
H

21

hxXps:/ /[www.lemondel.|fr/en/france/article/2024/04/09/paris-2024-the-anti-olympic-movement-struggles-to-ral
ly_6667914_7.html
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reasons for their skepticism.” Discontent by workers who will have extra responsibilities
imposed due to the Games is particularly high.

e The French government has attempted to forestall some of the syndical
discontent by announcing bonuses for civil servants and police officers for the
duration of the Olympic and Paralympic Games.***

e This has given rise to demands by other labor groups, such as workers at
Paris-area airports, to also receive an “Olympic bonus.”*

e However, such measures will likely only partially placate interest groups and
activists seeking to extract benefits or garner more attention. There is a roughly
even chance of further protests by those in the transportation sector during the

Games.

Local Opposition
Local opposition to the Games is also high among Parisians who anticipate major
disruptions to their lives during their duration.

e Locals have been advised to avoid the metro as much as possible during the
Games, as its capacity is anticipated to be strained by the number of visitors
arriving in Tlle-de-France. A special Olympic Fare, which is twice the cost of o
normal metro ticket, has provoked derision among citizens able to buy
regular-cost tickets in advance to cover the Olympic period and major unease
among poorer Parisians who cannot afford to load up on regular-price fares
ahead of time.*

e Some businesses have announced “forced vacations” due to anticipated
disruptions to normal function of the city.”” While many others are instead
enforcing teleworking, certain businesses anticipate shutting down entirely. Some

22

hxXps:/ /[www.lemondel.|fr/sport/article/2023/11/13/paris-2024-la-perception-des-jeux-olympiques-atteint-la-cote-
d-alerte-chez-les-franciliens-selon-un-sondage _6199868 _3242.html

* hxXps:/ [www.washingtonpost[.Jcom/world/2024/03/10/olympics-paralympics-france-strikes-bonus/

** hXXps:/ [www.reuters[.Jcom/sports/france-offers-police-olympics-bonus-up-1900-euros-2024-01-30/

*® hXXps:/ /[www.nosvoyagesheureux|.]fr/greve-des-aeroports-a-paris-chaos-avant-les-jo-2024/

26
hXXps://vvvvvvouest—fronce[.]fr/tourisme/jo—2024—comment—eviter—de—poyer—trop—cher—Ie—metro—a—poris—cet—ete—
6908c304-1bfb-11ef-8e43-1b4062eal2e6

.

hxXps:/ [www.leparisien|.]fr/jo-paris-2024/jo-paris-2024-teletravail-ou-conges-imposes-pendant-les-jeux-23-04-
2024-B7PEK3ZZPNAFFNSR4SXWGTQFLM.php
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workers may not have the vacation time saved up to cover their salaries during
this period; even those who will still receive a salary are inconvenienced by being
forced to take time off that is not of their choosing.

e Alarge number of bridges and metro stations will be closed across Paris, in
particular during the Opening Ceremony (a boat parade down the Seine) but also
before and after that date. The Prefect of Paris described the overall
transportation situation as “the big mess.”*®

e While no such protest occurred, the popularity of an online proposal to “poop in
the Seine” on June 23 is illustrative of local sentiment surrounding the Paris 2024

Games.”®

Many Parisians feel these Games have been imposed on them, and it is very likely that

this will manifest itself in protests by locals against the disruptions to their daily lives.

Prochaines mobilisations contre les Jeux
Olympiques de Paris 202 et les saccages
sociaux et environnementaux
qu’ils engendrent

= 17 juillet : Cérémonie anti-olympique
a Montreuil (93) : 19h - La Parole Errante

= 25 juillet : Rassemblement des
organisations en lutte contre les JOP pour
une contre cérémonie d'ouverture a Paris
(avec prises de parole et D) set) :
18h - Place de la République

= 27 juillet : Action de désobéissance civile
_aParis:lieu et heure inconnus
(lien pour s'inscrire en description)

R te
Olympique,

Planned protests by French activist group Peuple Revolte against the societal damage
caused by hosting the Olympics
Source: hxxps://x[.Jcom/PeupleRevolte
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International Activism

In addition to the organizations and causes discussed above, the Olympic Games Paris
2024 could also be disrupted by collective actions over issues such as the high cost of
living, the French government'’s recent controversial immigration bill, or the ongoing

Israel-Hamas conflict.

Since the Israel-Hamas war started in October 2023, there have been several notable
pro-Palestinian protests targeting major events worldwide.

e During the Macy's Day Thanksgiving Parade on November 23, 2023, several dozen
pro-Palestinian protesters glued themselves to the parade route, temporarily
halting the event, while others marched along the parade route before being
arrested.”

e The EuroVision Song contest held in Sweden in early May 2024 was also targeted
by pro-Palestinian street protesters against the participation of Israeli
contestants.”

e Pro-Palestinian protesters announced their intention to target the recent Euro
2024 football tournament,* but no major disruptions occurred. This may be due to
law enforcement’s heightened scrutiny of activists in relation to the tournament.

There have already been pro-Palestinian protests related to the Olympic Games Paris
2024, and further actions in solidarity with Palestinians or in opposition to Israel are likely

at the events.

e Protesters assembled outside the International Olympic Committee (IOC)
headquarters in Lausanne on June 12, 2024, to argue against Israel’s participation
in the Games.* Hundreds took part in the assembly, which called on the 10C to
bar the country from competing. On July 9, 2024, a broad grouping of
pro-Palestinian protestors orchestrated a mass-call in targeting the Paris

30

hxXps://abcnews.go[.]Jcom/US/pro-palestinian-protesters-force-macys-thanksgiving-day-temporarily/story?id=10
5124720

¥ hxXps:/ [www.aljazeera[.Jcom/news/2024/5/11/eurovision-final-pro-palestinian-protests-israel-participation

% hxXps:/[inews[.]co[.]uk/sport/football/gaza-protesters-euro-2024-tensions-german-police-3110300

¥ hxXps://x[.]com/OnlinePalEng/status/1801358236299264248
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Organizing Committee (COPJOP), pressuring them on Israel’s participation at the
Games.*

e Similar small-scale shows of support or opposition are likely during the event.

e While unlikely, there is a possibility that Olympic athletes or teams set to face
Israeli athletes or teams will choose to forfeit instead as a means of drawing
attention to the Palestinian cause. It is difficult to estimate the likelihood of this
occurring, as it is highly dependent on which athletes or teams are matched with
Israelis/Israel. The most likely candidates for such action would be athletes or
teams from Muslim nations or certain socially-conscious European nations (such

as Ireland® or Iceland®®).

Pro-Palestinian cyber threat actors also pose a threat, mainly to the Olympics cyber

infrastructure.

e OnJuly 4, 2024, actor “Anonymous KSA” shared a post on their Telegram channel
indicating that they would begin targeting the digital infrastructure of France but
not specifically mentioning Paris 2024. Anonymous KSA'’s Telegram channel was
created on May 5, 2024; the channel's first post on May 6, 2024, announced an
attack against an Israeli Ministry of Education website.”’ The group has claimed
several attacks targeting Israeli institutions, as well as leaks of and distributed
denial-of-service (DDoS) activity towards international corporations with the
stated intent of impacting entities associated with the ongoing Israel-Hamas
war.*® ZeroFox has not observed evidence that the claims made by the group are
legitimate.

| Terrorism

The security threat from terrorist groups and radicalized individuals is arguably the
biggest concern for security forces and Olympic Games Paris 2024 organizers. Paris has

¥ hxXps:/[x[.Jcom/urgence_pal/status/1810285767228264632
% hxXps:/[www.aa[.Jcom].]tr/en/europe/irish-athletes-voice-solidarity-with-palestine-in-dublin/3274788

hXXps:/ [www.thenationalnews[.]Jcom/sport/football/2024/03/21/calls-grow-to-sanction-israel-as-iceland-boss-ad
mits-euro-2024-play-off-concern/

¥ hxXps://t[.]me/Anonymous _KSA)

® hxXps:/[t[.]me/Anonymous_KSA/767
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experienced terror attacks on several occasions in recent years and the risk is elevated
compared to previous years because of the Israel-Hamas war.

e Since 2001, France has been a key partner in the global War on Terror, making it
one of the primary targets of Jihadist groups, particularly the Islamic State (IS).
The worst terrorist attack against the country occurred in November 2015, when IS
gunmen killed 130 people during a series of mass shootings and bombings at
several locations in Paris.*® Overall, since 2012, France has suffered the highest
number of successful or attempted acts of terrorism and related arrests among
all European Union (EU) member-states.*

While there has been a lull in international terror attacks since the loss of IS territorial
control in Iraq and Syria around 2017, Europe in particular has seen a partial resurgence
since the Israel-Hamas war began in October 2023. France has experienced two such
incidents.

e On October 13,2023, a teacher was stabbed to death in the city of Arras, France.

e On December 2, 2023, a knife and hammer attack in central Paris claimed the life
of one person and injured two others.”"*

e |n both cases, authorities classified the incidents as “acts of terrorism” and believe

that they are at least in part related to the ongoing Israel-Hamas conflict.

Since then, European authorities have issued several security warnings over the
heightened risk of a terror attack on large gatherings.

e On December 5, 2023, European Home Affairs Commission chief Ylva Johansson
said there was a “huge risk” of a terror attack in the EU during the holiday period

% hxXps://[www.cnn[.]Jcom/2015/12/08/europe/2015-paris-terror-attacks-fast-facts/index.html

° hxXps:/ [www.consilium.europal.]eu/en/infographics/terrorism-eu-facts-figures/#0

4

hXXps:/ [www.reuters[.]com/world/europe/france-school-stabbing-heres-what-we-know-about-arras-attack-2023
-10-13/

42

hxXps:/ [www.lemondel.|fr/societe/live/2023/12/03/en-direct-attentat-a-paris-le-point-sur-les-dernieres-informati
ons_6203619_3224.html
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and warned that groups like Al Qaeda and the IS would use the Israel-Hamas war

to increase calls for violence.*®

While no attacks were attributed to either cause during the 2023-2024 holiday period,
France and Germany (the host of the 2024 Euro soccer tournament) issued security
warnings regarding the threat IS posed to their tournaments in late March 2024. The
warnings followed a deadly March 22 terrorist attack on a concert hall outside Moscow,
Russia, by a branch of IS based in Afghanistan and Pakistan called IS-Khorosan.

e President Macron mentioned that the group responsible for the attack in Moscow
also sought to strike in France and noted that French authorities had disrupted
two attacks in 2024 alone.*

The Olympic Games Paris 2024 represents one of the most significant and prestigious
sporting events that will take place this year. The scale and visibility of this international

competition make it a high-value target.

e Despite extensive security preparations by French authorities, residual risk
remains. Several threats need to be considered: likely hotspots for attacks, notable
groups and issues that have contributed to anti-French or anti-Western
sentiments, and potential methods that may be used to perpetrate acts of

terrorism.

In terms of potential methods, a terrorist attack at the Olympic Games Paris 2024 would
likely involve the use of easily accessible materials such as bladed weapons, firearms, or
improvised explosive devices (IEDs) rather than a coordinated assault like the attack in
Moscow in March 2024 or in Paris in 2015. In addition, according to the U.S. State
Department, endogenous (lone-actor) attacks pose the most significant current threat.*

e On May 3], 2024, an 18-year-old from the Chechnya region of Russia was arrested
in Saint-Etienne near Lyon on suspicion of wanting to "commit an Islamist-inspired

© 2024 ZeroFox, Inc. All rights reserved.
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attack."*® According to the French Ministry of Interior, the suspect planned an
attack targeting the locations of Paris 2024 football events, such as the
Geoffroy-Guichard stadium in Saint-Etienne.

e Itis also possible that vehicles could be used as a weapon to target spectators,
related events, or associated facilities, as occurred in Nice on July 14, 2016, when a
lone perpetrator killed 86 people by driving a cargo truck into crowds celebrating
Bastille Day.”’

One of the primary security challenges for the organizers of the Paris 2024 Games is
safeguarding the opening ceremony scheduled for July 26. This event is set to be an

unprecedented spectacle, breaking from tradition by not being held in a stadium.

e Instead, in a historic first, athletes participating in the Games will float down a 3.7
mile stretch of the Seine River in central Paris aboard a flotilla of 94 boats, followed
by an additional 80 vessels carrying media and security personnel. An estimated
crowd of 222,000 will gather along the riverbanks, while 200,000 more are
expected to watch from nearby buildings.*®

e The open-air setting chosen for this ceremony, as well as the large number of
spectators involved, make it a possible hotspot for an attack.

e ZeroFox Intelligence notes that the potential for threat actors to use planes or
unmanned aerial vehicles (UAV), such as drones, is low; airspace will be shut
down within a 93-mile radius around Paris during the opening ceremony and will
remain closely monitored during the subsequent days of the competition.* In
addition, Paris police plan to deploy 15 heavy anti-drone units equipped with
radar and jamming capabilities to guard against possible UAV attacks against
the capital.”

e Organizers have reportedly established a Plan B for the Olympics opening
ceremony on the Seine in the event of a terrorist threat. This fallback plan would
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involve parading athletes on the Pont d'éna (lena Bridge) between the Eiffel Tower
and the Trocadéro. This parade would be held without spectators, and athletes
would return directly to the Olympic Village afterward.”

| Crime

The frequency of petty crime in Paris generally correlates with the level of tourist activity

in the city, and this pattern is anticipated to continue during the Olympic Games.

e Consequently, pickpocketing and related scams will remain a threat in affluent
districts of the capital, particularly near luxury establishments, popular tourist
landmarks (especiclly the Eiffel Tower, Notre Dame, and the Chomps—EIysées),
and around event venues such as stadiums.”

e Thieves are also known to operate on public transport, most commonly the Paris
metro and the lle-de-France regional express railway network (RER) that connects
the capital to surrounding areas.™

e Pickpockets typically work in groups, often involving adolescents. On the street, the
most popular method is the “distraction technique,” when two or more individuals
approach the target under the guise of asking for directions or trying to sell
merchandise. While the target’s attention is focused on one person, the other
criminal involved in the scheme surreptitiously steals the victim’s valuables.

e On trains, the most common ploy is the “crush and grab.” This involves a group of
people swarming a victim as they are entering or exiting the railroad car, using
the chaotic situation to pick their pockets.

e Another related tactic is to swiftly snatch the purse or backpack of a passenger
seated near an exit and disembark just before the doors close.> While this type of

crime is typically nonviolent, reports during the past few years indicate an
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hXXps:/ [www.leparisien].]fr/jo-paris-2024/jo-paris-2024-le-plan-b-de-la-ceremonie-douverture-se-precise-avec-
une-parade-entre-la-tour-eiffel-et-le-trocadero-13-06-2024-THD4233LSRGJ5K5HUXRTELELVU.php

hXXps:/[fr.usembassy[.]gov/services/assistance-for-victims-of-crimes-in-france/pickpockets-in-paris-how-to-av
oid-becoming-a-victim/

% hxXps:/[travel.gc[.]Jca/destinations/france
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hXXps:/[fr.usembassy[.]gov/services/assistance-for-victims-of-crimes-in-france/pickpockets-in-paris-how-to-av
oid-becoming-a-victim/
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increased level of aggression towards persons who are perceived to be wealthy.
For instance, at the start of 2022, Paris police registered a 31 percent rise in
aggravated theft of luxury watches from city residents and visitors, a
phenomenon that has generally grown more common since 2019.%°

In terms of organized criminal activity, Paris witnessed several spectacular heists during
the fall of 2023, including a daytime robbery of the Piaget jewelry store in August and the
hijacking of a truck containing 50 luxury items belonging to the fashion brand Balmain in

September.”**’

e On both occasions, millions of dollars in property was reported stolen. In addition,
a drug war erupted in August 2023 between the “Yoda” and “DZ Mafia” mafia
gangs in Marseille. During the past year, a total of 36 people were killed in clashes
between the two criminal groups in France’s second-largest city; this is five more
than in 2022.%°

Given the heavy police presence in Paris during the Olympics, it is unlikely that the capital
will experience high-value robberies or outbreaks of gang violence while the Games are
ongoing. However, there is a greater possibility that such incidents could disrupt Olympic
events in other parts of France, especially the soccer and sailing competitions scheduled
to take place in Marseille.

| Cyber Threats

Russian Interference
ZeroFox Intelligence assesses that the Olympic Games Paris 2024 faces threats from
likely Russian-backed cyber threat actors.

e Two political issues involving Russia have the potential to disrupt the Games. The
Russian Federation has held a grudge against the institutions of the Olympics
since Russian athletes were banned in 2019 from international competition due to
allegations of a state-sponsored doping program. Subsequently, Russia’s invasion
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of Ukraine caused the IOC to ban Russian athletes from competing under the
name and flag of Russia. Both of these decisions are perceived by Russia as major
slights.

e That Russian athletes can participate at all is also controversial. Despite
international pressure from Western nations, the IOC and the International
Paralympic Committee (IPC) ruled that Russian and Belarussian athletes can take
part in the upcoming competitions as neutrals.*

e This decision has been strongly criticized by both the Ukrainian government and
the social media activist group “#BloodyOlympics” and could lead to protests
during the Games or boycott campaigns against corporate sponsors of this

event.®®

Russian cyber threat actors are likely to react to the strong showing of support for

Ukraine at the Games, as well as previous bans of Russian athletes, by targeting the 10C.

e This s likely to take the form of DDoS attacks, data compromises, and scams

carried out by Russian threat actor groups.

On June 23, 2024, the “People’s Cyber Army” (PCA) posted a call to action on their
Telegram channel (@CyberArmyofRussia_Reborn)® and associated private groups,
urging cyber fighters to target France with cyberattacks.

e One of the posts by the PCA supported the “Poop Protest,” which was organized by
Parisians in response to the French government’s expenditure on cleaning the
River Seine to host swimming events. The message highlighted the PCA'’s support
for the protest and promised to disrupt French websites during the event.

e PCA’s announcement was accompanied by a fake cover of Charlie Hebdo, a
satirical French magazine, which featured text in Russian that read, “Russian
hackers have agreed to participate in the Olympics in a neutral status. In a new
sport, ‘DDoS attacks’ on the websites of France.”
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e This imagery and messaging are designed to mock and threaten French
authorities, symbolizing cyber “games” as part of PCA’s protest. The cover also
featured the logos of PCA, RCAT, and “NoName057(16)”, indicating these threat

actor groups have formed a unified front in their disruptive efforts against the
Paris 2024 Games.

June 23

NUMERO SPECIAL

CHARLIE HEBDO _

N33 704

i, COrniacuiiucb
B onuMnuage.

and help them th

how crap his Olyi

r Emmanuel! & W &

2 i

Translated post from the PCA’s Telegram channel
declaring cyberattacks on France, indicating joint operations with NoName057(16)
Source: ZerofFox Intelligence

e These groups typically employ DDoS attacks, which flood targeted websites with
excessive traffic and render them inaccessible. NoName057(16) utilizes tools like
DDOSIA, capable of issuing repeated network requests to overwhelm web services.
In addition to DDoS attacks, these hacktivist groups may engage in website

© 2024 ZeroFox, Inc. All rights reserved.



Assessment | Physical and Cyber Threats to Olympic Games Paris

= (¥) ZEROFOX'

A-2024-07-17a
TLP:CLEAR

defacements, replacing legitimate content with protest messages or
propaganda.

e The coordinated actions by PCA, RCAT, and NoNomeO57(16) represent a threat to
the Olympic Games Paris 2024, with the potential to disrupt event logistics,
security, and public perception.

e The cyber activities may complement physical protests, creating a multifaceted
threat environment. However, there is also the possibility that these
announcements could be part of a psychological operation (psyops) intended to
instill fear and uncertainty without actual follow-through, further complicating the
threat landscape.

As of July 11, 2024, there are no indications or claims of cyberattacks by these groups
against web resources related to Paris 2024 or French government infrastructure directly

involved in organizing the event.

Mobile Apps

Mobile applications present security risks, and cyber threat actors are very likely
attempting to exploit enthusiasm for the Games to carry out scams utilizing them. Threat
actors can use mobile app credentials to gain access to user accounts, potentially
reselling tickets and manipulating personal information associated with paris2024[.]org
and olympics|.]Jcom users. This can lead to ticket fraud, operational disruptions, and
reputational damage.

ZeroFox observed and exported thousands of sets of compromised credentials related to
paris2024[.]Jorg and olympics|.]Jcom from a private Telegram channel.

e The data appears in two formats: URL paired with login credentials (ULP) and
login:password pairs (LP). The ULP formatted data likely originates from botnet
logs, while the LP pairs stem from database breaches and exposures or were
stripped from the URLs by the threat actor, making it unclear to which web
resources the compromised credentials pertain.

e The credentials were extracted from combolists disseminated in the Telegram
channel over the last eight months.
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Selling Olympic-Related Cyber Assets on the Dark Web

On July 6, 2024, an untested threat actor dubbed “dank31337” posted a thread on the
deep and dark web (DDW) forum XSS. The thread, titled “Buying all things olympics 2024
related”, expressed the actor’s intent to purchase unauthorized access and tools
specifically targeting the Olympic Games Paris 2024.

e The actor offered USD 5,000 for initial access, phishing pages, and other related
assets, inviting contacts to send direct messages for further communication. The
post indicates that the actor is willing to use escrow for the transaction,
suggesting a level of seriousness and an attempt to build trust within the forum
community.

Buying all things olympics 2024 related

2, dank31337 aturday at 12:04 PM

ESCROW AVAILABLE IN THIS THREAD!

New deal

Saturday at 12:04 PM 0 < 0=
DN Price: 5000
Contacts: *

dank31337 Initial access, phishing pages etc, please send me DM
floppy disk

User

d; Oct 7, 2023

0 LQReport rlike +Quote <Reply

Post by dank31337 seeking Olympics 2024-related access and tools
Source: ZeroFox Intelligence

The actor’s request for initial access and phishing tools suggests potential plans for
sophisticated attacks that could include credential theft, unauthorized access, and
broader disruptions to Olympics-related systems. The substantial monetary offer
underscores the potential scale and seriousness of the intended activities.

Suspicious Emails Targeting Volunteers

On the Reddit forum r/Paris2024, a user dubbed “pizzahighwayicecream” posted a query
titled “Scam or real?” three months ago, expressing concerns about an email they
received from volontaires@info-jeux2024.paris|.|fr. The user, who was registered in the
volunteering program for Paris 2024, noted that the email differed in design and

structure from previous official communications they had received from
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volontaire@contoct.pari32024[.]org. The email invited the recipient to accept a mission
via a link to a Volunteer Portal, but the unusual wording and appearance raised
suspicions about its authenticity.®

e The email did not resemble official communications from the volunteering
program, reinforcing the suspicion that the message might be a phishing attempt
designed to deceive volunteers into providing personal information or login
credentials.

0 r/Paris2024 - 3
P

Scam or real?

this & mail

Mission proposal

Hello,
Here we are, the Games start right now for you, as we

want you in cur Volunteer Team!
Yau eould now find our mission proposal below.

Mission proposal

You can find it on your Volunteer Portal

How does it work?

1/ Please read carefully our proposal, the mission
description and the mission period

2/ Then you could accept or dechina our proposal directly
on the Portal

Beware: you only have 5 days to do it. If you decline, we
may make anather proposal or not depending on all the
aNSWers.

3f As s00n as you accept tha missian, you could find all
the next steps before the Games directly on your
Volunteer Portal,

We stay available for any

Original post by pizzahighwayicecream, along with a partial screenshot of suspicious
email they received
Source: ZeroFox Intelligence

2 hxXps:/ /www.reddit[.]Jcom/r/Paris2024/comments/lowc096/scam_or_real/
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Exposed Credentials for Olympics[.]Jcom and Paris2024[.]org

ZeroFox identified 21 exposed records containing compromised credentials associated
with the @olympics[.Jcom email domain and four unique records tied to the
@paris2024|.]org email domain from an open-source repository for compromised
datasets. These records include limited personally identifiable information (PIl), such as

full names, usernames, passwords, and phone numbers.

e The compromised data originates from past breaches, not from a recent or
targeted attack against the Olympic Games’ web resources. These records were
likely compromised because individuals used their work email addresses to
register on third-party websites or services, which later experienced data

breaches or accidentally exposed user data.
Even though the data is from past breaches, it can still be exploited to gain unauthorized

access to Olympic Games systems if personnel reused passwords or if the compromised

information provides insights for social engineering attacks.

Dashboard 16,543,850,027

olympics.com 2 Domain o © Compromised

Export Results b

olympics.com

chartert

cold2021

junior@olympics.com - - goldenwest

special@olympics.com - - special

Screenshot indicating 21 exposed records for the @olympics[.]com domain from five
publicly known breaches
Source: Zerofox Intelligence
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Dashboard 16,543,850,027

paris2024.org = Domain v © Compromised

Export Results ¢

paris2024.org

nclaret@paris2024.0rg

treboul@paris2024.0rg e - - - 33663572414

Screenshot indicating four exposed records for the @paris2024[.]org domain from four
publicly known breaches
Source: ZeroFox Intelligence

Similarly, ZeroFox researchers observed 1,734 botnet log entries affecting paris2024[.]org
and 28 entries affecting olympics|.]Jcom on the well-regarded DDW marketplace Russian
Market.

e The compromised subdomains include connect.paris2024/.]org,
library.olympics|.]Jcom, and shop.olympics[.Jcom. Prices for these botnet log
entries range between USD 2 and USD 10 each, with uploads dated from May 28,
2023, to June 28, 2024, for olympics[.]Jcom and from May 24, 2024, to July 7, 2024,
for paris2024[.]org.

e These botnet logs comprise compromised credentials that allegedly include not
only login details but also browser cookies in some cases. The cookies allow
attackers to bypass multi-factor authentication (MFA) and other security
measures. Once purchased, these logs are removed from Russian Market,
increasing the risk of targeted attacks.

Compromised accounts could lead to unauthorized viewing, transfer, or resale of
legitimate e-tickets, especially if payment information is stored. Additionally, the

inclusion of browser cookies could enable attackers to mimic legitimate user sessions.
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This access could allow manipulation of personal information, fraudulent purchases, or
service disruptions.
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Screenshot showing most recent botnet log entries from Russian Market containing
compromised paris2024[.]Jorg account credentials
Source: ZerofFox Intelligence

Country: Links: rch by Links | Search by Mask | | Search by Cookle || Search by Email
All x paris2024.0rg ONLY WITH COOKIES: Il
Zip:
All

03
Outlook Per page: Vendor: Price:

10 All

Sortable |
Stealer Outlook Info Date /Size  Vendor Price Action

club | .26 Moititityf

Racoon CJ $200

om | Show more... e (Diamond]

| .26 Modtityf

Racoon
B | Show more. . 2 [Diamond]

x . . < ’ ; bate.c Hytii#ad
Vidar - { a
(Diamond]

Moitikitityt

Racoor
soon il [Diamond]

171 172 173 @ 175 0 O

The screenshot presents page 174, the endpoint of the paris2024[.]org-related botnet logs
Source: ZeroFox Intelligence
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Screenshot showing the most recent botnet log entries from Russian Market containing
compromised olympics[.]com account credentials
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| Natural Hazards

Natural hazards represent a major unpredictable factor that could substantially
influence the course of the Games. The 2024 Olympics are set to take place in late July
and early August—one of the warmest times of the year in Paris. Moreover, average
temperatures have increased with each year as the effects of global warming become

more pronounced.

e The time frame for the main events roughly coincides with a period of several
weeks in 2003 when France experienced a devastating heat wave, which led to an
estimated 15,000 deaths.®®

e In many cases, the victims were elderly individuals living alone in unconditioned
apartments in Paris.

Although the French government has subsequently implemented a number of measures
to protect the population against the effects of extreme heat, many underlying problems
remain, particularly in Paris.** Only 10 percent of the capital is dedicated to green spaces,
and many of its famous Haussmann buildings have heat-absorbing zinc roofs.’® In
addition, according to research by the French Environment and Energy Management
Agency (ADEME), only 25 percent of Parisian homes were equipped with air conditioning
as of 2020.%° In a controversial move, Paris 2024 organizers decided to refrain from
installing air conditioners in Olympic Village buildings. Instead, the residences will rely on
an underground water cooling system, which is more environmentally friendly but may
struggle to offset surging summer temperatures.”’” In addition to more severe heat
waves, changes to global climate patterns have contributed to other natural hazards in

hxXps:/ /[www.lemondel.|fr/en/france/article/2023/08/03/how-france-has-adapted-since-the-deadly-2003-heatw
ave_6078150_7.html
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hxXps:/ [www.rfi[.]fr/en/france/20230808-twenty-years-after-the-deadly-2003-heatwave-what-lessons-has-franc
e-learned

®® hxXps://www.nbcnews[.]Jcom/science/environment/paris-olympics-2024-heat-athletes-rcnal36862

hXXps:/[presse.ademel.]fr/2021/06/la-climatisation-vers-une-utilisation-raisonnee-pour-limiter-limpact-sur-lenvir
onnement.html
7 hxXps:/ [www.reuters[.Jcom/sports/no-air-conditioning-no-problem-paris-2024-athletes-village-2024-02-28/
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France during the summer months, including larger wildfires or, alternately, torrential

rains and flash flooding.*®*°

| Recommendations

e Social unrest linked to recent French elections and local anger about
Olympics-related disruptions are likely. Visitors should plan their journeys well in
advance and monitor local media to identify protests ahead of time.

e Understand the different security requirements when traveling through the four
different security zones in downtown Paris.

e For those with event tickets or those traveling to fan zones, download the official
Olympic Games Paris 2024 mobile applications. Have those tickets, any
transportation passes, and the Pass Jeux stored in the official apps well in
advance.

e Proactively monitor for compromised accounts being brokered in DDW forums.

e Olympic visitors should be vigilant for potential scams, including cyber scams
involving fake mobile, accommodation, and Olympic apps.

e Ensure accommodation and train reservations are made ahead of time in order
to avoid the risk of not being able to secure bookings closer to the event.

e Ensure accommodation and travel bookings that cannot be done on the official
apps are made on legitimate apps or websites and not through third parties.

e Keep personal belongings somewhere that they cannot be easily pickpocketed,
especially on public transportation and at fan zones.

e Remain in a group when traveling in the Paris areq, especially after dark.

% hxXps://apnews|.]Jcom/article/france-fires-climate-environment-9ebcfa6d9e827dedcb770dce7371f38f
% hxXps://european-flood.emergency.copernicus[.]Jeu/en/news/storms-and-floods-france-may-early-june-2022
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| Appendix A: Traffic Light Protocol for Information

Dissemination

WHEN SHOULD
IT BEUSED?

HOW MAYIT
BE SHARED?

WHEN SHOULD
IT BE USED?

HOW MAYIT
BE SHARED?

Sources may use

TLP:RED when information
cannot be effectively acted
upon by additional parties
and could lead to impacts on
o party's privacy, reputation,
or operations if misused.

Recipients may NOT share

TLP:RED with any parties
outside of the specific
exchange, meeting, or
conversation in which it
is originally disclosed.

Sources may use

TLP:GREEN when information
is useful for the awareness of
all participating organizations,
as well as with peers within the
broader community or sector.

Recipients may share

TLP:GREEN information

with peers and partner
organizations within their sector
or community but not via
publicly accessible channels.

Sources may use

when
information requires support
to be effectively acted upon
but carries risks to privacy,
reputation, or operations
if shared outside of the
organizations involved.

Recipients may ONLY share

information
with members of their own
organization and its clients, but
only on a need-to-know basis
to protect their organization
and its clients and prevent
further harm.

Note that

restricts sharing to the
organization only.

. Clear

Sources may use
TLP:CLEAR when information
carries minimal or no risk

of misuse in accordance

with applicable rules and
procedures for public release.

Recipients may share

TLP:CLEAR information
without restriction, subject
to copyright controls.
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| Appendix B: ZeroFox Intelligence Probability Scale

All ZeroFox intelligence products leverage probabilistic assessment language in analytic
judgments. Qualitative statements used in these judgments refer to associated
probability ranges, which state the likelihood of occurrence of an event or development.
Ranges are used to avoid a false impression of accuracy. This scale is a standard that
aligns with how readers should interpret such terms.

Almost Roughly
Very " Very Almost
No Unlikely Even Likely ’ :
Chancs Unlikely R Likely Certain
1-5% 5-20% 20-45% 45-55% 55-80% 80-95% 95-99%
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