
 

Deep and Dark Web Intelligence Reporting
Here is a curated list of critical incidents and compromised data observed on DDW
ransomware sites, forums, and marketplaces ingested into the ZeroFox Platform in the
past 72 hours.

October 12, 2026

R A N S O M W A R E  /  D I G I T A L  E X T O R T I O N  V I C T I M S 6 incidents

THREAT ACTOR / GROUP VICTIM ORGANIZATION

Run Some Wares Ransomware Morton LTC

NightSpire Ransomware KC Pharmaceuticals

SCARLETTGROUP Yale University Press

cry0 Ransomware Anaergia

INTERLOCK Ransomware Shalom Christian Academy

The Gentlemen Ransomware Deloitte

V U L N E R A B I L I T Y  D I S C L O S U R E S 1 disclosure

CVE-2026-107406

Memory Overflow Vulnerability in Citrix NetScaler ADC and NetScaler Gateway

D E E P  A N D  D A R K  W E B  I N T E L L I G E N C E 8 findings

CRITICAL FINDINGS

CRITICAL
RaaS Program Dubbed "GLOBAL RAAS" Advertised

On October 7, 2026, moderately credible threat actor "$€0" announced their return to
ransomware operations and the launch of a "GLOBAL RAAS" (Ransomware-as-a-Service) model
on a predominantly Russian-language dark web forum T1erOne.

Source: T1erOne Actor: $€0

CRITICAL
Surge in Activity with 43 New Victims Added

On October 12, 2026, ZeroFox observed that The Gentlemen ransomware group listed 43 new
victims on their leak site.

Source: The Gentlemen Ransomware Actor: The Gentlemen

CRITICAL
18 New Victims Listed

On October 12, 2026, ZeroFox observed that Qilin ransomware group listed 18 new victims on
their leak site.

Source: Qilin Ransomware Actor: Qilin

DATA BREACHES & LEAKS

HIGH
Data Allegedly Associated with Angi Advertised

On October 12, 2026, untested threat actor "nineteen" advertised an alleged database
belonging to Angi on a predominantly Russian-language DDW forum Exploit.

Source: Exploit Actor: nineteen

HIGH
Data Allegedly Associated with AmCham Oman Leaked

On October 10, 2026, untested threat actor "Anonymous2090" leaked an alleged database and
website source code belonging to the AmCham Oman on a predominantly English-language
DDW forum DarkForums.

Source: DarkForums Actor: Anonymous2090

HIGH
Data Allegedly Associated with Icon Cancer Centre Australia Advertised

On October 10, 2026, moderately credible threat actor "2019" advertised an alleged database
belonging to Icon Cancer Centre Australia on a predominantly English-language DDW forum
PwnForums.

Source: PwnForums Actor: 2019

VULNERABILITY EXPLOITATION

HIGH
Zero-Day RCE Exploit for DHIS2 Platform Advertised

On October 9, 2026, untested threat actor "Individual" advertised a zero-day remote code
execution (RCE) exploit for the DHIS2 platform on a predominantly English-language DDW forum
BreachForums (breached[.]st).

Source: BreachForums Actor: Individual

NEW LEAKSITES, MARKETPLACES, FORUMS

HIGH
New Data Leak Site Emerges

On October 12, 2026, ZeroFox observed a new data leak site named "NAMELESS 511."

Source: Leak Site Actor: NAMELESS 511

C O L L E C T E D ,  P R O C E S S E D  D A T A  B R E A C H E S 1 entries

VICTIM SOURCE THREAT ACTOR PROCESSED RECORDS

inwebsitebuilder[.]com PwnForums punk 2.62K

P R O C E S S E D  D A T A  S E T  S T A T I S T I C S Past 4 Weeks

432.91M
CAC RECORDS

1.16B
BOTNET CAC RECORDS

856
RANSOMWARE & DIGITAL EXTORTION

PROCESSED DATA BREACH RECORDS

3M

283.87M

137.15M

8.88M

Sep 14 - Sep
20

Sep 21 - Sep
27

Sep 28 - Oct
4

Oct 5 - Oct
11

Parsed breach records

INFOSTEALER COMPROMISED DATA

232.07M
194.06M

362.63M 371.74M

Sep 14 - Sep
20

Sep 21 - Sep
27

Sep 28 - Oct
4

Oct 5 - Oct
11

Compromised credentials

Previously Published Threat Actor Profiles

A threat actor profile provides a comprehensive overview of a malicious actor's identity, motivations,
targeted sectors, and operational tactics, techniques, and procedures (TTPs).

Previously Published Monthly Threat Spotlight

The Monthly Threat Spotlight highlights unusual threat actor behaviors and TTPs, as well as significant
operational spikes that deviate from the baseline threat landscape.
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