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‭Scope Note‬

‭ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source accesses,‬
‭vetted social media, proprietary data sources, and direct access to threat actors and groups through covert‬
‭communication channels. Information relied upon to complete any report cannot always be independently verified. As‬
‭such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and includes caveat‬
‭language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our‬
‭assessments and recommendations. All sources used in this particular Intelligence product were‬‭identified‬‭prior to 9:00‬
‭AM (EDT) on May 9, 2025‬‭; per cyber hygiene best practices, caution is advised when clicking on any third-party links.‬
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‭|‬‭Qilin Announces New Legal Assistance for Affiliates‬

‭On May 4, 2025, threat actor “Smell”, the official spokesperson for the Qilin ransomware‬
‭collective, posted on Russian-speaking dark web forum RAMP announcing a new “legal‬
‭assistance” feature now allegedly available to affiliates. Smell claimed that the new‬
‭offering, available through Qilin’s affiliate panel, includes access to “our team of lawyers”‬
‭to provide qualified legal assistance on the following:‬

‭●‬ ‭Legal assessment of compromised data‬
‭●‬ ‭Classification of violations under applicable jurisdictional laws‬
‭●‬ ‭Evaluation of potential damages (lawsuits, financial losses, reputational harm)‬
‭●‬ ‭Help with direct negotiations with legal advisors‬
‭●‬ ‭Strategic advice on maximizing economic damage to non-compliant victims‬

‭RAMP post by Smell on May 4, 2025‬
‭Source: ZeroFox Intelligence‬
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‭Later on the same day, Smell posted on RAMP stating that they will introduce additional‬
‭features in the “near future” for its affiliates, including  1 TB of storage space, a tool for‬
‭spamming corporate emails, a tool for spamming phone numbers, and their own “staff‬
‭of journalists.”‬

‭●‬ ‭“Journalists” is likely an umbrella term for persons trained in media, public‬
‭relations (PR), and/or journalism.‬

‭Notably, the journalists would allegedly work in conjunction with the legal team by‬
‭drafting content for leak blogs and playing a role in media manipulation and negotiation‬
‭tactics.‬

‭●‬ ‭Qilin is a Russian-speaking ransomware-as-a-service (RaaS) collective first‬
‭observed by ZeroFox in July 2022.‬

‭●‬ ‭ZeroFox has observed a steady increase in ransomware attacks by Qilin over the‬
‭past two years. The collective claimed responsibility for 20 attacks in Q2 2023 (1.87‬
‭percent of all attacks); this number increased significantly to 106 attacks in Q1‬
‭2025 (5.38 percent of all attacks), making Qilin the fourth most active collective in‬
‭Q1 2025.‬

‭Ransomware attacks by Qilin‬
‭Source: ZeroFox Intelligence‬
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‭This announcement reflects an emerging professionalization trend within ransomware‬
‭collectives. The integration of legal and journalist services into ransomware operations‬
‭demonstrates a strategic shift in how ransomware collectives seek to enhance coercion,‬
‭credibility, and operational efficiency. Providing qualified legal assistance to affiliates will‬
‭very likely increase threat actor leverage against victims by deploying in-depth‬
‭knowledge of local, national, and international policies or laws like the European Union’s‬
‭General Data Protection Regulation (GDPR). The proposed integration of both legal‬
‭assistance and journalist/media/PR services is very likely an attempt by Qilin to attract‬
‭more affiliates and gain more market share in the ransomware space.‬

‭|‬‭Cyber Operation Leveraging Insider Access Partnership‬

‭On May 1, 2025, the threat actor “WantsMore1337” posted on the dark web forum Exploit‬
‭seeking a partner to collaborate with on an unspecified operation leveraging insider‬
‭access to an unnamed, major industrial corporation in the oil, gas, and chemical sector.‬
‭The actor alleges the internal access has already been secured through a “trusted‬
‭contact.”‬

‭WantsMore1337’s original post on Exploit‬
‭Source: ZeroFox Intelligence‬

‭According to the post, WantsMore1337’s outlined intent for a potential partner is‬
‭executing a next phase of the operation. The actor claims to offer a potential partner a‬
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‭strategic plan, insider access, and high value potential. The post, similar in nature to a‬
‭company’s hiring advertisements, outlines desired qualifications and skills such as:‬

‭●‬ ‭Experience with digital operations, including hacking‬
‭●‬ ‭A serious and cautious approach‬
‭●‬ ‭Willingness to work professionally and discreetly‬

‭WantsMore1337 is an established actor on the Exploit forum first observed on February 23,‬
‭2024. Since joining, the actor has maintained a relatively good reputation on the forum,‬
‭likely contributing to their perceived legitimacy. ZeroFox has not observed evidence to‬
‭substantiate the actor’s claims but cannot disqualify WantsMore1337 as a credible actor‬
‭at this time. WantsMore1337 did not specify the nature or the extent of the alleged‬
‭network access, but there is a roughly even chance that it pertains to an insider access.‬
‭Successfully exploited, such access could lead to the deployment of malware, digital‬
‭extortion, industrial espionage, or data theft.‬

‭|‬‭SIM Card Swap Services Target European Mobile‬
‭Carriers‬
‭Around April 30, 2025, an English-speaking threat actor known as “omw2tokyo”‬
‭advertised subscriber identity module (SIM) card swap services targeting three major‬
‭European mobile carriers (Orange, Play, and Plus) on the dark web forum Exploit. The‬
‭actor claims to have connections to a network of insider employees that work at these‬
‭carriers’ retail stores in Poland, which could allow omw2tokyo to bypass traditional‬
‭security barriers implemented to safeguard customer accounts. In this case, the actor‬
‭alleges insiders have facilitated omw2tokyo’s efficiency at completing SIM swap‬
‭requests.‬

‭●‬ ‭The exact time of the advertisement’s publication is unknown, as the actor edited‬
‭the original post.‬
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‭omw2tokyo’s revised advertisement on Exploit‬
‭Source: ZeroFox Intelligence‬

‭Omw2tokyo is newly registered on the Exploit forum (first observed on April 23, 2025) with‬
‭limited user feedback and reputation. The actor has offered transactions via escrow or a‬
‭middleman service—likely as an attempt to legitimize the service and increase the‬
‭likelihood of successful sales. At this time, ZeroFox cannot determine the reliability of the‬
‭service nor the authenticity of the actor’s alleged insider access. In omw2tokyo’s‬
‭advertisement, the actor alleges that their SIM card swap services are expected to be‬
‭complete after a few hours or two to three days, depending on resource availability and‬
‭bandwidth. Service expectations and pricing schemes are also outlined for various‬
‭carriers in Poland as follows:‬

‭●‬ ‭Orange - USD 5,000‬
‭●‬ ‭Play - USD 4,000‬
‭●‬ ‭Plus - USD 4,000‬

‭The advertisement also specifies that buyers must pay 10 percent of any funds obtained‬
‭to omw2tokyo.‬

‭ZeroFox has observed SIM swapping to be one of the most sought-after underground‬
‭services in Europe, most likely due to its effectiveness in circumventing multi-factor‬
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‭authentication (MFA). The increasing trend of insider networks within telecommunication‬
‭providers highlights the risk insider threats pose to organizations industry-wide.‬‭Actors‬
‭leveraging SIM swapping attacks likely will gain additional personally identifiable‬
‭information (PII) to further infiltrate personal networks and conduct social engineering‬
‭attacks, online banking fraud, and business email compromises (BEC).‬

‭|‬‭Threat Actor Shows Renewed Interest in Taiwan Data‬
‭On April 29, 2025, untested threat actor “M0rk” posted an advertisement on‬
‭Russian-speaking dark web forum xss seeking to recruit “hackers” and purchase‬
‭Taiwan-related data. ZeroFox has previously reported on M0rk seeking to buy data‬
‭related to Taiwan on the Exploit forum.‬

‭●‬ ‭On February 26, 2025, M0rk posted on Russian-language dark web forum Exploit‬
‭stating that they are seeking databases and email addresses related to‬
‭government institutions in the United States, Japan, South Korea, and Taiwan. The‬
‭post was updated on April 18 to add military and military contractors to the‬
‭request.‬

‭●‬ ‭On April 17, 2025, M0rk responded to an April 2024 post made by “Black” in Exploit‬
‭advertising the sale of Computer-Aided Design (CAD) files related to the U.S. Air‬
‭Force Academy (USAFA), the U.S. Space Force (USSF), and an unspecified U.S.‬
‭military base.‬

‭Post by M0rk on April 29, 2025‬
‭Source: ZeroFox Intelligence‬
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‭The actor joined both Exploit and xss in September 2024 and has not garnered any‬
‭reputation points from other forum members as of writing this report. While reputation‬
‭points do not solely represent the credibility of an actor, M0rk’s lack of any likely does‬
‭cast doubt about the actor’s legitimacy among other users on the forum. The actor has‬
‭shown a consistent interest in government and military-related data from countries that‬
‭are frequently perceived as geopolitical or ideological adversaries of China.‬

‭It is likely that M0rk is a financially motivated threat actor looking to acquire sensitive‬
‭data to subsequently sell to interested parties—likely those ideologically aligned with‬
‭China. It is almost certain that M0rk will continue seeking access to similar data sets on‬
‭both Exploit and xss in the near future. M0rk’s post is also likely to gain engagement via‬
‭private communication channels from other threat actors in possession of relevant data‬
‭sets.‬

‭|‬‭Recommendations‬
‭●‬ ‭Develop a comprehensive incident response strategy.‬
‭●‬ ‭Deploy a holistic patch management process, and ensure all IT assets are‬

‭patched with the latest software updates as quickly as possible.‬
‭●‬ ‭Adopt a Zero-Trust cybersecurity architecture based upon a principle of least‬

‭privilege.‬
‭●‬ ‭Implement network segmentation to separate resources by sensitivity and/or‬

‭function.‬
‭●‬ ‭Ensure critical, proprietary, or sensitive data is always backed up to secure,‬

‭off-site, or cloud servers at least once per year—and ideally more frequently.‬
‭●‬ ‭Implement secure password policies, phishing-resistant MFA, and unique‬

‭credentials.‬
‭●‬ ‭Configure email servers to block emails with malicious indicators, and deploy‬

‭authentication protocols to prevent spoofed emails.‬
‭●‬ ‭Proactively monitor for compromised accounts and credentials being brokered in‬

‭deep and dark web (DDW) forums.‬
‭●‬ ‭Leverage cyber threat intelligence to inform the detection of relevant cyber‬

‭threats and associated tactics, techniques, and procedures (TTPs).‬
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‭|‬‭Appendix A: Traffic Light Protocol for Information‬
‭Dissemination‬
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‭|‬‭Appendix B: ZeroFox Intelligence Probability Scale‬
‭All ZeroFox intelligence products leverage probabilistic assessment language in analytic‬
‭judgments. Qualitative statements used in these judgments refer to associated‬
‭probability ranges, which state the likelihood of occurrence of an event or development.‬
‭Ranges are used to avoid a false impression of accuracy. This scale is a standard that‬
‭aligns with how readers should interpret such terms.‬
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