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Scope Note

ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source
accesses, vetted social media, proprietary data sources, and direct access to threat actors and groups
through covert communication channels. Information relied upon to complete any report cannot always be
independently verified. As such, ZeroFox applies rigorous analytic standards and tradecraft in accordance
with best practices and includes caveat language and source citations to clearly identify the veracity of our
Intelligence reporting and substantiate our assessments and recommendations. All sources used in this
particular Intelligence product were identified prior to 10:00 AM (EST) on February 12, 2026; per cyber hygiene
best practices, caution is advised when clicking on any third-party links.

| Flash | Cryptocurrency Stealer for
Sale on Dark Web

| Key Findings

e On February 2, 2026, ZeroFox observed an actor using the alias “MysteryHack”
advertising a malware suite called DeeplLoad on the dark web forum Exploit. The
actor described DeeplLoad as a centralized panel for multiple types of malware;
its primary function is to replace seven cryptocurrency wallet applications with

counterfeit versions.

e The actor claimed that a second DeeplLoad feature, called Anti-Metamask, is
designed to remove legitimate browser-based cryptocurrency wallets and
replace them with fraudulent versions.

e MysteryHack further claimed that they are developing a future DeepLoad module,
which they described as an executable file that installs an unspecified browser
extension offering fraudulent airdrops.

e Due to Deepload’s wallet replacement, phishing automation, and persistent
malware capabilities, ZeroFox assesses it is very likely a very sophisticated
offering. DeeplLoad’s design is explicitly focused on actively facilitating real-time
cryptocurrency theft, which almost certainly makes it an attractive malware suite

in the cybercrime-as-a-service (Caas) environment.

© 2026 ZeroFox, Inc. All rights reserved.
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| Details

On February 2, 2026, ZeroFox observed actor MysteryHack advertising a malware suite
called DeeplLoad on the dark web forum Exploit. The actor described DeeplLoad as a
centralized panel for multiple types of malware; its function is to replace seven
cryptocurrency wallet applications (Ledger, Trezor, Exodus, Guarda, BitBox, KeepKey, and
Atomic) with counterfeit versions.

e Inthis scenario, when a victim attempts to open a legitimate wallet, a fake
interface is launched instead, prompting the user to enter their seed phrase.

e MysteryHack has been a member of Exploit since December 2025 and has made
44 posts since that date. ZeroFox assesses they are likely considered very active
by other forum users, given the timeframe. The threat actor has a favorable
reputation on the forum, meaning they are very likely to be taken seriously by
potential customers and will almost certainly receive attention from
cybercriminals seeking solutions for attacking cryptocurrency platforms.

The actor claimed a second feature of DeeplLoad, called Anti-Metamask, is designed to
remove legitimate browser-based cryptocurrency wallets (such as MetaMask, Trust
Wallet, and OKX Wallet) and replace them with fraudulent versions. The malware is
capable of transmitting harvested credentials from infected victims’ devices to the

operator’'s control panel.

e While this functionality resembles that of traditional infostealers, it is specifically
tailored for cryptocurrency-focused attacks.

e The system appears to combine automated phishing techniques with persistent

malware infection, enabling attackers to interact with victim data in real time.

MysteryHack further claimed that they are developing a future DeepLoad module,
referred to as a “Binance stealer.” The actor described the component as an executable
file that installs an unspecified browser extension offering fraudulent airdrops. The stealer

is likely to be integrated into the DeeplLoad panel in a future update.

© 2026 ZeroFox, Inc. All rights reserved.
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e MysteryHack did not specify a price for the product and indicated that they are
open to private offers. Given their claim that the product generated USD 7,000 in
profit within a single week, it is very likely that the final price will be substantial.

e Notably, the sale of the project will allegedly include support from the original
coder, who can additionally be paid a percentage of earnings or a salary to
continue longer-term technical support, if the buyer is interested.

)Selling a turnkey business - the unique DeeplLoad panel

Reply to this topic

d February 2 (edited)

Kiobyte
Greetings. | am the founder of the Deepload panel - a unique product that many of you have seen or heard about in one way or another. | have made the decision o leave the "dark” side, moving completely into legitimate

business. DeepLoad is not just hot air, but a genuinely valuable product, as | will prove below.

nat is DeepLoa with many types of unique mahware:

cryptocurrency wallets (Ledger, Trezor, Exodus, Guarda, BitBox, KeepKey, Atomic) with fake ones. A person opens a genuine wallet, but a fake one launcl

« Website of any of their webs or example, & person goes to the Binance website, but your

bar stil shows bin  buttons) or steal form data. This can y way ting credit cards
drainers, and much mor
3, or any others.

Win + R, and in the opened window, they paste the string we piaced in their clipboard. The

« Win+R Virus. It's

string is not suspi ally says: "I am not a robot. Iready have a b;

cher for loading .exe files (bott
- Web panel for managing all the software.

Il points can be integrated into 1, exe file,

« Renting out the products. Our coder can add a product rental function

MysteryHack’s Exploit Post (Part 1)
Source: ZeroFox Intelligence

© 2026 ZeroFox, Inc. All rights reserved.
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What do you get?:

+ The entire product to yo all s to the panel. Ye ource code and detailed manuals.
« The coder will remain on the project. He will continue to support the product f sales / for a salary.
. N istance on all matters regarding this panel. | am a fairly experienced technical support spex

‘You don't need to be a hacker to run ojec e ng coder who will continue working on it (if yor lance. If desired, we can conduct the deal through a guarantor with an

escrow hold for any period con e ) r ple, l during which you can verify the product's quality

oints 1-7), it comes to $10,0C

ssful and has several regular clients. Below, | will provide examples of transactions only from Exploit. In reality, we had many more orders

Screenshots and d d information will be provided upon request.

Npogasey Cymma

MysteryHack 0.047572 BTC 29.01.2026 19:01
0.003249 BTC 29.01.2026 12:27
0.002868 BTC 26.12.2025 17:27
0.034088 BTC 21.12.2025 16:51
0.067381 BTC 18.12.2025 15:03
0.032345 BTC 10.12.2025 00:06
0.013582 BTC 03.11.2025 01:29

Cq MysteryHack

MysteryHack 0.021893 BTC 28.10.2025 13:26

Edited February 2 by MysteryHack

MysteryHack’s Exploit Post (Part 2)
Source: ZerofFox Intelligence

published, the project has e
NMpopasey Cymma

MysteryHack 0.028709 BTC 06.02.2026 18:04

0.064246 BTC 05.02.2026 15:54

MysteryHack’s Exploit Post (Part 3)
Source: ZerofFox Intelligence

ZeroFox observed no information about how the malware would be delivered or how

threat actors would generate traffic and infections at scale. The service appears to rely
heavily on customized phishing techniques to achieve initial compromise; however, if a
more persistent initial access method is developed, DeepLoad would likely represent a

significant threat to the cryptocurrency marketplace.

© 2026 ZeroFox, Inc. All rights reserved.
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Due to DeeplLoad’s wallet replacement, phishing automation, and persistent malware
capabilities, ZeroFox assesses it is very likely this is a very sophisticated offering. While
Deepload’s malware suite shares similarities with traditional infostealers, its design is
explicitly focused on actively facilitating real-time cryptocurrency theft, which almost
certainly makes it an attractive offering in the Caa$S environment.

© 2026 ZeroFox, Inc. All rights reserved.
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| Appendix A: Traffic Light Protocol for Information

Dissemination

WHEN SHOULD Sources may use

IT BE USED? TLP:RED when information
cannot be effectively acted
upon by additional parties
and could lead to impacts on
a party's privacy, reputation,
or operations if misused.

HOW MAYIT Recipients may NOT share

BE SHARED? TLP:RED with any parties
outside of the specific
exchange, meeting, or
conversation in which it
is originally disclosed.

WHEN SHOULD  Sources may use

IT BE USED? TLP:GREEN when information
is useful for the awareness of
all participating crganizations,
as well as with peers within the
broader community or sector.

HOW MAY IT Recipients may share

BE SHARED? TLP:GREEN information
with peers and partner
organizations within their sector
or community but not via
publicly accessible channels.

Sources may use

when
information requires support
to be effectively acted upon
but carries risks to privacy,
reputation, or operations
if shared outside of the
arganizations involved.

Recipients may ONLY share

information
with members of their own
organization and its clients, but
only on a need-to-know basis
to protect their organization
and its clients and prevent
further harm.

Note that

restricts sharing to the
arganization only.

. Clear

Sources may use
TLP:CLEAR when information
carries minimal or no risk

of misuse in accordance

with applicable rules and
procedures for public release.

Recipients may share

TLP:CLEAR information
without restriction, subject
to copyright controls.

© 2026 ZeroFox, Inc. All rights reserved.
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| Appendix B: ZeroFox Intelligence Probability Scale

All ZeroFox intelligence products leverage probabilistic assessment language in analytic
judgments. Qualitative statements used in these judgments refer to associated
probability ranges, which state the likelihood of occurrence of an event or development.
Ranges are used to avoid a false impression of accuracy. This scale is a standard that
aligns with how readers should interpret such terms.

Almost Roughly
Very " Very Almost
No Unlikely Even Likely ’ :
Chancs Unlikely R Likely Certain
1-5% 5-20% 20-45% 45-55% 55-80% 80-95% 95-99%
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