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Scope Note

ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated open-source accesses,
vetted social media, proprietary data sources, and direct access to threat actors and groups through covert
communication channels. Information relied upon to complete any report cannot always be independently verified. As
such, ZeroFox applies rigorous analytic standards and tradecra� in accordance with best practices and includes caveat
language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our
assessments and recommendations. All sources used in this particular Intelligence product were identified prior to 9:00
AM (EST) on March 1, 2023; per cyber hygiene best practices, caution is advised when clicking on any third-party
links.

ALPHV (BlackCat) Ransomware
Also Known As:  BlackCat and Noberus
Status: Active
First Observed: November 2021
Origin: Likely Russia; Russian-speaking
Motivation: Financial; claims to be apolitical
Targeted Industries: Manufacturing, Professional Services,  Retail, Technology, Legal
Services
Leak Site:
hXXp://alphvmmm27o3abo3r2mlmjrpdmzle3rykajqc5xsj7j7ejksbpsa36ad.onion

Background
ALPHV ransomware, identified as early as November 2021, is one of the most prolific
ransomware strains on the market. It follows the ransomware-as-a-service (RaaS)
model, which has been extensively used by threat actors to infect and extort victims. In
Q4 2022, the strain accounted for at least 11% of global ransomware incidents. ALPHV
operator tactics mirror other ransomware collectives and exfiltrate sensitive corporate
data before encrypting devices and leverage double-extortion, threatening to release
the data if the ransom demands are not met. Operators also experiment with novel
extortion tactics, such as providing victim data in an open and searchable format and
cloning victims’ websites to leak stolen data. ALPHV is coded in Rust programming
language, making the strain customizable for both Linux and Windows operating
system targets, and also aids detection evasion due to Rust’s relative obscurity. On
December 9, 2021, ZeroFox Intelligence observed the active promotion and
distribution of ALPHV  through an affiliate program announced on the dark web
RAMP ransomware forum by a user named "ransom."
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Source: ZeroFox Intelligence

Since its emergence, researchers have linked ALPHV to BlackMatter, which was a
rebrand of Darkside, used in the attack on the Colonial Pipeline. ZeroFox Intelligence
also observed the same rhetoric across cybercriminal communities. In December 2021,
the founder of the Lockbit affiliate program also wrote that ALPHV is a rebrand of
Dark Side/Black Matter.

Source: ZeroFox Intelligence

Targeting
Between January 1, 2022, and January 31, 2023, ALPHV accounted for the
second-highest number of ransomware incidents among the most notable strains,
leveraged in the targeting of at least  200 organizations globally across multiple
industries. Although the number of ALPHV victims fell in 2022, ZeroFox Intelligence
observed an increase in activity towards the end of the year, a resurgence exceeding
the small increase in global ransomware and digital extortion threat. By Q4 2022,
ALPHV was leveraged in at least 11% of all ransomware attacks.
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More than 75 percent of ALPHV victims are based in North America and Europe,
although ZeroFox Intelligence has observed a recent increase in ALPHV affiliates
targeting the North America and APAC regions, judging from ZeroFox internal data
holdings. ZeroFox has identified no evidence to suggest that ALPHV affiliates
disproportionately target ANZAC organizations.

Source: ZeroFox Intelligence

Source: ZeroFox Intelligence

ALPHV has been leveraged to target organizations of all sizes in almost all industries
globally. Threat actors deploying the strain have shown a propensity to target
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organizations within the manufacturing, professional services, and retail sectors. While
manufacturing targets make up the largest proportion of the strain’s victims, ZeroFox
Intelligence notes that ALPHV affiliates targeted retail, technology, and professional
services organizations more frequently in 2022 than the global average. Almost 20
percent of ALPHV attacks in Q4 2022 targeted manufacturing.

Source: ZeroFox Intelligence

It is notable that the ransomware is capable of infecting both Windows and Linux
systems, which means that a broad range of organizations may be vulnerable to this
threat. ALPHV has self-imposed restrictions on its targeting, prohibiting attacks on
nations belonging to the Commonwealth of Independent States (CIS), as well as
government, healthcare, and educational institutions. While it is unclear why the group
has chosen to adopt these restrictions, as it considers itself “apolitical”, it is worth
noting that if an entity belonging to one of these sectors is attacked, ALPHV claims that
it will provide free decryption and ban the offending affiliate.

Tactics, Techniques, and Procedures
ALPHV affiliates leverage a variety of intrusion vectors, including exploiting known
vulnerabilities in Microso� Exchange servers and firewalls, as well as previously
compromised user credentials for Remote Desktop Protocol (RDP) and Virtual Private
Networks (VPNs).
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Source:
hXXps://www.trendmicro[.]com/vinfo/us/security/news/ransomware-spotlight/ransomware-sp

otlight-blackcat

ALPHV is also known to compromise Active Directory accounts with user or
administrator privileges and leverages Windows Task Scheduler to deploy payloads via
malicious Group Policy Objects. In some cases, threat actors leveraged PowerShell
commands to download and execute Cobalt Strike beacons and used a
post-exploitation tool called Brute Ratel– a tool that became increasingly popular with
malware operators towards the end of 2022 and enables arbitrary command execution
to perform lateral movement, privilege escalation, and establish persistence. Brute
Ratel can generate shellcode that is undetected by many endpoint detection and
response (EDR) and antivirus (AV) services. During compromise, ALPHV also makes
use of Windows administrative tools and Microso� Sysinternals tools. ALPHV
exfiltrates victim data prior to the execution of the ransomware, either from local
systems or cloud services. According to open sources, PowerShell scripts observed
include1:

● start.bat - launches the ransomware executable with required arguments
● est.bat - copies the ransomware to other locations
● drag-and-drop-target.bat - launches the ransomware executable for the MySQL

Server
● run.bat - executes a callout command to an external server using SSH - file

names may change
● depending on the company and systems affected
● Runs1.ps1 – PowerShell script to disable McAfee

1 hXXps://www.ic3[.]gov/Media/News/2022/220420.pdf
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ALPHV ransomware is highly customizable. Using Rust programming language, the
malware authors can easily compile their malware to target multiple operating system
architectures. This is due to Rust's inherent flexibility, which allows the group to easily
adapt and customize their attacks as needed.

ZeroFox Intelligence observed ALPHV affiliates implementing various extortion
techniques in addition to file encryption and ransom demand. ALPHA operators
exfiltrate sensitive corporate data before encrypting devices and leverage
double-extortion tactics by threatening to release the exfiltrated data if the ransom
demands are not met. Operators also experiment with additional–and in some cases
novel–extortion tactics, such as providing victim data in an open and searchable
format, cloning victims’ websites to leak stolen data, and threatening the victim with
Distributed Denial of Service (DDoS) attacks if they do not comply with ransom
demands.

Indicators of Compromise2

SHA256
847�7609f53ed334d5a�b07256c21cb5e6f68b1cc14004f5502d714d2a456
0ea5dfd5682892d6d84c9775f89faad0c3c8ecce89d�ba010a61a87b258969e
f837f1cd60e9941aa60f7be50a8f2aaaac380f560db8ee001408f35c1b7a97cb
731adcf2d7�61a8335e23dbee2436249e5d5753977ec465754c6b699e9bf161
80dd44226f60ba5403745ba9d18490eb8ca12dbc9be0a317dd2b692ec041da28
C50bca08a8e80850ec18d258ff937b7b72a500d9027c730c86b05aa73c938b5d
3a08e3bfec2db5dbece359ac9662e65361a8625a0122e68b56cd5ef3aedf8ce1
5121f08cf8614a65d7a86c2f462c0694c132e2877a7f54ab7fcefd7ee5235a42
9802a1e8�425ac3a7c0a7fca5a17cfcb7f3f5f0962deb29e3982f0bece95e26
e7060538ee4b48b0b975c8928c617f218703dab7aa7814ce97481596f2a78556
f7a038f9b91c40e9d67f4168997d7d8c12c2d27cd9e36c413dd021796a24e083
F8c08d00ff6e8c6adb1a93cd133b19302d0b651afd73ccb54e3b6ac6c60d99c6
67d1f4077e929385cfd869bf279892bf10a2c8f0af4119e4bc15a2add9461fec
0a609fa2db910615b2c1ad235ca46562ff4034800c44802a63a28826669a7eee
cda37b13d1fdee1b4262b5a6146a35d8fc88fa572e55437a47a950037cc65d40
bacedbb23254934b736a9daf6de52620c9250a49686d519ceaf0a8d25da0a97f

SHA1
d241df7b9d2ec0b8194751cd5ce153e27cc40fa4
4831c1b113df21360ef68c450b5fca278d08fae2
fce13da5592e9e120777d82d27e06ed2b44918cf
3f85f03d33b9fe25bcfac611182da4ab7f06a442

2 Actual indicators might vary per attack.
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37178dfaccbc371a04133d26a55127cf4d4382f8
1b2a30776df64�d7299bd588e21573891dcecbe
53489b26fcceff4ef3240b2efcb�38a78d24c4d

MD5
Db7a7403e5e248d0e96efe67cef73449
861738dd15eb7�50568f0e39a69e107
9f60dd752e7692a2f5c758de4eab3e6f
09bc47d7bc5e40d40d9729cec5e39d73
F5ef5142f044b94ac5010fd883c09aa7
84e3b5fe3863d25bb72e25b10760e861
9f2309285e8a8471fce7330fcade8619
6c6c46bdac6713c94debbd454d34efd9
E7ee8ea6�7530d1d904cdb2d9745899
994de6a3f96bd710d620e1396e1bec92

C2 IPs
89.44.9.243
142.234.157.246
45.134.20.66
185.220.102.253
37.120.238.58
152.89.247.207
198.144.121.93
89.163.252.230
45.153.160.140
23.106.223.97
139.60.161.161
146.0.77.15
94.232.41.155

Detection Name
Ransom.Win32.BLACKCAT.SMYXBLK
Ransom.Win32.BLACKCAT.YMCAE
Ransom.Win32.BLACKCAT.SMYXBLK
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ALPHV Ransom Note

Files Created

checkpoints-<Filename>.uhwuvzu
RECOVER-uhwuvzu-FILES.txt.png

Processes Spawned

cmd.exe /c “wmic csproduct get UUID”
cmd.exe /c “fsutil behavior set SymlinkEvaluation R2L:1”
cmd.exe /c “fsutil behavior set SymlinkEvaluation R2R:1”
cmd.exe /c “iisreset.exe /stop”
cmd.exe /c “vssadmin.exe Delete Shadows /all /quiet”
cmd.exe /c “wmic.exe Shadowcopy Delete”
cmd.exe /c “bcdedit /set {default}”
cmd.exe /c “bcdedit /set {default} recoveryenabled No”
cmd.exe /c for /F “tokens=*” %1 in (‘wevtutil.exe el’) DO wevtutil.exe cl %1
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cmd.exe /c “reg add
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Par
ameters /v MaxMpxCt /d 65535 /t REG_DWORD /f”
cmd.exe /c “arp -a”

TOX
3488458145EB62D7D3947E3811234F4663D9B5AEEF6584AB08A2099A7F946664BBA2
B0D30BFC,16BF03E7266A1859E5032203EB546C1DFD1AF6D72A23A863B0100198354
C9F7D330C2001EA1B

Jabber
username01@thesecure.biz

Recommendations

● Regularly back up critical data, including password-protected backup copies
kept offline.

● Implement a recovery plan to maintain and retain multiple copies of sensitive
or proprietary data and servers in a physically separate, segmented, secure
location (i.e., hard drive, storage device, or the cloud).

● Ensure proper network segmentation.

● Never download email attachments from unknown senders or click links from
untrusted sources. Provide user training programs to fight against phishing or
social engineering attacks used to obtain critical information that can lead to
attacks.

● Enable secure multi-factor authentication wherever possible.

● Disable unused remote access/RDP ports and monitor remote access/RDP logs.

● Patch disclosed vulnerabilities with updated so�ware versions as quickly as
practical.

● Secure PowerShell wherever possible to limit the possibility of operators
employing lateral movement modules.

● Should your organization be impacted by this type of cyber event, engage with
ZeroFox for support through our DarkOps and Incident Response teams by
utilizing the RFI button in the ZeroFox platform.
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Appendix: Traffic-Light Protocol for Information
Dissemination
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