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Scope Note: ZeroFox Intelligence is derived from a variety of sources, including—but not limited to—curated
open-source accesses, vetted social media, proprietary data sources, and direct access to threat actors and groups through
covert communication channels. Information relied upon to complete any report cannot always be independently verified.
As such, ZeroFox applies rigorous analytic standards and tradecraft in accordance with best practices and includes caveat
language and source citations to clearly identify the veracity of our Intelligence reporting and substantiate our
assessments and recommendations. All sources used in this particular Intelligence product were identified prior to 9:00
AM (EDT) on April 2, 2024; per cyber hygiene best practices, caution is advised when clicking on any third-party links.
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> Key Findings

e On March 21, 2024, well-known threat actor and malware-developer “Poe”
announced on the dark web forum Onniforums the launch of a new

anti-censorship underground community dubbed “Wolf's Den.”

e Access to the full version of Wolf's Den is expected to only be available via
manually issued invites.

e Poe claims Wolf's Den features uncensored artificial intelligence (Al) text and
image generation—including malware scripting—and contains a video allegedly
showing live interaction demonstrating a generative model writing out
ransomware code.

e The project is expected to gain significant traction within Russian and
English-speaking threat actor communities, with actors attempting to get an

invite to Wolf's Den in order to freely create malware applications.

© 2024 ZeroFox, Inc. All rights reserved.
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| Details

On March 21, 2024, well-known threat actor and malware-developer Poe announced on
the dark web forum Onniforums the launch of a new anti-censorship underground web
application dubbed Wolf’'s Den. Having passed an alpha testing stage, operators have
announced they are ready to offer limited access to the project.

e On March 31,2024, the alpha version of Wolf's Den was temporarily made
available to subscribers who were vetted on Onniforums. The alpha version
garnered widespread positive feedback.

e Access to the full version of Wolf's Den is expected to only be available via
manually issued invites.

Wolf's Den is a Tor network application that is allegedly similar to Telegram but “built with
security and privacy in mind” and requiring no local installation. Wolf’s Den reportedly
features:

e Most notably, uncensored Al text generation—including malware scripting. Poe
referred to a video allegedly showing live interaction on Wolf's Den, with a
generative model writing out ransomware code.

e Uncensored Al image generation.

e No JavaScript.

e A100 percent responsive design, with threat actors able to use it on a desktop or
mobile phone.

e The ability to create private hubs where only authorized contacts can access

content posted.

ZeroFox can neither confirm nor deny the claims made by Poe in his promotion of Wolf's
Den or attest to the complexity of the malware produced by the uncensored text

generation tool.

© 2024 ZeroFox, Inc. All rights reserved.
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Post showing live interaction on Wolf's Den of a generative model writing out ransomware
code
Source: ZerofFox Intelligence

The project is expected to gain significant traction within Russian and English-speaking
threat actor communities. It is very likely that Russian and English-speaking actors will
flock to Onniforums trying to get an invite to Wolf’s Den in order to freely create malware

applications.

e New projects for DDW communities have been rare in the last three years.

e Russian-speaking actors have been observed en masse attempting to persuade
ChatGPT to write malware and have encountered multiple issues when
attempting to use malicious generative models such as WormGPT.

e English-speaking actors lost their most renowned community when Torum shut
down in 2020.

© 2024 ZeroFox, Inc. All rights reserved.
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Screenshots of Wolf’s Den’s user interface

Source: ZeroFox Intelligence

If Wolf's Den offers the flexibility of communication associated with Telegram but
improves on its privacy and security, it likely has the potential to grow to accommodate
communication, marketplace deals, and the development of tactics, techniques, and
procedures (TTPs) on behalf of threat actors who are not satisfied with the current
capabilities of the DDW.

| Recommendations

e Leverage ZeroFox Intelligence for unique insights into DDW communities and
potential threat actor targeting.

e Consume ZeroFox Al and Synthetic Media Intelligence for ongoing awareness and
recommendations for defending against synthetic media-enabled threats.

e Incorporate synthetic media education into existing cybersecurity training,
including examples designed to increase workforce awareness.

e Utilize the ZeroFox Platform’s Intelligence Search interface to investigate Indicators
of Compromise (IoCs) and metadata related to Malware and Ransomware.

e Employ behavior-based malware detection as well as signature detection to
address the use of commodity tools.

e Implement secure password policies with phishing-resistant multi-factor
authentication (MFA), complex passwords, and unique credentials.

e Adopt a Zero-Trust cybersecurity posture based upon a principle of least privilege.

© 2024 ZeroFox, Inc. All rights reserved.
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Implement network segmentation to separate resources.

e Ensure critical, proprietary, or sensitive data is always backed up to secure, off-site
or cloud servers at least once per year—and ideally more frequently.

e Deploy a holistic patch management system and ensure all business IT assets are
updated with the latest software as quickly as possible.

© 2024 ZeroFox, Inc. All rights reserved.
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| Appendix A: Traffic Light Protocol for Information

Dissemination

WHEN SHOULD Sources may use

IT BE USED? TLP:RED when information
cannot be effectively acted
upon by additional parties
and could lead to impacts on
o party's privacy, reputation,
or operations if misused.

HOW MAYIT Recipients may NOT share

BE SHARED? TLP:RED with any parties
outside of the specific
exchange, meeting, or
conversation in which it
is originally disclosed.

WHEN SHOULD  Sources may use

IT BE USED? TLP:GREEN when information
is useful for the awareness of
all participating organizations,
as well as with peers within the
broader community or sector.

HOW MAYIT Recipients may share

BE SHARED? TLP:GREEN information
with peers and partner
organizations within their sector
or community but not via
publicly accessible channels.

Sources may use

when
information requires support
to be effectively acted upon
but carries risks to privacy,
reputation, or operations
if shared outside of the
organizations involved.

Recipients may ONLY share

information
with members of their own
organization and its clients, but
only on a need-to-know basis
to protect their organization
and its clients and prevent
further harm.

Note that

restricts sharing to the
organization only.

. Clear

Sources may use
TLP:CLEAR when information
carries minimal or no risk

of misuse in accordance

with applicable rules and
procedures for public release.

Recipients may share

TLP:CLEAR information
without restriction, subject
to copyright controls.

© 2024 ZeroFox, Inc. All rights reserved.
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| Appendix B: ZeroFox Intelligence Probability Scale

All ZeroFox intelligence products leverage probabilistic assessment language in analytic
judgments. Qualitative statements used in these judgments refer to associated
probability ranges, which state the likelihood of occurrence of an event or development.
Ranges are used to avoid a false impression of accuracy. This scale is a standard that
aligns with how readers should interpret such terms.

Almost Roughly
Very " Very Almost
No Unlikely Even Likely ’ :
Chancs Unlikely R Likely Certain
1-5% 5-20% 20-45% 45-55% 55-80% 80-95% 95-99%

© 2024 ZeroFox, Inc. All rights reserved.



